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Abstract—The multi-million dollar investment required for
modern machine learning (ML) has made large ML models a
prime target for theft. In response, the field of model stealing
has emerged. Attacks based on physical side-channel information
have shown that DNN model extraction is feasible, even on CUDA
Cores in a GPU. For the first time, our work demonstrates
parameter extraction on the specialized GPU’s Tensor Core units,
most commonly used GPU units nowadays due to their superior
performance, via near-field physical side-channel attacks. Previ-
ous work targeted only the general-purpose CUDA Cores in the
GPU, the functional units that have been part of the GPU since
its inception. Our method is tailored to the GPU architecture
to accurately estimate energy consumption and derive efficient
attacks via Correlation Power Analysis (CPA). Furthermore, we
provide an exploratory analysis of hyperparameter and weight
leakage from LLMs in far field and demonstrate that the GPU’s
electromagnetic radiation leaks even 100 cm away through a glass
obstacle.

Index Terms—Side-Channel Analysis (SCA), GPU, Large Lan-
guage Models, Electromagnetic Radiation, Model Stealing.

I. INTRODUCTION

Deep neural networks (DNNs) are deployed in ever more
applications, and this trend does not appear to be slowing down
since the introduction of ChatGPT, a Transformer-based [52]
architecture that prompted unprecedented investments in this
technology. DNNs can require up to tens of millions of dollars
to train, and the models’ secrets are Intellectual Property (IP).
Therefore, companies aim to protect their models; otherwise,
their competitive advantage suffers. An adversary who might
otherwise be unable or unwilling to train their own model
might be tempted to steal these models. In addition to the
enormous costs of just training these models, many of the
datasets used to train them are proprietary, making it difficult
for anyone to develop their own models.

Although state-of-the-art models can have billions to tril-
lions of weights, making extraction hard, in many practical
settings, an adversary does not necessarily need to extract
all the weights. In a widely used scenario where an open
source base model is fine-tuned using Low-Rank Adaptation
(LoRA) [29], only a small subset of weights is changed.
Therefore, the adversary only has to extract this subset of
weights.

There are different ways to steal model weights, depending
on the capabilities of the adversary. Most of the investi-
gated methods rely on the unhindered attacker’s access to

the API and are affected by, for example, rate limiting,
quantisation [13], or adversarially constructed noise [33].
Another threat is physical side-channel attacks on deep learn-
ing models, which have been successfully demonstrated on
different platforms such as microcontrollers (MCUs) [9, 32],
FPGAs [24], and GPUs [27] using power or EM side-channel
information. These attacks can target different components of
DNNs, such as the architecture, weights, or inputs. Although
the leakage of Convolutional Neural Networks (CNNs) ar-
chitectures has been exploited in the far-field of the electro-
magnetic region [39], weight extraction, especially of LLMs,
has remained an uncharted territory. In general, prior work
builds on the principles of Differential Power Analysis [34],
targeting weight-dependent intermediate values to demonstrate
weight extraction. However, these attacks do not account for
the parallel nature of GPUs and other hardware DNN accel-
erators. More broadly, parallel architectures require refined
leakage models to more accurately characterize the energy
consumption of the target. Therefore, to the best of our
knowledge, we are the first to consider the GPU architecture
and its implementations in detail to derive warp-level leakage
models that significantly improve over state-of-the-art results
by considering the energy consumption of all threads in a
warp.

However, there are other aspects of DNNs that are not
yet taken into account for weight extraction, which, to the
best of our knowledge, allows us to introduce higher-order
side-channel attacks on DNNs. It is important to recognize
that for a typical DNN executing on any platform, there are
multiple intermediate values that depend on the same weight.
For instance, in Convolutional Neural Networks (CNN), each
kernel is convolved with many parts of the input. For LLMs
and attention layers, each column of the projection matrices
computes multiple dot products with embeddings, where the
number of dot products depends on the number of input to-
kens. In both examples, many dot products depend on the same
weights and thus provide more information to an adversary. In
this paper, we demonstrate how to combine information from
multiple intermediate values, thereby significantly speeding up
our attack. Furthermore, to the best of our knowledge, we
present the first proof-of-concept far-field EM side-channel
attack on a 4 090 RTX GPU for LLMs, showing that leakage
can be observed in the far field as well.
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To summarize, our contributions are as follows.
1) We provide the first GPU-specific warp-level approach

and the first platform-agnostic higher-order attack, both
of which are more efficient than the state of the art.
The warp-level model more accurately characterizes GPU
energy consumption, while the higher-order attack further
enhances the efficiency of near-field attacks.

2) To the best of our knowledge, we also present the first EM
side-channel-based analysis of an LLM in the far-field of
the electromagnetic region. We systematically investigate
the leakage of different information (e.g., the number of
generated tokens) of LLMs in the far-field region. We
also analyze the weight-related leakage of LLMs in the
far field using a proof-of-concept attack.

3) We discuss how quantization of the weights leaks infor-
mation to an attacker, even before mounting any side-
channel attacks.

Organization The paper’s outline is as follows. First, we give
the necessary background in Section II and mention relevant
previous works in Section III. Next, we provide an overview
of the attacks in Section IV. Our near and far field attacks are
described in Section V and Section VI, respectively, followed
by a discussion in Section VII. Finally, the conclusions are
given in Section VIII.

II. BACKGROUND

A. Neural Networks

LLMs are autoregressive neural networks that can take as
input various modalities, such as text and image, and produce
outputs conditioned on those inputs. The attention mechanism,
one of the main building blocks of LLMs, provides input-
dependent weights: Attention(X) = X ·W(X). There are
three matrices, Q = Wq · X (query), K = Wk · X (key),
V = Wv ·X (value), derived from the input embeddings. The
matrices Wq,Wk,Wv contain the fixed weights of the model
and are the primary interest of an adversary. We assume the
inputs, X, to be known to the attacker.

B. Side-Channel Analysis

Physical Side-Channel Analysis (SCA) exploits unintended
information leakage of electronic devices, based on physical
properties, to extract secret information such as cryptographic
keys [34, 35]. The crucial insight of SCA is that the
measurable physical properties, such as power consumption,
depend on the operations executed and the data processed
by the device. There are multiple types of leakage that can
be exploited, including power consumption, electromagnetic
(EM) emanations, timing, optical, or sound. In this work,
we exploit the EM side channel emanating from the die that
contains the GPU on which a neural network is running,
targeting the secret weights of the model with Correlation
Power Analysis.

Correlation Power Analysis In Correlation Power Analysis
(CPA) [11], Pearson’s correlation coefficient is used as a

side-channel distinguisher, i.e., to rank the key candidates.
By targeting an intermediate computation that depends on a
secret and a known value, an attacker can build hypothetical
power predictions by enumerating all possible candidates for
the secret value and correlating them with the real power
measurements. In SCA research on cryptographic implemen-
tations, these intermediate values are secret key-dependent
values, such as the output of SBox of AES [18], which
depends on a single key (byte) and input byte. For neural
networks, similarly, the known values are the inputs, while
the secrets are the weights. The intermediate computations
that depend on these values are the partial sums in neural
networks [27, 28]. In DNN implementations, the data type can
range from unsigned/signed integers to floating-point values.
Additionally, the precision used for inference is diverse, rang-
ing typically from 4 to 16 bits. In terms of leakage models,
the Hamming-Weight (HW) and the more general Hamming-
Distance (HD) models have proven to be effective to extract
weights [9, 24, 27].
Electromagnetic radiation Electromagnetic (EM) radiation
is fundamental to our everyday lives, including applications
like communications or health care, but unintended radiation
can break the confidentiality of secret information. Examples
include breaking cryptographic implementations [22, 36, 48],
reverse-engineering neural networks [9, 17, 27] and eaves-
dropping on display units [20, 25, 40]. Specifically, in the
far field, AES implementations have also been targeted via
EM side channel [53, 54]. EM radiation is modeled as a wave
of the electromagnetic field propagating through free space
when charged particles accelerate. The relationships among
charges, current, and changes in electric and magnetic fields
are governed by Maxwell’s equations. When a source, such
as an antenna, emits radiation, we can distinguish between
multiple regions of the electromagnetic field: reactive near-
field, radiating near-field, and far-field. The boundaries be-
tween these regions depend on the dimensions of the radiating
source as well as the wavelength of the radiation.

A well-known formula to establish the boundary R between
the near and far fields is R = 2×D2

λ [31] with D the largest
dimension of the radiating source and λ the wavelength of the
radiation.

C. GPU Architecture

GPUs are composed of Streaming Multiprocessors (SMs)
that allow an application to execute hundreds of threads on
individual SMs, using the Single-Instruction-Multiple-Threads
(SIMT) model. When an application launches work on the
GPU, the threads are distributed among the available SMs.
In each SM, the scheduled threads are further divided into
groups of 32 threads, called warps. Threads in a warp start
execution together and are free to diverge individually, but
efficient implementations aim to minimize thread divergence.
For SCA, analyzing the power consumption of a thread [27]
has proven to be a possible technique for extracting DNN
weights with near-field access using CPA. In this work, one
of our contributions is to study the GPU architecture in detail



and derive more efficient leakage models based on all threads
in a warp. In addition, we extend these techniques to LLMs
and in the far-field region of the electromagnetic field.

D. Model Stealing

Model stealing research community has predominantly fo-
cused on query-based model APIs, evolving from early hard
and soft-label extraction methods through distillation [30]
to more modern techniques that solve for model parameters
directly [13, 14, 21]. More recent works also aim to scale
it from classical small network extraction settings to modern
large Transformer models [15]. However, this entire class of
attacks is fundamentally limited by its reliance on the API,
which allows defenders to implement countermeasures like
rate limiting and output obfuscation. In this work, we demon-
strate a new district threat vector that infers model parameters
directly from physical EM emanations, rather than focusing
on API-based extraction. Fascinatingly and unexpectedly, we
show that such attacks are possible in the far field and even
through glass.

III. RELATED WORK

Side-channel attacks aiming to extract DNN weights via
DPA-based methods were introduced in the seminal work of
Batina et al. [9]. Since then, different platforms, including
FPGA and GPUs, have been shown to be vulnerable to
DPA-based side-channel attacks by targeting MLP or CNN
architectures [19, 24, 27, 32, 37, 49, 56, 57]. For a more
comprehensive comparison, we refer the reader to [26].

In the most recent related work on extracting the weights
from GPU [27], CUDA implementations that use the general-
purpose CUDA Cores are attacked. In contrast, our work at-
tacks implementations that use Tensor Core instructions. These
instructions use hardware specifically designed to accelerate
matrix multiplication. Implementations of LLMs heavily rely
on the acceleration provided by Tensor Core units because
the throughput by these units is much higher than that of the
general-purpose CUDA cores. As we show in Section VI-D,
commonly used models such as Llama 3 also use these units
for acceleration. Essentially, there is greater parallelism with
Tensor Core instructions, which results in more noise when
we aim to reduce the energy consumption of a single thread.
This increased parallelism requires the warp-level leakage
model to reliably extract weights. Since newer GPUs and their
implementations rely heavily on Tensor Cores, we consider
this scenario more practical and closer to what an adversary
might encounter in the real world. Furthermore, we introduce,
for the first time, higher-order attacks in the context of DNNs
to significantly improve the convergence of weight extraction.
Lastly, as a first study, we explore side-channel leakage of
LLM hyperparameters and weights, and we do this exploration
in the far field.

IV. OVERVIEW

We illustrate our approach in Figure 1. Our goal is to derive
accurate leakage models for the GPU’s energy consumption

and extract weights via EM side-channel information. To that
end, in Section V we start with analysis in near field by
creating a floorplan of target die using infrared imaging in
Section V-B. The floorplan aids in targeting the components
of the GPU that can leak information. Although it is possible
to scan the whole die blindly to find exploitable points, this is
unnecessary and requires enormous effort. Systems on a Chip
(SoCs) contain many components, such as CPU cores, that are
irrelevant to our attack, except that they generate additional
noise that could hinder physical attacks in general.

Next, we aim to derive efficient leakage models for GPUs.
We created two different models: one GPU-specific and a
non-GPU-specific leakage model. For the GPU-specific model,
in Section V-D we analyze the GPU implementations using
hardware-accelerated General Matrix Multiply (GeMM) oper-
ations on the Tensor Cores of the GPU. Note that Tensor Core
implementations were not analyzed in previous work [27].
More specifically, we take into account how parallelism is
implemented on the GPU with groups of threads called warps,
hence we derive the warp-level leakage model in Section V-D.
This model is a more accurate reflection of the energy con-
sumption and provides much better results than the state-of-
the-art [27].

For the non-GPU specific leakage model, we provide the
insight that, since every weight interacts independently with
different inputs, we can greatly enhance our attack by mount-
ing higher-order attacks introduced in Section V-F. In other
words, there are multiple intermediate values that depend on
the same weight, and this property of the neural network has
not been exploited before in the SCA context. Furthermore,
this method applies to other platforms and is not specific
to GPUs but to DNNs. Higher-order attacks are well-known
in SCA as a means to defeat masking countermeasures in
cryptographic implementations and to extract secret keys.
However, in our case, the goal with the higher-order attack is
to reduce the number of measurements needed, and the result
of the attack is presented in Section V-G.

Finally, we present our far field attack on LLMs in Sec-
tion VI. First, we describe the threat model that applies to
the adversary and their capabilities in Section VI-A. Next,
we describe how the far field signal is modeled and the
corresponding experimental setup to collect far field measure-
ments in Section VI-B and Section VI-C. The chosen LLM
implementation is introduced in Section VI-D. Subsequently,
we illustrate how the complexity can be reduced for the CPA
attacks if chosen inputs are within an adversary’s capabilities
in Section VI-E. We show our experiments regarding weight
and input-related leakages in Section VI-F and Section VI-G.
We show the impact of the number of generated tokens and
the batch size on the signal in Section VI-H We present the
parameter extraction results for far-field in Section VI-I.

In Section VII, we provide additional details on the limita-
tions of our work, on how quantization leaks information to
an attacker and what countermeasures could be applied against
the attacks presented in the paper.

Finally, we conclude the paper in Section VIII.



Fig. 1: High-level description of the attacks presented in the paper. First, a floorplan is made of the target chip to precisely
identify the GPU SMs on the die. Second, near-field probing is used to test and validate the hypotheses of our leakage models,
including warp-level and higher-order attacks. The approaches in the near field are validated on convolutional layers. Lastly,
we provide an exploratory analysis of the leakage of different hyperparameters and the weights of an LLM in the far field
using the derived leakage models in the near field.

V. NEAR FIELD ATTACK

A. Motivation

The computations in neural networks are dominated by
matrix and pointwise operations that have to be parallelized
to achieve sufficient performance in practice. From a side-
channel perspective, in general, parallelization introduces
noise in the measurements that makes an adversary’s task
harder. However, the amount of parallelization and introduced
noise depends a lot on the target hardware architecture and
the sophistication of an adversary’s measurement setup.

General-purpose GPU architectures manage large numbers
of threads in small groups of 32 [1, 4] or 64 [1]. Locality
is crucial for performance, and the computations of each
thread are not arbitrary. For deep learning workloads and GPU
implementations, this means that threads in a group work on
the same slices of weights or inputs, or both. Additionally,
threads generally execute in parallel physically; therefore, the
sum of their individual energy consumption is a more accurate
model of the overall energy consumption. Previous work used
the energy consumption of a single thread, and in this work, we
show that considering the energy consumption of all threads in
a group that work on the same weights provides more efficient
attacks. Furthermore, we show that considering threads across
groups provides more efficient attacks than the state of the art.

B. GPU Die Floorplan

The Jetson Orin Nano uses flip-chip packaging without a
heat spreader, meaning the silicon is directly exposed to the
attacker. In general, the die in flip-chip packaging can be easily
exposed without any invasive modification, such as chemical
etching, that is required for other packaging types. Due to
the transparency of silicon to infrared light, it is possible
to inspect the structures of the die [12]. We show the full
die and an infrared die shots of the Jetson Orin Nano GPU
in Figure 2 and Figure 3, respectively. The green rectangle
highlights the structure of the GPU’s two SMs. There is a
clear symmetry in the rectangle, indicating the presence of two
similar hardware blocks. The whole die has 16 SMs overall, of
which 8 are functional on this GPU. By running applications
on the GPU, it is straightforward to determine the active SM’s

on the whole GPU die. However, the application should launch
enough threads to ensure all SMs receive warps to execute.

Figure 3 shows a zoomed-in image of the two SMs. Based
on the visible structures, we can annotate the structures in
the image, highlighting the 4 sub-partitions and the combined
L1/Shared Memory of each SM. Since the sub-partitions
contain the register files and ALUs, it is reasonable to assume
that the vicinity of the sub-partitions is where the EM probe
should be placed. Based on experiments, we can confirm that
we can reduce the search space for placing the electromagnetic
probe by just focusing on the areas at or near the sub-
partitions, as these contain the register files where the registers
are overwritten with the outputs of the Tensor Core instruc-
tions, i.e., sensitive intermediate values. To assess whether a
particular location leaks and which locations leak the most, we
perform Test Vector Leakage Assessment (TVLA) [23] in two
ways: fixed vs. random input and fixed vs. random weight
as in [27]. TVLA is the most common way in practice to
evaluate whether a target is leaking side-channel information.

C. Trace Collection Setup and Preprocessing

For the measurements, we use the Langer RF-B 0.33 [42]
electromagnetic probe with the PA 303 amplifier and Lecroy
Waverunner 8404-MS oscilloscope sampling at 20 GS/s. Our
target GPU is the Nvidia Jetson Orin Nano [47]. As opposed
to the 625 MHz clock frequency in BarraCUDA [27], we
set the GPU cores clock frequency of the Jetson Orin Nano
to 920 MHz. Similarly, our target neural network is a 2-
layer CNN with 32 kernels in each layer of size 3 × 3 INT8
weights, using implementations from TensorRT [6]. However,
our implementations use Tensor Core instructions [46], which
are more commonly used in larger neural networks because
they are more efficient. See an example of a raw trace of the
first layer in Figure 4. For parameter extraction, preprocessing
of the traces is important as we empirically found that taking
a moving average of multiple (3–5) clock cycles of the raw
traces enhances the observed leakage. The effectiveness of this
preprocessing can be partially explained by the uncertainty
regarding warp scheduling, which does not guarantee the
execution of a warp with a certain sensitive intermediate
value in the same clock cycle in every trace. Therefore, the



Fig. 2: Image of the full die on the left and a partial infrared die shot on the right. The highlighted area with the rectangle
on the right shows 2 Streaming Multiprocessors out of 16 of the GPU die.

Fig. 3: Zoomed in image of the two SMs with annotations. The partitioned L1 cache/Shared Memories are in the upper-left
and upper-right corners. More importantly, each SM contains 4 sub-partitions, each with its own Tensor Core unit. We place
the EM probe directly above or in the vicinity of one sub-partition.

leakage might be scattered across multiple clock cycles, and
the moving average helps to gather the leakages.

D. Tensor Core Implementations

The implementations utilizing Tensor Cores refer to math
pipelines in the GPU’s SMs that accelerate GEMM op-
erations for fixed matrix sizes. This acceleration can be
achieved with different instructions for different data types
and matrix sizes. For our 2-layer CNN, the first convolu-
tional layer uses the IMMA.16816.S8.S8 instruction [2],
reverse-engineered from the CUDA implementations of Ten-
sorRT. This instruction accelerates a matrix multiply of a
matrix of size n ×m = 16 × 16 multiplied by a matrix of
size k ×m = 16 × 8 and the addition of a matrix of size
k × k = 16 × 8 with signed integers S8 as weights. The first
matrix contains different inputs for convolution in each row,
while the second matrix is the weight matrix with columns
of weights from different kernels. The instruction requires the

cooperation of all threads in a warp, as inputs and weights
are provided by the threads’ registers. The different results
are also written to the registers of different threads in the
warp. It is important to note that each final result written
into the register file can depend on up to 16 weights, i.e., the
complexity of the attack would be 16×8 = 128 bits. However,
in this particular implementation, only 4 weights are loaded
from each kernel for an individual IMMA.16816.S8.S8
instruction. This would make the attack infeasible unless the
inputs are chosen, i.e., by setting the appropriate inputs to
zero, such that the final result depends on only one weight.

Furthermore, the implementation of the first layer is ex-
ecuted by 512 threads that are then divided into 16 warps
when scheduled for execution. These warps are further divided
between four SMs on the GPU, i.e., one SM gets four warps.
Notably, the four warps in each SM calculate the convolution
with all the weights but different inputs. This means that
theoretically, we only have to target one SM with our EM



Fig. 4: Example of collected raw trace of a convolutional layer
implemented on Tensor Cores. The vertical red lines highlight
the Points-of-Interest (PoI) used for weight extraction.

probe. However, for larger models, more SMs are likely to be
required to probe. Additionally, we still collect EM traces for
all SMs to be able to compare the leakage.

E. Warp-level Leakage Model

Accurately describing the GPU’s power consumption is
challenging due to the many parallel threads executing. How-
ever, focusing solely on the subpartitions of the SMs, it is
feasible to develop a power model that more accurately reflects
the power consumption of each subpartition. Threads in a warp
physically start executing at the same time, and although the
threads in a warp can diverge, highly optimized implemen-
tations try to avoid this as it incurs a performance penalty.
Therefore, it is reasonable to consider the power consumption
of all the threads in a warp as they reach the writeback stage
at the same time or approximately the same time. Our leakage
model captures this idea and provides an aggregated power
consumption for a warp. In a nutshell, the leakage model
targets registers overwritten by an IMMA.16816.S8.S8
instruction. However, only a fraction of these registers are used
in the leakage model, namely those whose value depends on
the same weight. The leakage generated by other registers’
computation is simply treated as noise.

Let tx denote an individual sample of a trace T =
[t0, t1, . . . , tm], where m denotes the number of sample in
the trace and 0 ≤ x ≤ m . For a warp Wj , if it executes
an IMMA.16816.S8.S8 instruction at time sample tx, the
same weights are multiplied with n different inputs at the same
time, therefore, we build our correlation attack on the sum of
the power consumption of register overwrites with new partial
sums (sid+1):

P(W x
j ) =

n∑
i

HD(s id , s
i
d+1 ), (1)

where j = 1, . . . , k k is the number of warps and n is the
number of parallel multiplications with the same weight but
different inputs. sid+1 denotes the partial sum result of the
multiplications calculated with the i -th input row.

In our experimental setup, the IMMA.16816.S8.S8 in-
struction produces 16 different dot products for each weight
vector so n = 16. Therefore, we calculate the correla-
tion between the power predictions and the leaking sample:
ρ(P (W x

j ), tx ). This is the warp-level correlation, exploiting
that the same weight is used at the same time with different
inputs in a single warp. Extending this to other matrix sizes
is straightforward, and the approach is weight-type agnostic
as well, i.e. the same approach can be used for floating-point
weights, as we show later in our LLM attack with bfloat16
weights.

F. Higher-order Leakage Model

The previous method only considered the leakage of in-
termediate values computed in parallel. However, one trace
contains more information related to the same weight. This
is a consequence of how neural networks work: the same
weights are used in dot products with different inputs many
times. For instance, in convolution, a kernel has to slide over
the entire input range and produce intermediate values that
depend on the same weights but different inputs. Therefore,
there is more to exploit in one trace than just a single time
point for a single weight. This idea has been used before to
recover input images of neural networks [10], but our approach
differs in that the horizontal leakages are combined across
multiple traces to recover weights, not inputs. We can combine
multiple leakages that occur in different time samples (tx, ty)
related to the same weight (e.g., the results of two IMMA
instructions if they use the same weights) in a similar way
that it is done for masking [16, 43]. First, we will need a
combining function [43]; and simply the sum of the power
consumptions of individual warps works well:

Pcomb(W
x
j ,W

y
k ) = P (W x

j ) + P (W y
k ). (2)

We also need a pre-processing function [43] to create a
new sample tc from the samples (tx, ty), and based on our
experiments, the square of the sum of the samples works the
best, i.e., tc = (tx + ty)

2.
Then, we calculate the correlation of the two variables as

follows:
ρ(Pcomb(W

x
j ,W

y
k ), tc). (3)

This method can be extended to more than two time samples
(i.e., more than 2 IMMA instructions), in the same way if they
depend on the same weight.

In the results below, we recover only 8 bits (one weight at
a time) by setting 3 inputs to zero and 1 random non-zero
value for the eight weights in different kernels. For a full 32-
bit attack without chosen inputs (i.e., attacking all 4 weights
simultaneously), we would likely need more traces to succeed.
An alternative could be 2 chosen-input attacks (setting only
2 inputs to zero), recovering the first two weights, then the



Fig. 5: Warp-level correlation of eighth weight in the first
kernel.

Fig. 6: Warp-level correlation of eighth weight in the second
kernel.

second two, so 16 bits at a time. For the very first weight
in each kernel, as also shown in previous works [57], the
correlation might not be robust, and using the first two weights
and the corresponding partial sums instead is a better strategy
anyway. Furthermore, it is important to note that partial sums
in the Tensor Core units could also be attacked, but the exact
calculation of these partial sums is unclear. We leave this
for future work. Nevertheless, in this paper, for the sake of
simplicity and since we merely present a proof-of-concept
attack, we only target 8 bits at a time by attacking registers
in the register file of subpartitions, not registers in the Tensor
Cores.

Fig. 7: Correlation with 2 warp-level intermediates combined
for the eighth weight in the first kernel.

Fig. 8: Correlation with 3 warp-level intermediates combined
for the eighth weight in the first kernel.

(a) Warp-level correlation of the eighth weight in the third
kernel.

(b) Warp-level correlation of the eighth weight in the third
kernel.

Fig. 9: Correlation for eighth weight in the third kernel with
different warp correlations.

G. Parameter Extraction Results

In this section, we provide the results for our weight
extraction with different leakage models. The attacks were
mounted against the first layer of the 2-layer CNN and this
layer has 288 weights. We are able to extract all the weights
using our methodology.

1) Warp-level correlation results: In general, warp-level
correlation already significantly improves the attack over
BarraCUDA [27], requiring only 300 k traces on average to
extract weights, despite the much higher clock frequency in
our setup. On average, 100 k traces are sufficient to extract
weights in our attack, in contrast to millions of traces required
in BarraCUDA. For example, see Figure 5 for the evolution
of CPA for the eighth weight in the first kernel of the first
layer. Similarly, Figure 6 shows the evolution of CPA for the
eighth weight in the second kernel. Lastly, Figures 9a and 9b



show the results of using different warps, and hence different
intermediates for the same weight. This leakage model, which
considers all 32 threads of a warp, provides a more accurate
description of the power (EM) consumption, thereby reducing
the number of traces. Furthermore, we analyzed all the active
SMs on the die, and all of them leak weights, although each
SM does not necessarily leak all of the weights. Nevertheless,
all the weights can be extracted.

2) Higher-order attack results: Combining two (Figure 7)
or three (Figure 8) warp-level correlations can further improve
results. The leakages for these figures were collected from
separate SMs, but each combined plot uses two or three
intermediate values from the same SM. In general, a com-
bination of intermediate values helps with faster convergence,
but finding the optimal leaking spot for the EM probe is, of
course, still the most important. At the same time, a particular
location is restricted in the number of intermediates that leak.
With three warp-level correlations shown in Figure 8, the key
rank goes to 0 just after 10 000 traces.

The above approach is somewhat similar to the multi-target
CPA attack, which performs first-order CPA multiple times and
combines the results afterwards [44]. We did not implement
this approach; instead, we performed a higher-order attack.
We consider investigating multi-target CPA in this context as
future work.

VI. FAR FIELD ATTACK

A. Threat Model
For this attack threat model, we consider an attacker whose

goal is to extract information about an LLM that is accelerated
on a GPU. The attacker exploits the information contained in
the electromagnetic radiation of the GPU. More specifically,
the attack works in two steps:

• First, identify the architecture of the target LLM based
on the radiated signals.

• Second, extract the LoRa weights of the model using the
same radiated signals.

We assume that the target LLM is an open-source model fine-
tuned for a specific task by a developer using LoRa [29], and
the architecture has already been identified by the attacker.
Training LLMs from scratch is expensive, and for many, the
only alternative is to use an open-source base model and adapt
it to their specific application. However, if a proprietary model
is targeted, then an attacker must recover all the weights. In
this work, we consider electromagnetic radiation of the GPU
only in the far-field region. This assumes a weaker adversarial
model than all of the existing works, where near-field physical
access and sometimes semi-invasive modification (heatsink
removal) of the target are required [27]. In addition, for con-
sumer GPUs such as the 4090, removing the heatsink for near-
field access might easily cause damage without appropriate
cooling equipment. In addition, even with adequate equipment,
placing a near-field probe over the GPU die is much less
stealthy, and the attacker still runs the risk of overheating and
the GPU shutting down, potentially compromising the whole
attack.

B. Far-field Modeling

In the far field, we assume the clock signal is a carrier
amplitude-modulated with weight-related information. For-
mally, we can simply express the signal of interest as

s(t) = A(t) cos(2πft+ ϕ), (4)

where t, f , and ϕ denote time, frequency, and phase, respec-
tively. A(t) represents the data that we are interested in. For
the 4090 RTX GPU in our experiments, f = 2 565 MHz. An
adversary has two options to measure this RF signal:

1) Direct sampling: Same as in the near-field experiments,
i.e., use an oscilloscope to measure the whole spectrum
up to a certain frequency. For very high frequencies, this
method requires very expensive equipment with enough
bandwidth and sampling rates. With high end chips like
consumer GPUs, the frequency can be well over 2 GHz
which requires very expensive measurement equipment.

2) Zero-IF sampling: This method allows the attacker to
shift and downconvert the high-frequency signal to base-
band, essentially keeping only A(t). Therefore, an ADC
with a very high sampling rate is not required, and
SDRs are an appropriate choice for this application.
Naturally, there might be more frequencies that carry
relevant information, and this method is restricted to a
single frequency with a narrow bandwidth. However, our
experiments prove that the clock signal carries weight-
dependent information.

C. Experiment Setup

Fig. 10: Measurement setup 25 cm away from the GPU die.

In order to measure electromagnetic radiation in the far-
field, we use the RFSpace Vivaldi antenna [5] and Ettus X310
Software Defined Radio (SDR) [3] as shown in Figure 10,
similarly to [38].

The center frequency of the SDR is set to the GPU’s core
clock boost frequency that is fc = 2 565 MHz without the
OC mode for the Asus TUF Gaming NVIDIA GeForce RTX
4090 OC Edition [7]. However, the GPU switches frequency
based on load, so higher frequencies are also possible. Still, as
discussed later, the center frequency remains at 2565 MHz in
all experiments. The SDR’s bandwidth and sampling rate are



Fig. 11: Measurement setup 100 cm away from the GPU die
with glass in between. Since glass has a higher dielectric
constant than air, there is an expected reduction in leakage.

2 MHz and 4 MHz, respectively. This attack is non-invasive,
as no modifications are made to the target PCB. We provide
more details on various aspects of the setup below.

1) Antenna Positioning: In our case, the boundary between
the near and far fields with R = 2×D2

λ , where λ = 1
fc

≈ 12cm
and D = 2, 5cm is the largest dimension of the radiat-
ing source, the GPU die. This gives us R = 2×0 ,025 2

0 .12 ≈
0.01042m. Therefore, according to this formula, the far-field
region starts approximately 1 cm away from the GPU die.
However, it is not necessarily the die that radiates, so this
measurement might not be accurate in establishing the far-field
boundary. Nevertheless, our goal is to show that unfettered
near-field access may not be required to observe weight-related
leakage in the EM signals.

We experimented with different distances, such as 25 and
100 cm for the antenna distance from the GPU. The antenna
in Figure 10 is positioned 25 cm from the center of the die of
the 4090 GPU with the glass casing removed, while Figure 11
shows the antenna 100 cm away from the GPU die with glass
as an obstacle.

2) Center Frequency: The center frequency of the SDR
is one of the most important parameters to consider for the
success of the attack. According to our tests, the radiation
at the frequency of the GPU’s DRAM is much stronger than
the radiation at the GPU’s core clock frequency, and this also
aligns with the findings in previous work [39]. However, our
goal is weight extraction, i.e., finding fine-grained data depen-
dencies in the radiated signals, not just operation-dependent
signals. This may be more likely with the GPU core clock
signal modulated with data, allowing us to extract weights
due to the closer proximity of the clock signal and the data.
On the other hand, a specialized antenna is likely required to
successfully mount the attack from greater distances, as these
signals are much weaker.

D. GPU Llama 3.2 1B Implementation

We use the Huggingface (4.51.3) Python library to run the
Llama 3.2 1B model [41] on the GPU. The model weights are

bfloat16. The GPU has specific math pipelines to accel-
erate matrix multiplications for different data types, including
bfloat16. The GPU implementation of the first layer uses
the HMMA.1688.F32.BF16 instruction to implement matrix
multiplications of the embeddings and the Wq,Wk,Wv

weight matrices. As the .F32.BF16 suffix suggests, the dot
products are calculated by multiplying bfloat16 numbers
and accumulating them in float32. This information is
crucial for CPA-based side-channel attacks to accurately model
leakage.

E. CPA Attack Complexity
Depending on the implementation and the targeted inter-

mediate results, the complexity of the attack can vary. The
architecturally visible registers of the GPU are overwritten by
the results of the Tensor Core instructions, such as HMMA. As
these instructions can accelerate multiplications with different
matrix sizes, the following are influenced:

1) the number of registers that are overwritten,
2) the number of weights used in the final results that are

used to overwrite the registers.
For a register in the register file, the result of a Ten-

sor Core instruction can depend on multiple weights, based
on the available instruction formats [8]. For Llama 3.2
1B and its implementation on the RTX 4090 with the
HMMA.1688.F32.BF16 instruction, the number of weights
used in the dot product is 8, so the result in a register depends
on 8 weights.

In other words, the stored sum sreg in the register is the
dot product between the weights wi and embeddings xi:

sreg =

8∑
i=1

wi ∗ xi. (5)

Since sreg depends on 8 weights, a naive attack would be
predicting all the 8 16-bit weights at the same time, meaning
a complexity of 8× 16 = 128 bits. However, the sum can be
rewritten as

sreg = w8 ∗ x8 +

7∑
i=1

wi ∗ xi = s1 + s2, (6)

where s1 is float32 and s2 is also float32, but s1
depends on only 1 weight. If s2 is fixed, but not necessarily
zero, then an attacker can build a leakage model that predicts
s1 and s2 at the same time. This means that an attacker has to
predict the fixed s2 (32 bits) while also predicting s1, which
depends on one 16-bit weight only. This idea is similar to
the attacks presented on the MixColumns operation for AES
implementations [45, 51]. Fixing the state for s2, the attacker
can recover the weight that s1 depends on without predicting
the other weights. Furthermore, depending on the number of
weights in the dot product, the s2 state will be bounded, so
the complexity will be at most 32 bits.

In general, to attack wk in a dot product with n weights:

sreg = wk ∗ xk +

n∑
i=1,i̸=k

wi ∗ xi = s1 + s2. (7)



In the sum, s1 is just the multiplication result for the weight
wk as before, and s2 is the sum of all other multiplications
in the dot product. This attack can be parallelized for each
weight, or can be mounted sequentially to incorporate already
extracted weights. The sequential approach is as follows. If
m− 1 weights are already extracted, and the targeted weight
is wm,

sreg = wm ∗xm+

n∑
i=m+1

wi ∗xi+

m−1∑
i=0

wi ∗xi = s1+ s2+C,

(8)
where C is the sum of the already extracted weights multiplied
by the corresponding inputs.

In addition, due to the distribution of weights in neu-
ral networks, the full range of bfloat16 does not have
to be considered: for every weight w the following holds:
1e−10 < |w| < 1 in the first layer of Llama 3.2 1B. The
number of bfloat16 weights in this range is 5 106, so only
log2 5 106 ≈ 12.318 bits.

Therefore, the attack complexity to recover a single 16-
bit bfloat16 weight is at most 44 bits, but this has to be
repeated for every weight. Since LoRa only requires extracting
a small subset of weights, the 44-bit complexity does not make
the attack impractical for adversaries with adequate computing
resources.

Note that this extends to all cases where we have a result
that leaks and depends on multiple weights, regardless of data
type, i.e., the same applies to integer parameters. Therefore,
the attack does not require chosen-zero inputs; it only requires
chosen-fixed inputs for the 32-bit state. For instance, if only
the final result of a dot product between an embedding vector
and a a column of a projection matrix (e.g., Wk) leaks, this
attack still enables an adversary to recover all the weights used
in the dot product. However, for LLMs, individual embedding
vectors are fixed, so highly advanced techniques (e.g., laser
fault attacks) might be required to exploit near field access
for this to work. The idea would be to force all the bits of
s1 to a constant value for every trace. However, this may not
be very practical and the attacker would have to attack the
individual multiplications in the Tensor Cores directly.

F. Input-related Leakage

We also investigated input-related leakage using fixed vs.
random TVLA as shown in Figure 12. In this test, we set every
input encoding to random vs. fixed, hence the large TVLA
peaks throughout the trace. In general, this shows that even in
the far field, there is leakage associated with the inputs.

G. Weight-related Leakage

In order to test the feasibility of weight extraction, we use
random vs. fixed TVLA [50] to assess whether there is weight-
related leakage present in the far-field traces. To that end, we
run multiple experiments to test the leakage of weights in the
matrices Wq,Wk,Wv . In addition, we run the experiments
with different batch sizes. Results are shown in Figure 13
and Figure 14. For a batch size of 32, the GPU’s clock
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Fig. 12: Fixed vs. random input TVLA plot in the first layer
of Llama 3.2 1B, with batch size 32, for the first generated
token, with 50 000 traces. The same input is repeated 32 times
in the batch.
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Fig. 13: Fixed vs. random weight TVLA plot in the first
two layers of Llama 3.2 1B, with batch size 32, for the first
generated token, with 300 000 traces. The first layer’s first
weight in Wq is the randomized weight. The t-test plot is
an aggregated result of aligning the traces at different time
samples due to the jitter present in the traces.

frequency remains at the default boost frequency during the
execution of the forward pass of the Llama model. For a batch
size of 128, the clock frequency jumps to 2 865 MHz during
the forward pass execution. Despite the differences in clock
frequencies, Figure 13 and Figure 14 show leakage captured
at a center frequency of 2 565 MHz. This illustrates that even
though the GPU clock frequency is different in these scenarios,
the GPU Boost Clock frequency (2 565Mhz) still leaks even
for higher batch sizes executed on a higher clock frequency
due to increased GPU load. However, the amplitude of the
radiated signal for batch size 128 is slightly lower than that
of batch size 32 when measured at the 2 565 MHz frequency.
This behavior suggests that clock frequency jumps between
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Fig. 14: Fixed vs. random weight TVLA plot in the first layer
of Llama 3.2 1B, with batch size 128, for the first generated
token, with 300 000 traces. The first layer’s first weight in
Wk is the randomized weight. The t-test plot is an aggregated
result of aligning the traces at different time samples due to
the jitter present in the traces. The batch size is 128, with the
same input repeated 128 times. The antenna is 25 cm away,
with no glass between.

these intervals. When measuring at the indicated 2 865 MHz
frequency according to GPU monitoring tools, the radiated
signal at 2 865 MHz during the forward pass is negligible.

H. Number of Tokens and Batch Size

One generated token corresponds to one forward pass
through the model, and this is also clearly visible in the EM
traces shown in Figure 15. It is also visible that the first token
generation always takes more time than the subsequent tokens;
this could partially be explained by caching.

The impact of batch size is shown in Figure 16, where
increased latency is clearly correlated with increased batch
size. Although the latency increase is visible due to increased
batch size, it is not a linear relationship, and this behaviour
depends on the implementation and the GPU’s resources.

I. Parameter Extraction Results

As a proof-of-concept, we demonstrate the extraction pa-
rameters in far-field, assuming we know the first 7 weights
in the matrices Wq,Wk,Wv, and we target the 8th weight,
so we only have 5 106 candidates for CPA. By building the
leakage models on the power consumption of individual warps,
we can reach low key ranks for weights from Wq,Wk,Wv

from 100 cm away from the GPU die through glass. We
average 500 traces for each input, and we use 4 000 different
inputs, i.e., the number of collected traces is 2 million.

The results are shown in Section A for the 8th weight in
each of the matrices Wq,Wk,Wv. In general, summing up
the power consumption related to the same weight in the
warp matrix-multiply instruction is a viable strategy. At 25
cm away from the die without glass in between, collecting
only 1M traces with averaging already provides better results
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Fig. 15: The number of generated tokens is clearly visible by
capturing the emitted radiation. The batch size is set to 32.
The number of generated tokens is 1 (top) to 5 (bottom).

than 2M traces collected 100 cm away from the die with glass
in between. Overall, we still expect better results with more
traces, but our results already demonstrate that weight leakage
can be observed in far field as well.

VII. DISCUSSION

A. Limitations

Although we showed that our approach across different
GPU architectures and different neural network types (CNN,
LLM) can work, the results in the far field are limited in
practice. Furthermore, full model extraction, i.e., extracting
the weights of all layers, remains a challenging problem
largely due to the computational resources required to compute
every weight. In addition, because LLMs use an embedding
layer, chosen-input attacks will not work against LLM-based
architectures. Therefore, an adversary will have to target each
multiplication in the Tensor Cores for LLMs. In addition,
the far-field attack is a proof-of-concept demonstrating that
leakage can be observed in the far field as well, although
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Fig. 16: Impact of batch size on latency, with the number of
generated tokens set to five. The number of generated tokens
is clearly visible, while a higher batch size provides increased
latency, albeit not linearly.

exploiting it is not yet practical. However, the observation
regarding LoRA weights also stands for near-field attacks,
for which we have derived a much more efficient attack than
previous work [27].

B. Quantization Leakage

Because quantization schemes are many-to-one functions,
an adversary can already deduce important information about
the weights before launching a side-channel attack if it is
known that the weights were quantized. When a set of weights
of a trained model is converted from FLOAT32 to a signed
integer with precision b, affine quantization is used [55] where
a floating point weight tensor’s WFLOAT32 elements are
multiplied with a quantization scale qs. The scale depends
on the range of quantization, where it is common to use the
absolute maximum value of the weight tensor to derive the
scale: qs = 2b−1

maxWabs
FLOAT32

. However, due to how the scale
is derived, one of the quantized values will necessarily map
to either maxWFLOAT32 or minWFLOAT32 . Therefore, an
adversary already has information about one of the weights.
Furthermore, it is common to use blockwise quantization,

which splits a weight tensor WFLOAT32 into fixed blocks and
quantizes them separately. Therefore, if the quantization block
size is also known to the attacker, as can be the case with
open-source models, the attacker already has knowledge of
each block’s weights.

C. Mitigation

For near-field attacks, the countermeasures mentioned in
previous work [9, 27], such as masking or shuffling, could
significantly hinder an adversary’s ability to extract weights.
The containment of EM radiation by shielding in the near field
is more difficult to achieve, as in this scenario it is assumed
that an adversary has unfettered physical access to the target.
Nevertheless, (metallic) shielding would solve the leakage
problem in the far-field without the need for countermeasures
such as masking or shuffling.

VIII. CONCLUSION

In this paper, we analyzed the electromagnetic side-channel
leakage of GPUs with Tensor Core implementations by cap-
turing EM radiation in the near and far fields. We targeted
the results of the Tensor Core instructions in the register files
of the Streaming Multiprocessors and provided more accurate
leakage models for the energy consumption of individual
warps by introducing the warp-level model, resulting in attacks
that are more efficient than the state of the art in the near
field. To further improve our near-field attack, we introduced
higher-order attacks for neural networks to exploit the fact
that multiple intermediate values, processed at different times,
depend on the same weights.

In the far field, we demonstrated weight leakage by mount-
ing a proof-of-concept attack on an LLM, although its practical
use is currently limited. We performed experiments through a
glass obstacle, which reduced leakage, but there is still an
observable correlation. We also analyzed the complexity of
CPA in the presence of fixed inputs that can make the attack
feasible in practice. Nevertheless, DNN implementations, even
for CNNs, remain challenging to attack because they require
applying chosen inputs to make the attacks feasible.
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APPENDIX

A. Far Field Parameter Extraction
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(a) Key rank for the 8th weight in Wq, reaching
key rank 0.
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(b) Key rank for the 8th weight in Wk, reaching
key rank 4.
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(c) Key rank for the 8th weight in Wv, reaching
key rank 11.

Fig. 17: Key rankings for different weights in each projection
matrix. The number of averaged traces used for CPA is 4000.
Averaging is done for traces with the same inputs, with the
total of 2 million traces before averaging. In principle, there
is weight leakage in far field, but the practical use is limited
for the attack.

Figure 17 shows examples of CPA attacks in far field. The
examples demonstrate the key rank evolution of CPA for the
8th weight in each of the matrices Wq,Wk,Wv. Multiple

weights reach low key ranks, proving that, in principle, the
developed warp-level models in near field also work in far
field.
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