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Getting Started Overview
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© 2022 solarwinds Worldwide, LLC. All rights reserved.

Getting Started Overview

This article provides an overview for getting started with your SQL Sentry Installation. Here we will list
several helpful links to our documentation, blogs, and important SolarWinds account links to help
guide you through the process. For information about SQL Sentry Pricing, or to download a free trial,

visit SQL Sentry | SolarWinds.

(i) Additional Information: See the following helpful links:

SQL Sentry Blogs

SolarWinds Customer Portal

Submitting a SolarWinds Support ticket

SQL Sentry Architecture

A basic SQL Sentry installation consists of three components:
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SQL Sentry
Component

Description

SQL Sentry Client The SQL Sentry Client displays the historical and real-time data for your
monitored targets that is collected by the SQL Sentry Database.

SentryOne The SentryOne Monitoring Service remotely collects data from the target servers
Monitoring and writes that data to the SQL Sentry Database.

Service

SQL Sentry The SQL Sentry Database collects and retains performance data for your
Database monitored targets.

(i) Additional Information: For more information about SQL Sentry components and architecture,
see the SQL Sentry Components and Architecture article.

Account Requirements

The account used for running the SentryOne Monitoring Service should be a domain account and
needs to have local Windows Admin and Sys Admin rights on all the target server(s) that you want to
monitor.

(i) Additional Information: For more information about security options in SQL Sentry, see the SQL
Sentry Security Overview, SQL Sentry Monitoring Service Security, and SQL Sentry Portal
Security articles.

SQL Sentry requires several ports open to collect data from target servers.

(i) Additional Information: For more information about the ports required to collect information in
SQL Sentry, see the SQL Sentry Performance Analysis Required Ports article.

SQL Sentry Client users need allow_all permissions to the SQL Sentry Database for full access to the
information collected by the SentryOne Monitoring Service. Visibility and functionality for individual
users can be restricted through Rights-based or Role-based security in the SQL Sentry Client.

(i) Additional Information: For more information about the present security options in SQL Sentry,
see the SQL Sentry Rights Based Security, and SQL Sentry Role Based Security articles.
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System Requirements and Installation

Before installing SQL Sentry, check the System Requirements to ensure your system meets the
minimum standards to run SQL Sentry. SolarWinds recommends that a dedicated VM should host the
SQL Sentry components and that no SQL Sentry components be installed directly on production
servers. If a dedicated VM hosting the SQL Sentry components isn't possible, a testing or
development server that does not have a heavy workload could work for an evaluation or proof of
concept.

1 Important: Clients can be installed anywhere, as long as they can communicate with the SQL
Sentry Database to pull data. It's not recommended to connect to the SQL Sentry database with
the SQL Sentry client through a VPN because doing so can affect the SQL Sentry Client's
performance.

For more information about recommended system spec information for your SQL Sentry installation,
see the SQL Sentry Installation Recommendations article.

After you have checked the system requirements, you install SQL Sentry, complete the onboarding
process, and apply your license.

(i) Additional Information: If you are installing multiple clients and monitoring services across
many targets, consider installing your SQL Sentry Installation with the Enhanced Platform
Installer.

1 Important: If you plan to monitor targets in other domains with various levels of trust or have
targets in datacenters that span large geographical distances, modifications to the
implementation may be required.

Our two options for cross-domain monitoring are Site Configuration and Pass-Through
Authentication. SolarWinds always recommends Site Configuration because Pass-Through
Authentication behavior can be inconsistent.

(i) Additional Information: For information about site configuration or watching targets across
domains, see the SQL Sentry Site Configuration and SQL Sentry Watching Targets Across
Domains articles.
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SQL Sentry Portal

SQL Sentry Portal is a browser-based option for accessing your SQL Sentry environment data that
uses your existing SQL Sentry database.

(i) For information about Getting started with SQL Sentry Portal, see the Getting Started with SQL
Sentry Portal article.
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SQL Sentry Onboarding

Launching the SQL Sentry Client

(i) Additional Information: If you are using the SQL Sentry Virtual Machine on Azure, see this
onboarding video.

When you launch the SQL Sentry client for the first time, you interact with the Onboarding wizard. The
Onboarding wizard helps you understand and configure features in SQL Sentry. Once the onboarding
process is complete, add your first monitored target, and jump right in to tuning your environment!
During onboarding, you're introduced to:

» Applying your license
» Setting up a user for alerting purposes
» Enabling your email alerts

(i) Note: During the onboarding process you can skip steps that may not be applicable to you, and
you can always change any options at a later time with the SQL Sentry client.

Onboarding Wizard: Initial Screen

Launch the SQL Sentry client.

fd

SolarWinds
SO0 5entny

Select Continue.
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solarwinds
SQL Sentry

Looks like this is your First time...

First a Few quick questions to help you get started.

——»|( continue

(i) Note: If you have other SQL Sentry connections from previous installations, opening the SQL
Sentry client will display the SQL Sentry Database Connection Management screen. If this
happens, select Connect for the connection you want to onboard.

Onboarding Wizard: License Configuration

On the License Configuration screen you have three options:

1. Continue with trial - Select this option if you do not have a license and you are just getting
started with a SQL Sentry trial evaluation. You typically have 30 days from your installation to
evaluate the SQL Sentry software. See the product trial website for more information or contact
sales@solarwinds.com for more information.

2. Activate a license online - Select this option if you are an existing SQL Sentry customer and
have your license available to copy/paste into the Onboarding wizard.

3. Activate a license offline- Select this option if you are an existing SQL Sentry customer and
need to activate your license offline by using the SolarWinds Customer Portal to generate a key.
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License Configuration

Please use one of the options below ko continue with a trial or activate your license. You may
activate a license in the SolarWinds SQL Sentry client at any time. See the License Management
documentation For more information. o

( Continue with trial )

Avalid license is required to continue for non-trial software use. If you have any trouble applying
your license or starting your trial, please contact Us For assistance.

( Activate a license online ) (_ Activate a license offline _)

Option 1. Continue with trial

If you downloaded the trial from the SolarWinds website, there are no additional screens, and you'll
continue directly to the Tell Us More About Yourself screen.

If you obtained your trial from an AWS or Azure Marketplace image, you will get a Trial Information
screen. Complete all enabled fields on the Trial Information screen, then select Continue with trial.
The next screen will be the Tell Us More About Yourself screen.
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Trial Information

Please complete the form below and select Continue with trial. (All enabled fields are required.)

First name |Melissa

Last name |Connors

Email address [mcon nors@sentryone.com

Phone [18557757733

Country |United States -

J
]
|
Company [SentryOne |
]
l
J

State/Territory |North Carolina -

(: Continue with trial )

Option 2. Activate a license online

Paste your license from the SolarWinds Customer Portal into the License Key field and complete the
form with your Name, Email, and Phone information. Select Activate to continue.

Activate a License Online

You can find your license key in the Solarwinds Customer Portal

*License Key || |
*Name | ]
*Email | ]
*Phone | |

| Activakte

@
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Option 3. Activate a license offline

Copy the value from the Unique ID field to generate a license key file in the SolarWinds Customer

Launching the SQL Sentry Client

Portal. Save the file, use Browse to load it, then select Activate to continue.

key file to activate offline.

Activate a License Offline

Use this ID ko generate a license key in the Solarwinds Customer Portal , Ehen browse to that license

@

Unique D (RM1B ORST-N
e | |
( Activate )

(i) Additional Information: See the How to manually register a SolarWinds license article for more

details on generating the key from the customer portal.

Onboarding Wizard: Tell Us More About Yourself

Enter your user information, then select Save.
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Tell Us More About Yourself

We create users in SolarWinds SQL Sentry so that you can do things like assign issues to
people and configure alerts. Please add a user below.

See the aAdd Users and Groups article for additional information.

Email address |melissa.connors@solarwinds.q

First name |Melissa |
(Optional)

Last name |Connorg |

{Optional)
—Pp( Save

@

Onboarding Wizard: Enabling Email Alerts

During the onboarding process, you have the ability to enable email alerts. On the first screen, you'll be
asked if you would like to Enable Email Alerts. You can configure this now or later. See the SMTP
Settings article for more information on doing this later or making changes.
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Enable Email Alerts
When things go wrong you want to know about them.

SolarWinds SQL Sentry can send email alerts to you, but First we need to know a little information about
the email

server you want to use. If you don't know the answer, don't worry, you can always set it up later.

® Configure my own SMTP Server now.

O Not Now

@ I'll take care of this later ®

Configure my own SMTP Server now

If you choose to Configure my own SMTP Server now, you'll see the second Enable Email Alerts
screen shown below:

Enable Email Alerts

Please provide the address of your SMTP server and the "from address" you'd like to use for the alert
emails.

You can always set this up at a later time, but skipping this step means that no alerts will be emailed.

Security (Opticnal)

SMTP Server address [smtp.email.com ] User name [swiatert_s ]
Email from address [swialerts@email.com ] Password [uonuu.|
|:| Enable $51 IF your SMTP Server is security enabled we'll need

some credentials. (Optional)

Custom port number [587 ]

{optional)

( Teskt ) ( Save )

@ I'll take care of this later ®
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1. Enter the domain name or IP address of the SMTP server that you want to be used for routing
SQL Sentry email notifications in the SMTP Server address field.

(i) Note: If using localhost, keep in mind this will be the local SMTP server on the machine
where the SQL Sentry monitoring service is installed, since it's responsible for sending all
notifications. The SQL Sentry client doesn't send any notifications.

2. Enter the Email from Address. This is the address that appears on the from line of all email
notifications sent by SQL Sentry.

. Enter a Custom port number if needed.

3

4. Enter Security credentials if needed.

5. Select Test to generate a test email for a specific address.
6

. Select Save to save your information.
(i) Note:
« The Security (Optional) section is not required in most environments. If your environment
requires this authentication for your SMTP server, specify a User Name and Password.
« Note: You may need to contact your network administrator first to ensure that the IP

address of the monitoring service computer has been granted both connect and relay
permissions for the specified SMTP server.

1 Important: For the most accurate SMTP test, use the client installed on the SQL Sentry
monitoring service computer to send the test message. If you use a client on a different
computer, such as your local workstation, the results may be different. For example, your SMTP
server may allow relay from your workstation but not from the SQL Sentry monitoring service
computer, in which case the test from your workstation would succeed, but the SQL Sentry
monitoring service would be unable to deliver notifications.

Onboarding Wizard: Let's Go!

Select Let's Go! to launch the client.
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Welcome!
Give us a few seconds to get everything configured.

The information you have provided will help give you the best user experience.

Once everything is configured, we'll start off by helping you add your first target.

solarwinds
SQL Sentry

—> [

Success: You've configured SQL Sentry for your environment! Once the onboarding process is
complete, you'll want to add your first monitored target as described below.

Adding Targets and Instances to Watch

On the Add Target screen, select the type of target from the target type drop-down box. Enter the
name of the target you'd like to monitor in the box below.
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Add Target — O *
Flease select the type of target Feature Availability
ISQL Server -—I Feature Results | Details

3 Monitoring Servi Default Site: LHP75-1118-4A5A
Flease enter the name of the target J LU LS LR =

|LHF‘?5-1 118 4A5A I Manitoring Service Available O OK
Windows Dashboard & Unknown
Instance MName {(eave blank for default instance) :
Windows Processes % Unknown
MSSQLSERVERO 1
| Q | | Disk Activity g Unknown
Part Disk Space i Unkniown
Windows Performance Counters % Unknown
| Use Integrated Authenticati
=EAlELE HinEntczton WMware Site Compliance g Unknown

Credentials

» Advanced Options

Connect Cancel

1 Important: For Azure SQL Database and Azure SQL Data Warehouse, provide the database or
data warehouse name in addition to the Target name (which is the full URL to the endpoint).
Both Azure features require credentials to be provided. These credentials are the SQL logins
defined for the database server or data warehouse; they are not Azure account credentials. In
addition, the firewall rules must allow access to the monitoring service, either directly over the
internet; or through a configured VNet. Azure SQL Database and Azure SQL Data Warehouse
only support access through port 1433.

1 Important: For FCI cluster nodes, provide the client access name in the please enter the name
of the target field. For SQL Sentry Versions 2021.12 and newer, when watching a new FCl
instance, you will be prompted to add and watch all possible owners of the instance. Select
Yes to add and watch all possible owners of the FCI. For more information about the Enhanced
FCI feature with SQL Sentry, see Enhanced FCI.

1 Important: For AG Availability Group Clusters, add the individual servers that are a part of the
Availability Group. It's highly recommended to monitor all Availability Group replicas for optimal
Availability Group specific alerts and functionality. Monitoring all Availability Group replicas
isn't required, but will result in the loss of Availability Group alerts and functionality.
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Adding Targets and Instances to Watch

Select Connect to test the target for feature availability. If the connection is successful, the categories

listed show green lights next to them.

Add Target

Please select the type of target

Feature Availability

SOL Server -

Please enter the name of the target
|LHP75-1118-4A5A |

Instance Mame {(eave blank for default instance)

|M55QL5ERUERD 1 |

Port

+| Use Integrated Authentication

Feature

4 Monitoring Service: Default Site: LHP75-1118-4A5A

Results

Details

Credentials

» Advanced Options

Monitoring Service Available O oK
Windows Dashboard (] 0K
Windows Processes . QK
Disk Activity @ ok
Disk Space (] 0K
Windows Perfarmance Counters ] oK
WMware Site Compliance 0 MN/A
\/

Refry

Cancel

Otherwise, if there's limited access, you may be unable to collect data for some or all of the given

categories:

 Disk Activity

Disk Space
Performance Counters
Windows Dashboard
Windows Processes

It's recommended that you try to fix these limited access issues, though in some cases limited access
is your only option (such as using a cloud-hosted SQL Server instance). Because you won't have
access to the operating system, this would fall under Limited Access. After reviewing the feature

availability chart, run this check again with Retry, or select Next to continue.

Once the initialization process has completed, select Open to monitor the target. You may see the
Start Page populate with information about your target as soon as the initialization completes.

Getting Started Guide: SQL Sentry
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Adding Targets and Instances to Watch

E StartPage X

5 % Yo ) B [ [mem
= BB Yo B E [z
Critical High Medium Low Info Memor Disk Other
1 o ol E] Y
Events by Severity Events by Tag
Name Type Condition Count Severity Tags Action Last Occurrence A
b | LHP75-1118-4A5A\M _ SQL Server SOL Server Agent: O 1 High SQL Agent,Offline,Se. = 5/7/2021 4:06:25 PM
Global Global Windows Computer: 1 Critical 05, 0ffline 5(7/2021 4:06:23 PM
Global Global Audit: Watched Flag 1 Info Auditing 5/7/2021 4:06:19 PM
Natch Status for 2 Instances - m] #
Task Description Duration ‘ % Complete State Message Last Result Last Success Time
d ':_; LHP75-1118-4A5A 1 Running, 0 Errors, 0 Cancelled ~
\| 4 [ ]| LHP75-1118-4A5AMS... | 1 Running, O Errors, 0 Cancelled
4@* Event Calendar W... | Tracks phases for newly watche... | 00:01:10.357 . Running The 3GL Server Agent servi...
o @ Performance Anal... | Tracks phases for newly watche.., ' 00:00:54,287 Idle Completed 2021-05-07 16:07:1
;;? Performance Analysis ... | Tracks phases for newly watche... | 00:00:49.233 Idle Completed 2021-05-07 16:07:1 ,
< ' >
w
Message
gem
our 5
Export Open QK
ft.
; S—— —_ T T

(i) Note: If errors occur while adding targets or instances, it may be due to problems with security,
network connectivity, and/or name resolution. For more information, see the Security and the
SQL Sentry Server topic.

If you configured a SQL Sentry Portal connection during installation, the Watch Status window will
have a Portal button. Click Portal to open the SQL Sentry Portal Access Information window which
includes a clickable link to your SQL Sentry Portal connection.

[l Watch Status for 2 Instances — O X
Task Description Duration % Complete State Message Last Result Last Success Time
d ';_J AUS- 4 Running, 0 Errors, 0 Cancelled
4 2 Running, 0 Errors, 0 Cancelled
Tracks phases for newly watched... 00:00:03.243 Running Mot assigned a monitoring se...
Tracks phases for newly watched... 00:00:03.237 Running Mot assigned a monitoring se...
;ﬁ Initialize Target Initializes and collects data for ta... 00:00:02.430 Running Mot assigned a monitoring se...
;ﬁ Performance Analysis ... | Tracks phases for newly watched... 00:00:02.933 Running Mot assigned a monitoring se...
v
Message
Mot assigned a monitoring service, unable to display status.
Export Portal Oper oK

For more information about configuration options, see the Getting Started Cheat Sheet.

Success: Congratulations, you have successfully installed SQL Sentry, configured global notification
settings, and you are now ready to start using the SQL Sentry client for managing events across your
enterprise.
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Maintenance

Just as with any other SQL Server database, it is important that regular maintenance activities be
performed on the SQL Sentry database to ensure optimal performance. For more information, see the

SQL Sentry Database Maintenance topic.
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Monitoring Additional Targets

Terminology

When the word target is used, we are referring to the device that houses your data, whether it's a
physical server, cloud installation, APS appliance, or AWS RDS for SQL Server. Instance is referring to
an instance of SQL Server or SSAS.

Supported Targets and Instances

Currently, SQL Sentry supports the monitoring of Windows, Azure SQL Database, SQL DW, APS
appliance targets, AWS RDS for SQL Server targets, and Managed Instances. For more information
about Managed Instances, see the Reaching for the cloud with SQL Sentry & Managed Instance
article. Supported instances include SQL Server and SSAS. For more information about instances,
including supported versions, see the System Requirements topic.

Access Level

When adding a new target, the first step is completing a feature availability test. The results of this
test determine whether the target is added with full access or limited access. When a target is added
with full access, the monitoring service collects Windows level metrics and provides you with full
access to the features of performance analysis.

If the target fails the feature availability test, select the troubleshooting link, and attempt to resolve
the issue. After applying a solution, retest the target. There are some situations in which limited
access is the only option. For example, if you are monitoring a cloud-based SQL Server instance, you
likely don't have access to the OS. When limited access is applied, the monitoring service doesn't
collect performance counters, and access to the Windows Dashboard, Disk Activity tab, Disk Space
tab, and Windows Processes tab are restricted. For more information about adding a Windows target,
see the Performance Analysis for Windows topic.
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Adding Instances

7l Add Target

Please select the type of target
S0L Server

Please enter the name of the target

Instance MName (eave blank for default instance)

Port

| Use Integrated Authentication

Credentials

Password

» Advanced Options

O

Feature Availability

Feature Results | Details
3 4 Monitoring Service: Default Site: LHPBS

Maonitoring Service Available (] 0K

\Windows Dashboard g Unknown

Windows Processes % Unknown

Disk Activity g Unknown

Disk Space & Unknown

Windows Perfarmance Counters g Unknown

WMware Site Compliance g Unknown

Connect lext Cancel

Adding Instances

Add additional monitored instances to your SQL Sentry environment. Right-click either the shared
groups node, a site node, a target group node, or an existing target node in the Navigator pane, and
then select Add, or select File to add an instance.
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Mavigator b
S |
Search x

=5 All Targets

-{%) Advisory Conditions (85)

E}E__I Virtualization

: @ Vilware

: ﬁi Hyper-V

-4 Default Site
f‘_i Monitoring Services
(%) Advisory Conditions (0)

| "} LHPas
[+-[E Object Open ’
E}-Ea? Event Jump To 3
Iz Event( Show Windows Processes
..... Event
46 Event 10 Add Advisary Condition b
El--ﬁf Cenfig
Snooze Alerts For r
&G Cor - add 2 SCL Server l}
w7 Ad Delete Target SQL Server Analysis Services
2] Glof Add As Favorite
-~ Inv Manage Friendly Marme
&35 Sch Scan For Configuration Changes
= [
~§g Site Show System Status
E-zzl Sys

Connect via Remote Desktop

User Connecticn Properties

Menitoring Service Connection Properties

_| Mavigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

In the Add dialog box, choose the desired instance type from the drop-down menu, and then select
Connect.
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Adding Instances

Add SQL Server Instance =

Please enter the name of the instance

|LHPas | [

Instance Mame {eave blank for default instance)

|QA-SR1-'-1 |

Paort

| Lise Integrated Authentication;

Credentials

» Advanced Options

|

Cancel

(i) Note:

« When adding a new target, SQL Sentry attempts to resolve the name/IP address of the

target being added. There are no scans of IP ranges or subnets.

» See the Watched Target Objects article for information about objects added to the target.

1 Important: When adding FCI cluster nodes, provide the client access name in the please enter
the name of the target field. For SQL Sentry Versions 2021.12 and newer, when watching a
new FCl instance, you will be prompted to add and watch all possible owners of the instance.
Select Yes to add and watch all possible owners of the FCI. For more information about the

Enhanced FCI feature with SQL Sentry, see Enhanced FCI.

1 Important: When adding AG Availability Group Clusters, add the individual servers that are a
part of the Availability Group. It's highly recommended to monitor all Availability Group replicas
for optimal Availability Group specific alerts and functionality. Monitoring all Availability Group
replicas isn't required, but will result in the loss of Availability Group alerts and functionality.

1 Important: When adding an Azure SQL Server Managed Instance, select SQL Server from the

type of target drop-down menu.
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Watching Instances

When you add a new instance to your environment it's monitored by default unless you explicitly
decide not to watch the new instance. SQL Sentry monitors instances or objects with a status of
Watched. Instances or objects that are not being watched are displayed with a grayed-out icon next to
their name in the Navigator pane.

Unwatched instances or objects can have their status set to Watched through their respective context
menus by selecting Watch. Once you watched a new instance, the SQL Sentry monitoring service
starts actively monitoring the instance and its objects and begins honoring any associated configured
conditions and actions.

Mavigator x

=5 All Targets

---I';-«F’)" Advisory Conditions (85)

I%_}"r';_"_. Virtualization

- [ ViMware

. [-3d Hyper-V

£ Default Site
[3 Monitoring Services
--r?)" Advizory Conditions (0)

=M LHPES
#-{7%) Advisory Conditions (0)
IR L HPE5
=R C) Cpen 3
-G Object Gro Jump To b
B EventCalel |\ et Notes
~|gza Event Chai .
..... & Event and Run CuickTrace 1
- Configura Manage Friendly Mame
- An:tin::-njl Watch k ll Instance I}I
-E Contac User Connection Properties
(7)) Adviso Monitoring Service Connection Properties

~[#] Global Settings

- Inventory

E}-% Schedules and Windows
-4 Site Configuration

=

-~ System Status

Mavigator lE‘.‘Eﬂ: «.alendarJ[F'Ian I—is:cr;J
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(i) Note: Immediately after adding an instance or setting an instance to a watched status, SQL
Sentry begins to synchronize with that instance. Exactly how long the synchronization process
takes depends on the number of objects associated with the instance, the amount of historical
data available, and how many instances are being watched at the same time. The watched
status window keeps you informed of the process and alerts you to any errors.

Modifying Instance Properties

After you've added an instance, you may need to change how SQL Sentry connects to the target. You'll
see two options for connection properties when right-clicking on an instance:

Property Description

User Defines how your SQL Sentry client connects to a monitored server for the current

Connection user. These properties can vary for each client in your environment. The SQL Sentry

Properties client only connects directly to a monitored server under specific scenarios. For more
information about the scenarios and specific security requirements, see the Client

Security topic.

Monitoring  Defines how the SQL Sentry monitoring service connects to the selected server. The
Service setting can be applied from any SQL Sentry client. Right-click on the instance, and
Connection then select Monitoring Service Connection Properties to configure the monitoring
Properties service connection. For more information, see the Monitoring Service Security topic.

Getting Started Guide: SQL Sentry page 28


client-security.htm
client-security.htm
monitoring-service-security.htm

’7 SOLARWINDS Modifying Instance Properties

Mavigator b
fa 7 Od
Search x

=5 All Targets

-{%) Advisory Conditions (85)

E}E__I Virtualization

: @ Vilware

: ﬁi Hyper-V

-4 Default Site
Ei Monitoring Services
(%) Advisory Conditions (0)

= LHP8S
(%) Advisory Conditions (0)
[ERNC] LHPS5
R C) Cpen *
[H-[E Object Grg Jump To ,
B0 EventCalg | 4y Advisory Condition 8
[z Event Cha _
Add/Edit Notes
----- &4 Event and

EI--ﬁf Configural Run QuickTrace

48 Action Manage Friendly Mame

@ Contag Watch 3
-7 Adviso Stop Watching r
~[#] Global Disable Fragrnentation Manager
- lnvent

User Connection Properties I}

EE}"% Sched Monitering Service Connection Properties
-4 Site Conmguramon

=
-~ System Status

_| Navigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

Within the connection properties window, there are several properties that can be changed:
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User Connection Properties

[] Use Integrated Authentication

Credentials
User Name

Isql_JesseS

Passwaord

Alias  |LHP85

[] Port

}

oK [»

I Cancel

Modifying Instance Properties

Property Description

Enable Tells what instance to use for the integrated Windows account information.

Integrated
Authentication

Credentials Where you enter SQL Server credentials if you're not using integrated
authentication.

Alias By default, you'll see the server name that you initially entered when adding the
instance.

Port Used to connect to the SQL Server if it has been configured to a non-standard
port.

Access Level Used to assign the level of access that SQL Sentry has to the selected target. A

target with limited access is not able to access Windows-based features, such as
the Windows Dashboard, Windows Processes tab, Disk Space tab, or Disk Activity
tab. Limited Access targets also don't have access to PerfLib performance

counters for that target.
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Modifying Instance Properties

(i) Note: All of these settings are available for SQL Server instances. SSAS instances only offer
the Port setting. Targets offer the Access Levelsetting.

If you're monitoring the instance with Performance Analysis, changing the Monitoring Service
Connection Properties to SQL Server credentials isn't supported. For more information, see the
Performance Analysis Security Requirements topic.
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Getting Started with SQL Sentry Performance Analysis

Performance Analysis Features

Performance Analysis allows you to gather and display detailed information about your monitored
servers within your environment. Performance analysis provides ease of access through a variety of
tabs.

i) Note: Available tabs and features vary by target type (e.g. SQL Server, SSAS, Windows, etc.).

Dashboard

The Dashboard provides a graphical representation of the monitored server activity through a variety
of graphs. Color coded graphs distinguish between what's used by the instance versus any other
processes.

File View Reporis Tools Window Help

Qe 0aABOM@ynd » 1 G il semple % B 8[| E Repor

- 0 0.
75000 AM 00AM  B1000AM 7:5000 AM

7:45:00 AM 7:50.00 AM 7:55:00 AM 8:00:00 AM 8:05:00 AM 810:00 AM . Back:

74500 AM 75000 AM o) 80000 AM 8O500AM . B:10:00AM

T 74500 AM 7:50.00 AM 7:55:00 AM B0000AM BOS00AM 10:00AM

DRY

It
7:50.00 AM 8:10:00 AM 75000 AM 80000 AM 8:10:00 AM|

I File cache Other Faulls: B Read Wiite

- ~ o~ e~ ~ o
7:45:00 AM 7:50.00 AM 7:55:00 AM 8:00:00 AM 8:05:00 AM 8:10:00 AM B 7:50.00 AM

B msRead msiwrite I g flushes - )
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i) Note: The information shown on each tab is relevant to the time shown on the toolbar. See
how the server looked at a given date or time by selecting the desired time in the Start and
End drop-down boxes. Select Sync to synchronize all the tabs within the same time frame.

[Start | 111812019 v |[10:25:30am  [2End | 111872019 v |[10:55:0am 2 Qe o@aBagsn

The left side displays Windows metrics for the monitored server.

Q-REGRESSION R, S Resclution detail data
Microsoft Windows Server 2012 R2 Standard INSTANCE Sl d R Sample Pos|  1/15/2021 8:11:00 AM

NETWORK

7:45:00 AM 7:50:00 AM 7:55:00 AM 8:00:00 AM 8:05:00 AM 8:10:00 AM

7:45:00 AM 7:50:00 AM 7:55:00 AM 80000AM BOS00AM  8:10:00 AM
SYSTEM MEMORY
20,000
15,000
10,000 8 i

5.000 [
I\

0 —
7:50:00 AM 3:00:00 AM 2:10:00 AM 7:50:00 AM 2:00:00 AM 2:10:00 AM

B File cache W Other Available Faults: M Read \Wirite

7:50:00 AM g v 2:05:00 AM 2:10:00 AM

7:45:00 AM

Bl ms/Read B ms/\wiite

The right side displays SQL server metrics for the monitored instance.
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ACTIVITY
100.000
80,000
60,000
40,000
20,000/

1
1
1
1
0
W, D
0

7:50:00 AM 2:00:00 AM ERDEVE 75000 AM 20000 AM  2:10:00 AM 75000 AM  8:00:00 AM  2:10:00 AM
B Batches B Compiles B Key lookups

B Transactions Recompiles B Forwarded recs

WAITS

B Backup MBisec

35,000
30.000 A
25,000
20,000
15,000
10,000

5.000

0 ——— —— ——

7:45:00 AM 7:50:00 AM 7:55:00 AM 8:00:00 AM

Bl Network I CPU Memory [ Disk

T~ <~ 0.1K
0.1K
0.0K
0.0K

T — —— T 0.0K (i
7:50:00 AM 3:00:00 AM 8:10:00 AM 750:00 AM 2:00:00 AM  2:10:00 AM 7:50:00 AM
B Buffer/ PLE sec M In-Mem OLTP Plan (SQL) Bl Columnsiore Query Grants Other
Stolen Buffer Free B Plan (Objects) Pages: Wl Read Write

ST

1.400 200 5000 — i

1.200 N , | il Lflog il g 3,000

1.000 GO0 400011 RN [ | 2,500
| 3000/ l[

800 I\ Vel 11 i [{1-1-2.000

600 ooy M 2000 i i 'JI U 1500
. - [IWIMN ' I |-.000

200 AT rooo | A 4 il S0

400 i 2001
0
AM 00 AM 75000AM  S0000AM  8:10:00 AM 8OD00AM 81000 AM

B ns/Read B mefWrite B | og flushes B Checkpointpge E Lazy writes

i) Note: If you are running in Limited access mode, you can only view the instance level metrics.

i) Additional Information: For more information about the Performance Analysis Dashboard, see
the Dashboard article.

Processes

The Processes tab presents a list of processes that are running on your monitored server. Metrics
related to the resource utilization of these processes is also shown.
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EstertPage x | WELONDONSQLOLSELOCAL x

Dasson Dy - - — e

| Show in groups | Hyper-V, IIS, ML Serv... | = Show wellknown processes only
A
Group ProcessName  a |PID | ServiceName | Desaription | User name U % Kermel % Mem usage (ME) | Page faultsfsec | Read bytesjsec | Wirite bytesjsec | Other bytes/sec | Command Line
450 Server | 55 5 4,2058 38 30,109,063 30,276,771 14,524
T squagenT.exe 1080 SQLSERVERA... SQLServer.. 21 2 4.2 19 30,030,506 4,893 1,483 "C:\Program Files \Microsoft SQL ServerMSSQL
sabrowser.exe 2224 NT AUTHORITYLOCA. .. o 0 4.2 [} o 0 0 "C:\Program Files («36) Microsoft SQL Server'...
sgjservr.exe 1236 34 3 4,237.8 19 78,557 30,271,878 13,341 "C:\Program Files\Microsoft SQL Server MSSQL.
sawriter exe 1308 SQLWriter SOL Server... | NT AUTHORITY \SYSTEM o 0 5.7 [} o 0 0/ "C:\Program Files\Microsoft SQL Server\30\sha. .
4 Other 3 0 4325 226 311 8,878
diim.exe 840 Window Manager\DWY... 0 0 7.7 0 0 0
explorer.exe 1416 0 0 1013 0 0 0 0/ Ci\Windows\Explorer, EXE
ServerManager.exe | 3092 0 0 9.4 0 0 0 0 "C:\Windows syst ger
services exe 612 NT AUTHORITY\SYSTEM [ 0 10.6 1 160 8,528 39 services exe
svchost.exe 876 NT AUTHCRITY\SYSTEM 1 0 65.0 2 7 7 6,444 C:\Windows |system32\svchost.exe * netsves
svchost.exe 852 NT AUTHORITYLOCA. .. 1 0 223 [} 1 227 389 C:\Windows\System32\svchost exe - LocalSer...
Dhep DHCP Client
Eventlog Windows E...
Imhosts TCP/IP Net...
vmictimesync  Hyper-V'Ti
Wamsue .
08 NT AUTHCRITY\SYSTEM 0 0 117 0 0 0 0 C:\Windows|system32\svchost.exe  DeomLau
524 NT AUTHORITY\SYSTEM [ 0 3.7 0 0 0 0w
552 NT AUTHCRITY\SYSTEM 0 0 6.3 0 0 0 0w
WmiPrvSE.exe &776 NT AUTHORITY WETWY.... 1 0 37.4 154 52 52 144 Ci\Windows system32\wbem \wmiprvse.exe

Disk Activity

The Disk Activity tab displays information about the data and log files on your server. This tab
displays the latency for reads and writes from files on your disk, and the latency from the system to
the disk controllers.

(i) Additional Information: For more information about the Disk Activity tab, see the Disk Activity
article.

Disk Space

The Disk Space tab displays information about the size of the files on your disks, and the free space
on your disks. Additionally, this tab provides detailed information about Data and Log files (auto
growth settings, number of VLFs, etc).
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(i) Additional Information: For more information about the Disk Space tab, see the Disk Space
article.

Top SQL

The Top SQL tab displays potentially problematic queries and procedures running on your monitored
instance. Top SQL also provides a look at the execution plan diagrams and history of queries and
procedures captured by SQL Sentry.

(i) Additional Information: For more information about the Top SQL tab, see the Top SQL article.
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Indexes

The Indexes tab provides a view of the collected table and index information according to the settings
and schedules chosen when enabling the fragmentation manager solution.

Pz x | BHLO0OSQOLELON X

. 70000
Read) I ] [LONDONSQLOT.SELOCAL\P:

(i) Additional Information: For more information about the Indexes tab, see the Indexes article.

AlwaysOn
The AlwaysOn tab displays information about configured availability groups.
e — - — _— _
Lo sy [V et et [7] zomm [ wex  wero[Eamn 7] Lo
TS G (WorG Node) @ (WSFC Node) @ WerGNode) © | oo .
Z IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII[‘_ om0
ol el R e

A\ K8 To Replicas/sec A Log Send Queue K&

Sate [ ToReplamec | @romRelcaie: | iogSed Qeuni | Recovey Qe enipont [seson et o
< s o 00 00 TSNS botst22 ©

60 T DG s o022

00 TS e 0z

(i) Additional Information: For more information about the AlwaysOn tab, see the AlwaysOn
article.
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Blocking SQL

Blocking SQL displays a view of the blocking events that were collected on your server.

s1
ervalip

* CAST (600000000 AS bigint))

(i) Note: Blocking SQL provides different versions of the block depending on which SPIDs were
being blocked, and which SPID was the head blocker at the time.

(i) Additional Information: For more information about the Blocking SQL tab, see the Blocking SQL
article.

Query Plans

The Query Plans tab lists all plans collected for Top SQL events for the specified date range. This
provides a detailed chronology of all query plan changes, so you can go back to any point in time to
see when a plan change may have led to a query performance problem.

gouaten e gphyscaineds

ssssssssssssss

(i) Additional Information: For more information about the Query Plans tab, see the Query Plans
article.

Deadlocks

Deadlocks displays a grid of the SPIDs that owned a lock on a resource, as well as SPIDs waiting for a
resource. This is a graphical representation, that allows you to easily identify the steps leading to the

deadlock.
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(i) Additional Information: For more information about the Deadlocks tab, see the Deadlocks
article.

Quick Traces

QuickTrace is SQL Sentry's version of profiler, but without the overhead. You can specify how long
QuickTrace runs, and whether it collects statement events. Additionally, QuickTrace can be made as
a response to an event.

(i) Additional Information: For more information about the QuickTrace tab, see the QuickTrace
article.
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Getting Started with SQL Sentry Event Calendar

Introduction

Video Overview

Opening Event Calendar

When opening a target from the SQL Sentry navigator, you'll be asked to select Event Calendar or
Performance Analysis.

YView Selector

Please select the view from the list below:
Product Mame

Performance Analysis

Always prompt me when | left-click to open a node
if you deselect this option, the view selected as the default above will be opened automatically whenever
you left-click to open a node. The default can be changed at any time in Tools-=User Preferences.

Mote: You can always bypass this screen by right-clicking a node instead and using the Open context to
choose from available views in the submenu.

[ ok || cancel |

(i) Note: As mentioned in the View Selector message, if you want to always go to the Event
Calendar or Performance Analysis by default, you can change this in User Preferences to

bypass the popup.
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User Preferences —

Graphs Updates System Status Performance Analysis

Calendar I Mavigator I Colors

Highlight Event Failures in Navigator for
3 = Hours ~ | [] until Clearad

Show navigator highlighting for failures
Automatically dear open failures if a subsequent run is successful
[] show beld text for failures
Refresh Failures in Mavigator Every
3 + Minutes ~
[] Show failures for unwatched objects
[ ] Hide Unwatched Instances

hod

Default Event View Style

Calendar View W
Prompt me to select a product when left-dicking to open a node

Default view for Target/Instance nodes

Event Calendar W

Event Views

Deselect the Prompt me to select a product when left-clicking to open a node option, then select

Calendar View or Performance Analysis as your default.

For the Default Event View Style, you can choose Calendar View, List View, or Split View. These views

are introduced below and explained in more detail in the Calendar & List Views article.

Event Views

Calendar

The calendar view provides a visual way to understand what is happening on the target and when.
The default view shows you the current time. You can look back to troubleshoot a performance issue
or jump forward to view scheduled jobs. Looking forward is helpful to discover a hot spot of

upcoming activity that might lead to blocking or other performance issues.
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Tue, Mar

(@] 1:12pPM (-4) LONDONSRYO7.se.local: Index Rebuild
Demo.Subplan_2

(i) Note: The default calendar view can be busy on some targets, so remember that you can zoom
into a shorter period of time. The view above shows a one hour view instead of the one day
default. Zooming and other navigation options are shown in the Calendar & List Views article.

List

The list view (use the View drop-down in the top navigation bar to access) provides an expandable list
of events for the selected time period. This can be a great way to view large jobs that have multiple
steps. This puts them into an organized list that you can expand for more details.
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Event Source Mame &
Object Name &

| Start Time | End Time ~ | Duration Run Status Message Text

4 Event Source Name: LONDONSRVO07.se.localk: Advisory Conditions: SQL Server

4 Object Name: Check Constraints Not Trusted
2021-03-01 00:09:21
4 Object Name: Database Backup Diff SLA Breached
I 2021-03-0100:09:24 2021-03-16 13:33:48 15.12:29... InProgress | Active
4 Object Name: Database Backup Log SLA Breached

2021-03-16 13:38:48 15,12:29... In Progress Active

2021-403-15 05:56:45 2021-03-15 19:14:14 13:17:28... Completed: Condition Mo Longer Met
4 Object Name: Extended Buffer Pool PLE
2021-03-15 13:45:24 2021-03-15 13:48:19 00:02:55... Completed: Condition Mo Longer Met
2021-03-15 13:43:08 2021-03-15 13:94:48 00:01:40... Completed: Condition Mo Longer Met
2021-03-15 13:27:06 2021-03-15 13:28: 16 00:01:10... Completed: Condition Mo Longer Met
2021-03-15 13:09:38 2021-03-15 13:12:48 00:03:10... Completed: Condition Mo Longer Met
2021-403-15 12:52:04 2021-03-15 12:54:24 00:02:20... Completed: Condition Mo Longer Met
4 Object Name: Foreign Keys Not Trusted
2021-403-01 00:09:22 2021-03-16 13:38:48 15.12:29... In Progress Active
4 Object Name: High VLF Count
2021-03-0100:09:19 2021-03-16 13:35:48 15.12:29... | In Progress Active
4 Object Name: IBM Fragmentation alert
2021-03-01 00:09:21 2021-03-16 13:38:48 15.12:29... In Progress Active
4 Object Name: Long History - Backups
[ 2021-03-01 00:08:21 2021-03-16 13:38:48 15.12:29... InProgress | Active

4 Object Name: Long Running Open Transactions

2021-03-15 13:44:28 2021-03-15 13:54:55 00:10:26... Completed: Condition Mo Longer Met
2021-03-15 13:28:16 2021-03-15 13:43: 18 00:15:02... Completed: Condition Mo Longer Met
2021-403-15 13:17:44 2021-03-15 13:21:15 00:03:30... Completed: Condition Mo Longer Met
2021-403-15 13:05:12 2021-03-15 13:06:17 00:01:05... Completed: Condition Mo Longer Met
2021-03-15 12;49:138 2021-03-15 12:52:44 00:03:25... Completed: Condition Mo Longer Met
2021-03-15 12:33:01 2021-03-15 12:43:08 00:15:07... Completed: Condition Mo Longer Mat
4 Object Name: Production Databases not in FULL recovery mode
CI :o::03-0100:09:23 2021-03-16 13:38:48 15.12:29... | InProgress | Active
4 Object Name: SECURITY - Check SQL Agent Job Owners
CH :o::03-0100:09:23 2021-03-16 13:38:48 15.12:29... | In Progress | Active
4 Object Name: Security: Agent Job not owned by dbo
2021-03-01 00:09:25 2021-03-16 13:35:48 15.12:29... In Progress Active
4 Object Name: Security: SQL Server TCP Port Check
2021-03-01 00:09:23 2021-03-16 13:33:48 15.12:29... In Progress Active

) Note: All the columns and fields at the top of the list view have built in filter features. Hover
over Event Source Name, Object Name, Start Time, End Time, Duration, Run Status, or
Message Text to see the available filter options by selecting the filter icon that appears.

For example, use a Run Status filter to view only events that are In Progress, or use the Custom Filter
option to build a more complex filter condition on any of these items.

Split

The split view option divides the event view between calendar and list views.
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Additional Views and Filters

In addition to a single day, the views can show multiple days at the same time, filtered views, or a
combination of views.

Multi-day view

In the split view example below, the Days option is set to 3 and the view is displaying today (Tue,
3/16/2021) as well as yesterday (Mon, 3/15/20217) and tomorrow (Wed, 3/17/2021).

 LONDONSRV07.5e.local: Security: SQLServer TCPPort Chec| | # LONDONSRWO7.5e.local: Security: SQLServer TCP Port Chec -~
 LONDONSRVD7.se.local: High VLF Count - Running: Started | | # LONDONSRVD7.se.local: High VLF Count - Running: Started

ert - Running| | # LONDONSRV07.se.local: I8M Fragmentation alert - Running

-

3 s Zl 12:43 PM -4k | W) 12008 P (-) | WD) 1ziag pm -0 | ~
: ; LONDONSRY07.5¢ | fl LONDONSRV07.5

Jacal: Index local: Tempdb - | =

Rebuild Demo.Sub | M Sort Spill

12:52 PM (-4)
LONDONSRVO7.5E]
LOCAL: \Tempdb |
- Snapshot Trans

[©] 12:54 PM (-4)
LONDONSRYO7.5e]
local: Index

| | rebuild Dema.Sub

12:55 PM (-4)
LONDONSRVO7.58
local: Tempdb -

[@] 1:00 PM (-4)
LONDONSRVO7.se
Jacal: Index

(@] 1:00 PM (-4)
LONDONSRVO7.se
local: Index

 1:02PM (- Rebuild | | Rebuild Demo.Sub 1:02 PM (-4)

4) Demo.Subplan_1 | @& LONDONSRVO7.58
= Bl 1:03 PM (-4)

LONDONSRVO7 | local: Tempdb -

se.local: Extend LONDONSRVO7.5E) [l <01+ spill

LOCAL: ‘\Tempdb

ObjectMame | Start Time Event Sour... | End Time

1

Duration Run Status Message Text
SF -Long R... 2021-03-16 13:18:40 LONDONSR.... | 2021-03-16 13:30:42 00:12:01... Completed: Condition No Longer Met "

ALTER. INDEX [IX_Productld_TransactionDate] ON
[dbo]. [bigTransactionHistory] REBUILD PARTITION = ALL WITH
(PAD_INDEX = OFF, STATISTICS_NORECOMPUTE = OFF,

Top SQL 2021-03-16 13:06:11 LONDONSR.... | 2021-03-16 13:30:41 00:24:29...  InProgress SORT_IN_TEMPDB = ON, ONLINE = ON
(WATT_AT_LOW_PRIORITY (MAX_DURATION = 0 MINUTES,
ABORT_AFTER_WAIT = NONE}), ALLOW ROW_LOCKS = ON,
ALLOW_PAGE_LOCKS = ON)

SET TRAMSACTION ISOLATION LEVEL SNAPSHOT;

DECLARE @TopRows int = 500000 + (RAND() * 1500000);
Top SQL §2021-03-16 13:25:53 { LONDONSR.... 2021-03-16 13:30:41 00:04:48... InProgress gﬁﬁﬁﬂuﬁn@wamm VARCHAR(Z) = 1 + CAST(RAND() * 20 AS
] DECLARE @WaitTime VARCHAR(S) = '00:' +REPLICATE(Q', 2 -
LEN(@\Waitin)) + @W/aitMin +':00°;

O sccurrr .. 2021-03-0100:08:23 LONDONSR... | 2021-03-16 13:30:41 15.12:21.. InProgress  Active
SQL: List Bi... | 2021-03-0100:09:23 LONDONSR.... | 2021-03-16 13:30:41 | 15.12:21.. | InProgress  Active
Check Con... | 2021-03-0100:0:21 LONDONSR.... | 2021-03-15 13:30:41 | 15.12:21.. InProgress  Active
High VLF C... | 2021-03-0100:05:19 LONDONSR..., | 2021-03-16 13:30:41 | 15.12:2L.. InProgress  Active
I8M Fragm... | 2021-03-0100:02:21 LONDONSR.... | 2021-03-15 13:30:41 | 15.12:21.. |InProgress  Active
Seaurity: 5. | 2021-03-0100:08:23 LONDONSR..., | 2021-03-16 13:30:41 | 15.12:2L.. InProgress  Active
CH - occton ... 202103-0100:09:23 LONDONSR..., | 2021-03-16 13:30:41 15.12:21... InProgress  Active v

Filtered view

The Navigator pane has an Event Calendar tab that allows you to create filters for the event views.
The filter has multiple tabs and options for statuses, event text, event sources, and more. In the
example below, a multi-day view has a filter on the Event Sources tab applied to show only Windows
Task Scheduler Tasks.

Set your filters, then select the Apply Filter button to apply it to the view.
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D& NS [y [|leesmEH® Qg a ©EEO Q@B O viw|Gesr +| B by G

Event Calendar # % [Estartbage x MW REDMONDSQLO3.SELOCAL x  M/LONDONSQUOLSELOCAL > | | LONDONSRVO7.SE.LOCAL X
Filter  Properties  Connections  Objects | EventSources |
she Related |Name [

Advisary Conditns: Windas <

Blockng SQL

SQL Server Agent Alerts i
SQL Server Agent Jobs e @] 12:52 PM (-4) LONDONSRV07.SE.LOCAL: \Tempdb - | 12:52 PM (-4) LONDONSRV07.SE.LOCAL: \Tempdb -

12:52 PM (-4} LONDONSRV07.SE.LOCAL: \Tempdb -

Snapshat Trans Snapshot Trans napshot Trans

SQLServer AgentLog
SQL Server Databases

|0|ojo|ojo|o|o|o|o|o)E
[

Deadocks B 12:41 PM (-4) LONDONSRVO7.SE.LOCAL: \Tempdb - & ~
Procedure Stats Snapshot Trans

Query Stats 12:50:00|

Reporting Services Reports o —|

Top 5QL
Vindows Event Log

s
" ~| 1258000
Categories s
(ol categories) 1:00:00 1:00 PM (-4) LONDONSRY07.SE.LOCAL: \Tempdb - Large
System PM Variable
1:02:00
PH
1:03 PM (-4) LONDONSRV07.SE LOCAL: \Tempdb - 1:03 PM (-4) LONDONSRV07.5E.LOCAL: \Tempdb -
I Snapshat Trans Snapshot Trans
s

Y
5] 1:05 FM (-4) LONDONSRV07.5E.LOCAL: \Tempdb - Large
1:06:00 Variable
B —
1:08:00
PM —
1:10:00
PM —
T:12:00
M —
1:14:00 [T 114 pra (-2) 1:14 PM (-4) LONDONSRVO7.SE.LOCAL: \Tempdb -
e LONDONSRV07.5E.LOCAL: napshot Trans
oo [ | remede - snzpshet Trans

BM

= =
=) (@t
Sn:

i [PET 220 pm (-2
o LONDONSRV07.SE.LOCAL:
Traz00 | | remect - Loroe vriable

PM
1:24:00
B —| —
1:25 PM (-4) LONDONSRV07.SE.LOCAL: \Tempdb - 1:25PM (-4) LONDONSRVO7.SE.LOCAL: \Tempdb -
[Navigator] Event Calendar |ugesic 1:26:00 I Snapshot Trans apshot Trans
= PM_—] v

Tips and Tricks

Additional Information: See SQL Sentry Event Calendar Tips and Tricks to dive into more ways
to make the event calendar views work efficiently for you and make correlations between
events and issues on your monitored targets.
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Introducing Conditions, Actions, and Settings

The Onboarding Wizard

During the onboarding setup wizard, several global settings are configured for your installation. If you
enter your SMTP settings and add a user, default conditions and actions are added to help you get
started.

Alerting and Response System Concepts

Concept Definition

Conditions  Conditions are the scenarios that are being evaluated. For example, is the %
Processor Time on the monitored target greater than 90%?

Actions Actions are what happen in response to a condition being met. For example, the %
Processor Time was greater than 90%, so an email is sent to those configured on the
email action. There are many actions available including executing SQL or PowerShell
in response to a condition. See the full list of possibilities in the Actions article.

Settings Defines criteria for when a condition is met. Certain settings known as source
settings are used to define what events are collected by SQL Sentry.

Settings

There are a couple ways to see how settings and conditions or actions are configured for your SQL
Sentry installation.

1. Select Reports to run the active settings list and configured actions list reports.

2. Select Reports > General, or view configured actions and settings directly in the
Conditions pane (or Settings pane).

File Eiewlﬂeportsl Tools Window Help

Events 3
Performance Analysis L

General % ] Action Counts

Report Deployment Settings Active Settings List
Deploy Reports Configured Actions List

Configured Motifications List
Downtime - By Server
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(i) Note: The Conditions pane displays on the right side of the SQL Sentry client by default. If you
do not see the Conditions and Settings pane, select View > Conditions to restore it.

Hierarchy

There are several levels within the SQL Sentry hierarchy where you can configure applicable actions
and settings: Shared Groups Sites > Target Groups > Target > Instance > Object.

Shared Groups

Target Groups

Refining actions in the hierarchy

To configure global actions or settings, confirm that the Shared Groups node is selected in the
Navigator pane. The Shared Groups node is the global or root node of your SQL Sentry installation.

1 Important: The SQL Sentry alerting and response system uses the principle of inheritance, so
any action or setting you configure at the Shared Groups node is passed down to all applicable
objects beneath it. For example, if you configure a Send Email action for the SQL Server Agent
Job: Failure condition (Shared Groups), you'll receive an email anytime a SQL Server Agent
Job fails across your entire monitored enterprise.
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Refine actions or settings at each level, as needed. For example, if you have a development server in
your environment that you don't want to be alerted about, disable the Send Email action at the
instance level. This configuration only applies to that instance, and it doesn't affect any other server in
your environment. This level of control gives you the ability to determine what happens in response to

events occurring on your monitored targets.

(i) Additional Information: For a more in-depth look at the SQL Sentry hierarchy and other alerting
related features, see the Alerting and Response System topic.
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Building SQL Sentry Advisory Conditions

Introduction

Advisory conditions in SQL Sentry enable you to check for many types of scenarios and apply an
action to respond or alert you to the existence of the condition. The SQL Sentry installation includes
dozens of default conditions in the advisory conditions pack that you can immediately apply actions
to.

On GitHub, you'll find even more advisory conditions that have been created by members of the SQL
Sentry community (e.g. employees, partners, and customers). The conditions from GitHub must be
downloaded and imported into your SQL Sentry environment and may require some additional
configuration for your exact needs.

After exploring all the existing advisory conditions available, you may find that you want to create your
own condition (or modify an existing one). This article walks through some examples to help you get
started with building advisory conditions. See the conditions section of the SQL Sentry documentation
for a complete guide to all options available.

Tutorial: Creating a Condition

This tutorial walks through creating a condition by showing the steps to create an existing condition
(High CPU). This condition uses a Windows performance counter to check for CPU that is greater
than 90%.

(i) Additional Information: See the comprehensive Advisory Conditions article for details about
the field definitions, features, and options not used or explained in this tutorial.

Step 1: Select the Condition Type

There are several types of advisory conditions that you can create (e.g. Amazon RDS Instance,
Analysis Services, APS, Azure SQL Database, Azure Synapse Analytics, SentryOne, SQL Server, Tintri,
VMware Host, and Windows).
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Tutorial: Creating a Condition

Select the Conditions List from the Navigator pane. Note: The conditions list is available at
different levels in the hierarchy of targets. See the hierarchy section in the Introducing

Conditions, Actions, and Settings article.

Open the Conditions List (this example used the global one).

Select the Create Advisory Condition button to get a list of condition type options.

Select the condition type from the drop-down (this example uses Windows).

Mavigator B ox [EE]startPage  x I # Conditions List: Global I
"rﬂa # | | Co ' o Y
Search X ™ | Name A4 / -

=24 All Targets

() Advisory Conditions [9/

e ?fo

P =¥ Events Log
ﬁ;__l Virtualizaticn
-4 Default Site
-G Object Groups
}-E:ﬂ’ Event Calendars
[z Event Chains
----- 4= Event and Object Notes
= Configuration
-4 Actions Leg
@ Contacts
() Advisory Conditions (99)
+[¥] Global Settings
- Inventory
E}-% Schedules and Windows
g4 Site Configuration

-~ System Status

=.....[%]

%4 Free Space - Disk
» | Autogrowth Disable
Availability Replica
Availability Repl

osted on Same Virtual Host

'.-'0'5 in Same Datastore
£ J

Amazon RDS Instance

Analysis Services
APS
Azure SCL Database

iaster | |SELECT [n

FROM sys.
WHERE ar
AND [type

Azure Synapse Analytics
SentryOne
S0L Server
Tintri

Y Yivtware Host

Windows
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Step 2: Set the Condition Options

ﬂstart Page X 4 Conditions List: Global ¢ (13) Global - New Advis....ndition (Windows)*®

MName High CPU Example

Description | <=, - B ~i% & ~Font|Tahoma ~ | Font Size | 8 /B I UUS S XX AAA-P-A-~
This is for finding high CPU. =
-
1 4
Options Highlight on Dashboard Chart Supported Versions
Default Evaluation Frequency | 30 | Seconds - Windows: Network Out Minimum  Maximum
Trigger Threshold 1 Minutes - J . Windows
Severlty Low - Windows: Network In =
/| Evaluation Timeout 5 | Seconds ~ | || ] Windows: CPU Usage
Maximum Instance Count 1 Windows: Memery Usage
Color M #FFFROOFF -

.................... -

‘ And @ @
1. Enter a Name for your condition. (This appears in emails, logs, calendar views, etc. when the
condition evaluates to true.)
This example uses "High CPU Example".

2. Enter a meaningful Description for your condition. (Rich text word processing options are
available on the toolbar above.)

This example uses "This is for finding high CPU".

(i) Note: You may want to be more descriptive, use exact values, and provide helpful links in
a condition that you create for how someone should respond to the condition.

3. Set the Default Evaluation Frequency. (How often this condition check executes. Consider the
performance implications of the condition check and how soon someone would need to be
notified should this situation occur. It's not uncommon to have conditions that run only hourly,
daily, or weekly.)

This example uses the default value of 30 Seconds.
4. Set a Trigger Threshold. (How long does this condition need to take place to evaluate to true?)
This example uses 1 Minute.

See this blog post on the trigger threshold to learn more.

5. Select the Severity associated with this condition. (How concerning is this condition if it occurs?)
This example uses Low.

6. Set the Evaluation Timeout. (How long can this condition run this check before failing due to
timeout?)

This example uses the default value of 5 Seconds.
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Set the Maximum Instance Count if it needs to be more than the default value of one. (If this
condition can return multiple results, how many should be returned?)

This example uses the default value of 1.

See this blog post on maximum instance count to learn more as it requires a specific
combination of settings to use.

. Select a Color to highlight this condition. (Which color should be used to highlight this condition

in the application?)

This example uses #FFFFOOFF.

. Choose where to Highlight on Dashboard Chart. (Where should this condition be highlighted on

the Performance Analysis Dashboard, using the selected Color?)

This example uses Windows: CPU Usage.

See the Send to Alerting Channels section of the Actions article for an example of how this
appears when a condition evaluates to true.

Constrain the condition to Supported Versions if needed. (Control which environments this
condition checks against. Is there a minimum or maximum version of Windows where this
counter is available, or is this situation only a problem in certain versions? This uses the numerical
release number of the product, i.e. Windows Server 2019 is NT 10.0, so 10.0 would be used in
these fields. Leave one or both of the fields blank if this isn't applicable.)

Step 3: Define the Condition

Below the area where the options are set, there's the word And followed by the Add New Condition
icon (plus sign in a circle) and the Add New Condition Group icon (a Venn diagram symbol). This is
where you define the scenario for your condition. The High CPU condition is a one-step condition, so
we'll ignore the And and Add New Condition Group features for now (see more about those in the
Conditions with multiple steps section below).

1.
2.

Select the Add New Condition icon.

Select Add Numeric Comparison from the Add New Condition dropdown menu.
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And L
d Numeric Companson

Add 5String Companson

Add DateTime Comparison
Add Boolean Companson

Add Existing Condition

3. Select the Type box, then choose Performance Counter from the dropdown menu.

4 And © @
(numeric) EType=}: Equals [<Type=: @&

Performance Counter

Performance Counter (User)
SentryOne Database Query
WHMI Query

Explicit Value

Expression

Duration

4. Select the Category box, then choose Processor Information from the dropdown menu. Note:
The Performance Counter is set to Windows performance counters because the advisory
condition type was set to Windows in the first step.
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4 And @ @

{numeric) Performance Counter : Windows : =} (< Counter=]: Value Equals [<Type>]:
Hyper-\ Dynamic Memory Vi

Hyper-\' Hypervisor Logical Processor
Hyper-\' Hypervisor Root Virtual Processor
Hyper-\' Hypervisor Virtual Processor
Hyper-\' Virtual Disk

Hyper-\' Virtual Metwork Adapter
Hyper-\' Virtual Storage Device
Hyper-\' WM Vid Numa Node

Hyper-\' WM Vid Partition

Memory

Metwork Interface

MResource Exhaustion Date

MUMA Mode Memory

Paging File

PhysicalDisk

Process
rocessor {Pre-Windows Server 2003 R2 Only)
Processor Information

5. Select the Counter box, then choose % Processor Time from the dropdown list.

4 and @ @O

{numeric) Performance Counter : Windows : Processor Information §<Counter

[<Instance Typex|:

% of Maximum Frequency & g

%% User Time
Logical Count
Socket Count

6. Select the Instance Type box, then choose Total from the dropdown list.
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4 And @ @
{numeric) Performance Counter : Windows : Processor Information : 9% Processor Time :|cInstance T eq: Value Equals E

> | Total instance type. |

Any

Equals

Does not equal
Contains
Starts with
Ends with

Regex Match

7. Select the word Equals, then choose Is greater than from the dropdown list.

4 And @ @

(numeric) Performance Counter : Windows : Processor Information : % Processor Time : Total : Value

Equals < Type>]:

Equals

Does not equal
Is greater than I
Is greater than or equal to

Is less than

Is less than or equal to

8. Select the Type box, then choose Explicit Value from the dropdown list.

4 And @ @
(numeric) Performance Counter : Windows : Processor Information : % Processor Time : Total : Value Is greater than | Tﬂeg: [x]

Performance Counter

Performance Counter (User)

Performance Counter Baseline

SentryOne Database Query
MI Query

Explicit Value

Last Walue

Expression

Dwration

9. Enter 90 in the Explicit Value box, then select the save button.
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pou g
*ox £|Start Page i Conditions List: Global 3 (%) Global - New Advis...ndition (Windows)® 3
Name High CPU Example
X Description | <=, - [ ~:[® & ~:Font |Tshoma ~ | Font Size | 8 B I UUS &
~—
= This is for finding high CPU.
ory Conditions (99)
snditicns List
ents Log
lizaticn ‘<
It Site Options Highlight on Dashboard Chart Supported Versions
oups Default Evaluation Frequency | 30 | Seconds = indows: Network Out = R B T
endars Trigger Threshold 1 | Minutes Windows
Hins Severity Low =
| Object Notes /| Evaluation Timeout 5 Seconds - V| Windows: CPU Usage
ition Maximum Instance Count 1 Windows: Memory Usage
ns Log Calor M =FrrFOOFF - [P T
cts 4 And@ @
pry Conditions (99) (numeric) Performance Counter : Windows : Processor Information : % Processor Time : Total : Value Is greater than [Explicit Value: {90 |
snditinns List

Your condition has been saved.

Success: You have created a new advisory condition!

(i) Note: The Add Actions popup appears after saving the condition.

Add Actions

Would you like to assign actions for this advisory condition now?

Yes Mo

Select Yes if you would like to apply an action to this condition. This opens the Actions Selector
window. See the Configuring Actions article for instructions on adding and configuring actions.

Additional Examples and Resources

Examples

As you can see from the various menus and options available in the tutorial, there are several different
types of advisory conditions that you can create, and a staggering number of combinations that can
be created. You can compare performance counter values to the result of a SQL Server query, a
current value to the last value, match string values using Regex, perform calculations on the values,
and so on. Use the existing conditions installed with SQL Sentry and available on GitHub as a source
of inspiration for building your own conditions.
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Clone conditions
1. Right click on a condition in the Conditions List.

2. Select Clone from the context menu. A small window will pop up and ask you to name your copy
of the condition.

3. Enter the Name of your condition, then select OK.

Success: You have cloned an existing condition and can now use it as a template for a new condition.
Make edits as needed and save it.

Conditions with multiple steps

The tutorial used a single step condition to check for % Processor Time > 90. If you wanted to check
for % Processor Time > 90 and some other condition, such as Available Memory (MB) < 500, you can
do that in the same condition. See the Using Step Logic in SQL Sentry Advisory Conditions blog post
for a deep dive into those possibilities.

Nested conditions

You can embed existing conditions into conditions to nest the steps and checks. For example, the
High Ad Hoc Query Plans condition (shown below) contains multiple checks, including the Low Page
Life Expectancy condition.

4 And © @ Step Results False

(bool) SQL Server Query : [master Value False Equals Explicit Value : False ¢Sten Resilti Trie

4 0r @ @ OstpREEFasE
4 And © @ O StepResule: False
(numeric) Performance Counter: Windows : Memory : isible Memory (MB) : Value 32,64 I less than or equal to Explicit Value : 6553  Step Result: True
(numeric) Expression : SQL Server Query: [master | |SELECT sum(cast{(CASE WHEN usecoun ts = L THEN size_in_bytes ELSE 0 END) as decimal(13,3)))/1(| | Value 188.03125 0.0058 Is greater than Explicit Value: 0.1 ¢ Step Result False
FROM sy5.0m_exec_cached_plans
Divided By
perform:

:Memory : Visible Memory (M8) : Value SBJGHA

4 and © @ OSEpRESIEFalEe

isible Memory (MB): Value B

SELECT sum(cast{(CASE WHi
FROM sys.dm_exec_cached_pl

Counter : Windows : Memory : Visible Memory (M) : Value Skipped

o

Divided By
Explicit Value : 4

(i) Note: If you take a look at the High Compiles + High CPU condition, you'll see three different
advisory conditions nested in the check in steps and condition groups. If you have a complex
condition in mind, you can build it.

Blog Posts

» Creating Advisory Conditions in SQL Sentry Part 1

» Creating Advisory Conditions in SQL Sentry Part 2
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» Create Advisory Conditions for SQL Server on Amazon RDS

» Setting Up a MaxDOP Advisory Condition

» Using SentryOne to Alert on SQL Server Database Object Changes

» Monitoring Replication with SQL Sentry
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Configuring Actions

Introduction

(i) Note: As areminder, conditions describe the various states of any monitored objects (e.g. %
Processor Time > 90%), andactions determine what happens when a condition is met (e.g. an
email is sent).

Displaying conditions

The conditions displayed in the Conditions pane change depending on which node or object is
selected in the Navigator pane. If you don't see the Conditions pane once you have selected your
desired node in the Navigator pane, select View > Conditions.

» Select the shared groups node to see globally applied conditions in the Conditions pane.

» Select any applicable object level below the shared groups node to see two specific sets of
applied conditions in the Conditions pane.

Conditions pane sections

Section Description

Inherited  The top section is the Inherited section that shows you any applied conditions that are
being passed down to the current level.
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Section Description

Explicit The Explicit section shows you applied conditions that have been set at the current
level. Each action that you set up in your environment has an associated behavior that
controls how the action is carried out relative to any inherited actions. See the following
table for more information about Action Behavior:

Action
Behavior

Description

Disable Special set of instructions that simply disallow the passed down
(inherited) set of instructions.

Override Special set of instructions that are followed instead of the passed down
(inherited) instructions.

Combine Set of instructions that are followed in addition to the passed down
(inherited) instructions.

(i) Additional Information: For more information about the Conditions pane, see the Conditions
pane article.

Tuning Conditions and Actions

To avoid a noisy alerting system, we recommend that you tune the conditions and actions to refine
the amount of alerts generated to the ones that are meaningful to you.

See the following resources for guidance on alert tuning:

e SQL Server Alert Tuning Basics with SQL Sentry

SQL Sentry Tips & Tricks: Tuning Advisory Conditions

SQL Sentry Tips & Tricks: Common Alert Tuning Examples
Alerting on a Call Schedule with SQL Sentry

A Million Little Things: Remediation

Adding a New Action

Add a new Action to your desired node by completing the following steps:
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1. Open the Conditions pane (View > Conditions), then select the desired node in the Navigator
pane to begin adding a new action.

Mavigator x
sy

=

---r:f*”) Advisory Conditicns (83)

E}Ef__l Virtualizaticn

: @ Whware

§§ Hyper-V

- Default Site

E-EH Object Groups

-0 Event Calendars

~[z2 Event Chains

----- =) Event and Object Notes

=8 Configuration

-4 Acticns Log

#-E Contacts

#-(#) Advisory Conditions [85)

-] Globkal Settings

- Inwentory
-J5 Schedules and Windows

44 Site Configuration

=
-2, System Status

_| Mavigator HEvent Calend arJlF'Ian Histn::-rj,fJ

2. Select Add to open the Action Selector window.
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Conditions x
Default Site (Site/Group)
|Genera| Conditions | = |
Global

Inherited

Condition « | Status Action & ‘ Object
Analysis Services: Top Commands: Duration Threshold Max  Enabled Send Email Global A
Analysis Services: Top Commands: Error Enabled Send Email | Global
Reporting Services Report: Failure Enabled Send Email | Global
Reporting Services Report: Runtime Threshold Max Enabled Send Email Global
Reporting Services Report: Runtime Threshold Min Enabled Send Email | Global

SQL Server Agent Alert: Alert Fired Enabled Send Email Global

SQL Server Agent Job: Block Enabled Send Email | Global

SQL Server Agent Job: Failure Enabled Send Email Global

SQL Server Agent Job: Retry Enabled Send Email | Global

SQL Server Agent Job: Run Missed Enabled Send Email Global

SqQL Server Agent Job: Runtime Threshold Max Enabled Send Email | Global

SQL Server Agent Job: Runtime Threshold Min Enabled Send Email Global W

< >

L
Explicit
Condition « | Action a | Behavior
Disable Override Combine Add [y
W
Action Settings Condition Settings Ruleset Description Message
Select Targets
Users Groups

Jesse Sindelar (jsindelar@sentryone.com)

Maintenance
Test Group

Importance Normal w

From Address

(Blank for Default)

Adding a New Action

3. Expand the applicable object and condition. Use the checkbox(es) to select which actions
should be taken in response to the condition being met, then select OK to save your changes.
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Changing Inherited Conditions

Performance Counter
4 Site /Group
4 Amazon RDS for SQL Server
4 Amazon RDS for QL Server
4 Database
4 Table
Index
Deadlocks
Top SQL
4 Analytics Platform System
i APS
APS Distributed Queries
APS Health Alert
APS Loader Backup Run
a Azure 5L Database
4 Azure 50U Database
Blocking SQL
Top S0L
rl Azure Synapse Analytics
4 Azure Synapse Analytics
Azure Synapse Analytics Di...
Azure Synapse Analytics Lo...
Linux Computer
Managed Instance
4 Windows Computer
4 Analysis Services
Top Commands
i S0L Server
Blocking SGQL
4 Database

k
k

APS Health Alert
APS Loader Backup Run
Azure Synapse Analytics Distributed Queries
Azure Synapse Analytics Loader Backup Run
Blocking SQL
b Azure SQL DB: Blocking SQL
¢ Azure 5QL DB: Blocking SQL: Duration Threshold Max

4 S0L Server: Blocking SQL
Execute Job
Execute PowerShell
Execute Process
Execute SOL

Log To Database

Log To Disk

Log To Windows Event Log
Run QuickTrace

Send Email

Send Page

I N

Send SMMP Trap

b SQL Server: Blocking SQL: Duration Threshold Max
b S0QL Server: Blocking SQL: OGutput Content Match
Deadlocks
Index
Maintenance Plan
Performance Counter

Reporting Services Report

Actions Selector: General Conditions — O x
Mame - Action s |
4 [v] | Global b APS Distributed Queries ”

4 ||| Table b SQL Server Agent Alert
Index
71| Deadiocks b S0QL Server Agent Job W

| ok [y] Ccancel

(i) Additional Information: For a complete list of available actions and how to configure

them, see the Actions article.

Changing Inherited Conditions

Change the behavior for an Inherited condition by completing the following steps
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Changing Inherited Conditions

1. Open the Conditions pane (View> Conditions), then select the desired node in the

Navigator pane.

Mavigator

] 7 o]

Search

=24 All Targets

(%) Advisory Conditions (85)

E}ﬁi_l Virtualization

EJ Vidware

jﬁ Hyper-V

-4 Default Site
f_i Monitoring Services
(%) Advisory Cenditions (0)

-l Maintenance

[ Object Groups
-3 Event Calendars 1
Eh{z2 Event Chains
== Test Chain (disabled)
----- =) Event and Object Notes
=8 Configuration
-4 Acticns Log
#-E Contacts
#-(#) Advisory Conditions [85)
-] Globkal Settings
- Inwentory
-J5 Schedules and Windows

e T - - -

_| Mavigator |[Ev ent Calend arJlF'Ian Histo P;J

2. Select the condition you want to change in the Inherited section of the Conditions pane, then

select Disable, Override, or Combine.
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Conditions o
LHP8S
|General Conditions | - |
Global\Default Site
Inherited
Condition & | Status Action & | Dbject
SQL Server: Blocking SQL: Duration Threshold Max | Enabled Send Email Global Ly
S0L Server: Deadlock Enabled Log To Database | Global
S0QL Server: Deadlock Enabled Send Email Global
SQL Server: Top SQL: Duration Threshald Max Enabled Log To Database | Global
SQL Server: Top SQL: Error ! Enabled Run QuickTrace | Default Site I
Virtual Machine: YM Moved Enabled Send Email Global
Windows Event Log: Event Enabled Send Email Global
Windows Task: Completed Enabled Send Email Default Site W
£ >
W
Explicit
Condition 4 | Action - | Behavior
S0QL Server: Blocking SQL | Log To Database Owverride Inherited Actions
Dizable Override I} Combine Add
W
Action Settings Condition Settings Ruleset Description Message
Run QuickTrace Against
LHFB5 e
Fun QuickTrace For Saconds "t
Collect statement events
(This may dramatically increase the trace data collected)
Limit Trace Data To (10000 =| rows
|Cc:-nditin:-nsJ[SettingsJ

(i) Note: When an inherited condition is overridden or disabled, it appears in the Inherited
section, but its text is grayed-out, and its status is Overridden.
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Conditions %
LHPS5
[ General Conditions [=]
Global\Default Site

Inherited

Condition +[stats Action + | Object

SQL Server: Blodking SQL: Duration Threshoid Max | Enabled Send Email Global ~
5QL Server: Deadock Enabled Log To Database | Global

5QL Server: Deadock Enabled Send Emal Giobsl

SQL Server: Top SQL: Duration Threshold Max___| Enabled Log To Database _global

Virtual Machine: VM Moved Enabled Send Emal Global

Windows EventLog: Event Enabled send Email Global

Windows Task: Completed Enabled send Email DefatSte o
< >

v

Explicit

Condition « [ Action -« [Behavior

SQL Server: Blocking SQL. | Log To Windows Event Log | Override Inherited Actions ~
SQL Server: Blocking SQL | Send Email Override Inherited Actions

SQLServer: Top SQL: .., | Run QuickTrace Override Inherited Actions

v

02
Action Settings | Condition Settings  Rulesst  Description  Message

Run QuickTrace Against

LHP8S

L N P —

[] Collect statement events
(This may drematically increase the trace data collected)

UmitTraceDataTo 10000 [3]] rons

[ conditions [settings|

P
(1)
ot
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Additional Information: For more information about actions and conditions, see the
Alerting and Response System topic.
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Configuring Settings

(i) Note: As a reminder, settings define criteria for when a condition is met. Certain settings
known as source settings are used to define which events are collected by SQL Sentry.

Configuring Settings
To configure settings, select the desired node in the Navigator pane.

For example, select the shared groups node to configure settings globally, or select an individual
instance node to configure settings specific to just that instance. If you do not see the Settings pane
once you have selected your desired node in the Navigator pane, select View > Settings to open the
settings pane. Then, select the drop-down lists found in the Settings pane to select the desired
settings.

See the following examples:
To configure the Top SQL Minimum Duration Collection setting globally:
1. Select the shared groups node in the Navigator pane.

Mavigator
fa 7 Od
#-{%) Advisory Conditions (90)
B & | Virtualization
: _,J WMware
: w33 Hyper-V
(-4 Default Site
[ Object Groups
E}-F.Ef Event Calendars

2. Inthe Settings pane, use the top drop-down list to select SQL Server settings.

Settings x
Global (Global)

SQL Server [s v
SOL Server A

Getting Started Guide: SQL Sentry page 67



.7 SOLARWINDS

Configuring Settings

3. Use the second drop-down list to select Top SQL Source. You should now see the Top SQL
Source settings that are being applied globally.

Settings
Global (Global)
SQL Server

Top SQL Source L\\s

4. Change Minimum Duration to the desired value, then select OK to save your changes.

Settings

Global (Global)
SOL Server

Top SQL Source

o

Minimum Reads

Minimum Writes

Collect Trace Events

Collect Statement Events
Running Events Polling Interval
Collect Execution Plans

Max Plan Size to Collect (MB)
Collect Query Stats

Query Stats Sample Interval
Filter Time Span

Filter Factor

= Collection Setti
00:00:05
Minimum CPU 5 = Seconds

0

0

True
True
00:00:05
True

3

True
00:01:00
00:00:30
2

Minimum Duration

The minimum required duration for a statement to be logged.

To configure the Top SQL Minimum Duration Collection setting for an individual instance:
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1. Select the desired instance node in the Navigator pane.

=24 All Targets

@-(%) Advisory Conditions (85)
El-ﬁi_l Virtualization

: E] Whware

_ -5 Hyper-V

-4 Default Site

f'_a Monitoring Services
(%) Advisory Conditions (0)
-- Maintenance
-l
[ Object Groups
EEF--EE{-‘ Event Calendars 1
=t[z= Event Chains

-2 Test Chain [disabled)

----- &4 Event and Object Notes
=@ Configuration

-4 Actions Log

FEa Contacts

(%) Advisory Conditions (85)
~[47] Global Settings

- Inventory

EE}--% Schedules and Windows

Flli o~ - -

Mavigator x
s

Search x
ﬂ Favorites "

_| Mavigator HEv ent Calend arJlF'Ian Histo |':,fJ

2.

Settings
LHP8S
S0L Server

>

Top S5CL Source

3. Change Inherit from Parent to false.

Getting Started Guide: SQL Sentry

Configuring Settings

In the Settings pane, use the drop-down list to select Top SQL Source. You should now see the
Top SQL Source settings that are being applied for that instance.
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Settings

LHP85

SCOL Server

Top SCL Source

GlobalDefault Ste

True

Minimum Duration
Minimum CPU Falze
Minimum Reads ]
Minimum Writes 0
Collect Trace Events True

Trace Engine

Extended Events (XE)

Collect Statement Events

True

Running Events Polling Inte... | 00:00:05
Collect Execution Plans True
Max Plan Size to Collect (MB) | 3
Collect Query Stats True
Cuery Stats Sample Interval 00:01:00
Filter Time Span 00:00:30
Filter Factor 2

Inherit From Parent (Global)

Specifies whether the Top S0L settings are inherited from the

parent chject.

Cenditions [SEttl'ng sJ

Getting Started Guide: SQL Sentry

4. Change Minimum Duration to the desired value. It saves automatically.

Configuring Settings
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Settings
LHP85
SOL Server

Top SCL Source
Global\Default Site

- Collection Settings

Inherit Fraom Parent

False

00:00:05

Minimum CPU |5 = | Seconds

OK

Minimum Feads
Minimurm Writes

Collect Trace Events

Trace Engine

Collect Statermnent Events
Running Events Polling Inte...
Collect Execution Plans

Max Plan Size to Collect (ME)
Collect Cuery Stats

Cuery Stats Sample Interval
Filter Time Span

Filter Factor

T

]

True

Extended Events (XE)
True

00:00:05

True

3

True

00:07:00

00:00:30

-
i

Minimum Duration

The minimum required duration for a statemnent to be logged.

Cenditions (| Settings

Adjusting Global Runtime Threshold Settings

Adjusting Global Runtime Threshold Settings

By default, the global Runtime Threshold settings for SQL Server Agent Jobs are set at a Minimum
Runtime Threshold of 70 percent and Maximum Runtime Threshold of 250 percent. This means that
any time a job runs for less than 70 percent of its average runtime or longer than 250 percent of its
average runtime, you'll be notified. If you find you are receiving too many notifications, these settings
can be adjusted. See the following example:

To configure the SQL Server Agent Job Maximum Runtime Threshold percent globally:

Getting Started Guide: SQL Sentry
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1. Select the shared groups node in the Navigator Pane.

Adjusting Global Runtime Threshold Settings

Navigator

&[] 7 (o]

Search

4 Favorites

EI[]] SQL Server Registrations

-Ei Local Server Groups

--[ﬁﬂ Central Management Servers

-Ei Local Server Groups (SSAS)

= h
B AdvisonyEonditions (85)

BE_J Virtualization

(3 VMware

-2 Hyper-V

-8 Default Site

- Object Groups

=-f% Event Calendars

=z Event Chains

i-s2 Test Chain

-4 Event and Object Notes
=+ Configuration

-4 Actions Log

+-E@ Contacts

-7 Advisory Conditions (85)
-/ Global Settings

-3 Inventory

+-59 Schedules and Windows
~f4 Site Configuration

-2 Systern Status

_|Navigator“Event Calendar“Plan HistoryJ

2. Inthe Settings pane, use the top drop-down list to select SQL Server settings.

Settings
Global (Global)

SQL Server S

SQL Server

Getting Started Guide: SQL Sentry

page 72



‘; SOLARWINDS Adjusting Global Runtime Threshold Settings

3. Use the second drop-down list to select SQL Server Agent Job. You should now see the SQL
Server Agent Job settings that are configured globally.

Settings x
Global (Global)

SOL Server ~
ISQL Server Agent Job VI

4. Change Maximum and Minimum Runtime Threshold Percent to the desired values.

Settings x
Global (Global)
SQL Server ~
SQL Server Agent Job ~
= Runtime Thresholds
Maximum Runtime Threshold 00:00:10
| Maximum Runtime Threshold Percent 250
Minimum Runtime Threshold 00:00:00
Minimum Runtime Threshold Percent 10
= Behavior When Queuing Other Jobs
Queue Others For Up To 00:30:00
Auto-Start Threshold 04:00:00
= Behavior When This Job is Queued
Queue Type Queue for specified time
Queue For Up To 00:30:00
Auto-5tart Type Use default settina

Minimum Runtime Threshold Percent
The minimum allowed runtime percentage for the object.

Using time-based thresholds

Time-based thresholds are usually less valuable at the global level, particularly the Minimum Runtime
Threshold that doesn't have much value globally. Explicit time-based thresholds tend to be more

applicable at the actual instance or object level for overriding the global percentage thresholds on a
case-by-case basis.

(i) Note: Any time an explicit time-based threshold is specified, it overrides the percentage-based
thresholds for that object.
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Consider a job that has a great deal of volatility in runtime such as a transaction log backup that can
run from anywhere between 30 seconds and 30 minutes, with an average runtime of five minutes. To
avoid unnecessary percentage-based threshold notifications for the job, set its Maximum Runtime
Threshold to 35 minutes and Minimum Runtime Threshold to 20 seconds. Select either the job's
node in the Navigator pane, or select an instance of the job on the calendar, then follow the previous
steps to access and change the job's Runtime Threshold settings.

(i) Additional Information: For more information about settings, see the Alerting and Responses
System topic.
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General Tasks

Introduction

Once you've completed the Onboarding process, you're ready to start using SQL Sentry and configure
your environment. Some first steps may include adding additional servers (targets) to monitor,
organizing your targets, and using the calendar. The following is a review of some common tasks
performed using the SQL Sentry client.

Monitoring Targets and Target Groups

See the Monitoring Additional Targets article for detailed information.

Adding a Target
Select Add in the right-click context menu of one of the following nodes to add a target:

» All Targets
» Site
e Group
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Mavigator

5] # ]

Search

{"E Favorites

EI_!.EI All Targets
" Open
=1 | SsetDefault View

- Add

S0L Senver

iy
G-l Show System Status

E}'Ea’ Add Advisery Condition

-3 Snooze Alerts For

Show Monitcring Services List

Windows Computer [:e

----- 4 Event and Object Motes
=@ Cenfiguration

-4} Actions Log

#-[E Contacts

(%) Advisory Conditions (85)
-] Global Settings

- Inventory

E}-% Schedules and Windows
-4 Site Configuration

== System Status

Amazon RDS for SOL Server
Azure 501 Database

SCL Server Analysis Services
Tintri VMstore

Viiware Host

Site

_| Mavigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

Deleting a Target

Monitoring Targets and Target Groups

Select Delete Target in the right-click context menu of any target node to delete that target.

(i) Note: Before deleting a target, select Stop Watching to stop watching all of the target's

associated instances.

Getting Started Guide: SQL Sentry
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Mavigator

5] # ]

{g Favorites

EIE"E, All Targets

(%) Advisory Conditions (85)

E}r:_. Wirtualization

: ]EJ Vihiware

. [-3d Hyper-V

-4 Default Site
Eﬁ Monitoring Services
(%) Advisory Conditions (0)

=8 ¥ L HPss
T
" Jump To
28 Show Windows Processes
[ Object
e ! .J | Add Advisory Condition
-3 Even
Snooze Alerts For
[z Event(
..... &) Eventa Add
-8 Config Delete Target h
A At Add As Favorite
e[ Cor Manage Friendly Mame
i-(7) Ad Scan Fer Configuration Changes
-1 Glo Show System Status
|
:I_-E:; SmP; Connect via Remote Desktop
3L 5c
§~é| Site User Connection Properties
= Sys Monitoring Service Connection Properties
=

_| Mavigator |lE ent Calend arJ[F'Ia n H i5:|:|}fJ

Monitoring Targets and Target Groups

1 Warning: Delete Target deletes the actual registration for the target from SQL Sentry. This
includes the deletion of all historical information for any associated instances belonging to the
target from the SQL Sentry database. Delete Target is final and can't be undone. Only use this
command to permanently delete information SQL Sentry has stored about the target and its

associated instances from the SQL Sentry database.

Adding a Target Group

On any site node or existing group node, right-click and select Add, and then select Group to add a

target group.
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Mavigator

5] # ]

Search

[=h-

-
-

{"E Favorites

T All Targets
(%) Advisory Conditions (85)
E}E_I Wirtualization
: @ Vihiware
-3 Hyper-V

Monitoring Targets and Target Groups

-

' Rename Site

- Cpen Performance Chvenview
& P

Cb

1 Cpen Always0n Management

v £ P Y g
) Eve
E’i Eve Show Systern Status

£ Eve Add Adviscry Cendition

Snooze Alerts For

SCL Server

Windows Computer
Amazon RDS for SOL Server
Azure 501 Database

SCL Server Analysis Services
Tintri VM store

ViMware Host

-4 Actions Log
F-Ea Contacts

() Advisory Conditions [85)
~[#7] Global Settings

- Inventory
E}-% Schedules and Windows
é-ﬁ Site Cenfiguration

=
-~ System Status

Group I}

_| Mavigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

Deleting a Target Group

On any existing group node, right-click and select Delete Group to delete the selected target group.

(i) Note: You need to remove all targets and sub-groups before deleting a group.

Gett
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Mavigator

5] # ]

Search

{E Favorites
Elf-'.g All Targets
(%) Advisory Conditions (85)
El-ﬁi_l Wirtualization
: E] Vihiware
. [-3d Hyper-V
-4 Default Site
f_a Monitoring Services
-(%) Advisory Conditions (0)
-

- Add

[ Object Delete Group h‘

E}'Ea" Event ( Rename Group

(&3 Even Show System Status
----- &) Eventa !
& {-E? Con Add Advisory Condition
=~ onfigl
A Act Snooze Alerts For

#-[E Contacts

(%) Advisory Conditions (85)
-] Global Settings

- Inventory

E}-@ Schedules and Windows
-4 Site Configuration

%:I System Status

_| Mavigator ”Ev ent Calend arJ[F'Ia n H i5t|:|}fJ

Monitoring Instances

Adding an Instance

Monitoring Instances

Select Add in the right-click context menu of one of the following nodes to add an instance:

» All Targets
 Site
» Target Group Target

Getting Started Guide: SQL Sentry
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Mavigator b
S |
Search x

=5 All Targets

---r?jl Advisocry Conditions (85)
E}r:rl__l Yirtualization

: E] Viiware

~25 Hyper-V

-4 Default Site
f‘_i Monitoring Services
--r'?) Adviscry Conditions (0]

B 5] LHeas
[+-[E Object Open ’
E}-Ea? Event Jump To 3
Iz Event( Show Windows Processes
..... Event
46 Event 10 Add Advisary Condition b
EI--{-EF Cenfig
Snooze Alerts For r
&G Cor - add 2 SCL Server l}
w7 Ad Delete Target SQL Server Analysis Services
2] Glof Add As Favorite
-~ Inv Manage Friendly Marme
&35 Sch Scan For Configuration Changes
= [
~§g Site Show System Status
‘E’:: Sys

Connect via Remote Desktop

User Connecticn Properties

Menitoring Service Connection Properties

_| Mavigator ”Ev ent Calend arJ[F'Ia n H i5t|:|}fJ

(i) For more information about adding an instance, see the Monitoring Additional Targets topic.

Watching an Instance

On any instance node, select Watch to begin watching that instance. For more information about
watching an instance, see the Monitoring Additional Targets topic.
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Mavigator b

Ay

Search x

=5 All Targets

---r;?j Advisocry Conditions (85)
E}rt_l Yirtualization

: Ej Viiware

: @23 Hyper-V

-4 Default Site

f_i Monitoring Services
--r',-}j Adviscry Conditicns (0)

=-16 LHP85
(%) Advisory Conditions (0)
IR [ HP G5
BN C] Cpen 3
H-Ef Object Grg Jurnp To »
By EventCalel )4 s Notes
[z Event Chai _
..... & Event and Run CuickTrace 1
- Configura Manage Friendly Mame
- Aa:tiu:-ntll Watch k ll Instance I}'
F-Ea Contac User Connection Properties
() Adviso Monitoring Service Connection Properties
~[#7] Global Settings
- Inventory
EE}--@ Schedules and Windows
44 Site Configuration

% Systern Status

_| Mavigator ”Ev ent Calend arJ[F'Ia n H i5t|:|}fJ

Event Calendar Related

Jumping to a Particular Time in the Calendar View

On any node above the object level, right-click and select Jump To > Time to open the Select the time
window.
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Select the desired date and time, and then select OK to open your time selection.

Getting Started Guide: SQL Sentry

Mavigator *
s |
Search x
{E Favorites
EI_!-EI All Targets
(%) Advisory Conditions (85)
E}'E_I Wirtualization
@ Vihiware
§§ Hyper-V
-4 Default Site
f_i Monitoring Services
(%) Advisory Conditions (0)
EE Maintenance
- I 1
[+ Objec Open 3
EROR — b Time 3
Iz Event{ Show Windows Processes Actions Log
""" © Eventy | pdd Advisory Condition b
=4 Config Snooze Alerts For 4
A Ac]
-E Cof | Add g
w7 Ad Delete Target
-[¥] Glg Add As Favorite
~Ed Inv] Manage Friendly MName
E*"% sch Scan For Cenfiguration Changes
Eﬁ Site Show System Status
B 3 Connect via Remote Desktop
User Connecticn Properties
Monitoring Service Connection Properties
_|Navigatc>r|-@fent CalendarJ[F'Ian Histu::-r}fJ

Event Calendar Related
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Select the time

4 August 2021 3
S5un Mon Tue Wed Thu Fri Sat
25 26 27 28 29 30 3
1120 3 5 6 7
8 g W 11 12 13 14
1 1% 17 18 19 20 21
22 23 24 2% 26 27 28
26 30 #H 1 2 3 4
[ | Today: 8/4/2021
1:33:52 PM B |¢.ne Day -
Event Calendar e
QK * Cancel

User and Group Tasks

To persist the time setting, go to Tools > User Preferences > Navigator, and then select the
appropriate parameters. This allows you to jump to the same time for each selected view. For more

information about the Event Calendar, see the Calendar and List Views article.

User and Group Tasks

Adding a User

Double-click or right-click the Users node, and then select New to open the Add a User window.
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Mavigator

5] # ]

Search

EI_!.EI All Targets

---r}?.l' Advisory Conditions (83)
E}E_I Wirtualization

: @ Vihiware

: -39 Hyper-V

-4 Default Site

[ Object Groups

E}-Ea’ Event Calendars

[z Event Chains

----- 4 Event and Object Motes

=i Configuration

-4} Actions Log
=@ Contacts
-
c-(a Mew ff—
&-(7) Ad Mew Folder
-] Gloy
Refresh
] Inv ., res
E}-% Schedules and Windows
-4 Site Configuration

=
=, System Status

_| Mavigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

User and Group Tasks

Input the appropriate information in the user window, and then select Save to save your changes. The

new user displays under the Users node.
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File Wiew Reporis Tools Window Help
443D E)- I g

Cal Add a User® 1

Properties

First Mame*

|WE|1:EF

Last Mame

|white

Email Address Email Window

|WEItwhite @SWL. com| | | None

Email Window Behavior

|Perfcrm actions that occur within the windaow,

Pager Address Pager Window

| | |Nnne

Pager Window Behavior

|Perfcrm actions that occur within the windaow,

Login

Description
Groups
Available: Selected:
Default Alerts

Editing a User

User and Group Tasks

Double-click or right-click the Users node, and then select Open to open the Edit User window.
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Mavigator

5] # ]

Search

-2 All Targets

---r}?.l' Advisory Conditions (83)
E}E_I Wirtualization

: @ Vihiware

: -39 Hyper-V

-4 Default Site

[ Object Groups

E}-Ea’ Event Calendars

[z Event Chains

----- 4 Event and Object Motes
=@ Cenfiguration

-4 Actions Log

=@ Contacts

G- Gr Open
+-(7) Advi
-7 al U;T Delete User

-7 Glol

Dizable User
- Inwent

Eﬂ--% Sched Refresh
-4 Site Configuration

=
=, System Status

£

_| Mavigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

The user window appears populated with that user's settings. Make any changes, and then select
Save to save the changes.
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File Wiew Reporis Tools Window Help
A4 DEdHNyy v o
2, Edit User: Walten WI.mm}*

Properties Rights

First Mame*

X

|WE|1:EF

Last Mame

|white

Email Address Email Window

|Walthite @SWI.com | [None

Email Window Behavior

|Perfcrm actions that occur within the windaow,

Pager Address Pager Window

| | |Nnne

Pager Window Behavior

|Perfcrm actions that occur within the windaow,

Login

|WEIt.WhitefDumain

Description

Groups
Available: Selected:

Default Alerts
Add -=

<-Remove

Add All -==

« - Remove Al

Deleting a User

User and Group Tasks

On a user node, select the delete key or select Delete User from the context menu to permanently

delete the user.
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Mavigator *
4

Search x
24 Favorites

-2 All Targets

---r}?.l' Advisory Conditions (83)
E}E_I Wirtualization

: @ Vihiware

: -39 Hyper-V

-4 Default Site

[ Object Groups

E}-Ea’ Event Calendars

[z Event Chains

----- 4 Event and Object Motes
=@ Cenfiguration

-4 Actions Log
=+[Ea] Contacts

@ Gre Cpen

e-(7) 2?1'::' Delete User Ib
A Glo Disable User
- Inwent

Eﬂ"% Sched Refresh

-4 Site Configuration

=
=, System Status

< >

_| Mavigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

Adding a Group

Double-click or right-click the Groups node, and then select New to open the Add a Group window.
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Mavigator *
s |

Search x
----- {"E Favorites

-2 All Targets

---r}?.l' Advisory Conditions (83)
E}E_I Wirtualization

: @ Vihiware

: -39 Hyper-V
-4 Default Site
[ Object Groups
E}-Ea’ Event Calendars
[z Event Chains
----- 4 Event and Object Motes
=@ Cenfiguration

-4 Actions Log
=+[Ea] Contacts
ﬁ Izers
=G
() Ad New
(4] Glg Mew Folder
|
= Inv Refrezh
-5 Sch
-4 Site Configuration

=
=, System Status

_| Mavigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

User and Group Tasks

Input the appropriate information in the group window, and then select Save to save your changes.

The new group displays under the Groups node.
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File Wiew Reporis Tools Window Help
449 e L
(& Add a Group™ 1 Savei

Properties

Group Mame™®

|Test Group |

Alert Window

|Nu::ne |v HI'

Alert Window Behavior

|Perfc:rm actions that occur within the window, | - |

Login
| L]

Description

This is a test group.

Users

Available Selected
Walter White (Waltwh Jesse Sindelar (jesse.«
Add - ]

<-Remove

Add All -==

< =-Remove Al

Editing a Group

Double-click or right-click the Groups node, and then select Open to open the group window populated
with the group's settings.
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Mavigator *
4 |
Search x
ﬂ Favorites

E}‘% All Targets

--f?) Advisory Conditions (83)
EHEJ Wirtualization

: @ Vihiware

: -39 Hyper-V

-4 Default Site

[ Object Groups

E}-Ea’ Event Calendars

[z Event Chains

----- £ Event and Ohject Notes
=@ Cenfiguration

~42 Actions Log
=@ Contacts
ﬁ Uszers
= Groups
-2, Default Alerts
b, ‘EE
E}r?) ﬂd‘-fl-s Dpen h
~{] Global Delete Group
-] Invent i
Disable Group
i35 Sched
ﬁ'é Site O Refresh

=
=, System Status

_| Mavigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

Make any changes, and then select Save to save the changes.
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File Wiew Reporis Tools Window Help
449 e L
82, edit Group: Terrrm.l Sa“'EL(

Properties Righ

Group Mame™®
|Test Group | |

Alert Window
|Nu::ne | - HI'

Alert Window Behavior
|Perfc:rm actions that occur within the window, | - |

Login
| L]

Description

This is a test group.

Users
Available Selected
Walter White (Waltwh Jesse Sindelar (jesse.«

Add -=

<-Remove

Add All -==

< =-Remove Al

Deleting a Group

On a group node, select the delete key or select Delete Group from the context menu to permanently
delete the group.
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Mavigator *
] # [ca]

Search x
24 Favorites

-2 All Targets

---r}?.l' Advisory Conditions (83)
E}E_I Wirtualization

: @ Vihiware

: -39 Hyper-V

-4 Default Site

[ Object Groups

E}-Ea’ Event Calendars

[z Event Chains

----- 4 Event and Object Motes
=@ Cenfiguration

-4 Actions Log
=+[Ea] Contacts
ﬁ Users
= Groups
----- 82, Default Alerts
- j!]
() Adviso Open
Rra o o —
- Inwent }
Dizable Group
Eﬂ--% Schedy
4% Site Col___| Refresh

=
=, System Status

_| Mavigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

(i) For more information about users and groups, see the Contact Management topic.

Events

Adding an Event Object

On any event object node, select New > Job... to open SSMS and create a new SQL Server Agent Job.
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OR Navigator

@] # o]

F+#% Default Site
+ @ Monitoring Services
+-(7) Advisory Conditions (0)

+ =4 Maintenance
+ K SQLSENTRY.DATABASE WINDOWS.NET\SQLSentryAzureDB
=& QA-SRV-1
%) Advisory Conditions (0)
= QA-SRV-1
[ 47) Advisory Condiitions (0)
P A i [ Databases
i1 Top SQL
{7 Blocking SQL
4% Deadlocks
Brea SQL Server Agent

@ Alerts
Jobs
Open Server Agent Log
Jump To Time ager

Watch All Jobs

Stop Watching All Jobs

Stop Monitoring Performance
Job... New
Placeholder Job... Show List
Show Queue Log
Group By 3
Refresh

otes

2y Groups

: 8, Maintenance
< >

12:20:00 PM 12:25 0N

lavigator|Event Calendar|Plan History

Deleting an Event Object

On any event objects node, select Delete Job to permanently delete the object.
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Mavigator

5] # ]

Search

=Ml LHP85

=+ LHP8S

(%) Advisory Conditions (0)
EE Maintenance

---r?.i' Adviscry Conditicns (0]

#-{%) Advisory Conditions (0)

EE}--F_IE Databases

%, Top SQL

-4 Blocking SOL
g Deadlocks

=3 SOL Server Agent

- Configuration

@f Alerts
E-Eh Jobs
But Why Tho?
" Cpen
" Jump To... 3
Stop Watching Job
&-@5 Event Cale Monitor Performance
[+ Object Groups Start Job
I:—}-Eﬁ-‘ Event Calendars Stop Job
- Local Disable Job 1
- fig0 Shared Disable Job Unil ..
[z Event Chains Delete Job h

----- 4= Event and Object Nod

Add/Edit Motes

Show CQueue Log

_| Mavigator ”Ev ent Calend arJ[F'Ia n H i5t|:|}fJ

(i) Note: Not all objects support deletion from the SQL Sentry Client (Reporting Services, etc).

Watching an Event Object

On any event objects node, select Watch Job to sets the object status to Watched and

Events

enable conditions and actions for the object, as well as queue chaining and performance monitoring

features, if applicable. The instance status will also be set to Watched if it isn't already watched.
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Mavigator

5] # ]

Search

[

f‘_i Monitoring Services
&-(%) Advisory Conditions (0)

ﬁ!‘ Maintenance
=& LHP85

---r?J Advisory Conditions (0)

=-[ LHPES

@-{#) Advisory Conditions (0)
- Databases

%, Top SQL

-4 Blocking SOL
g Deadlocks

=~ SOL Server Agent
af Alerts

I_?_r lebs

-[3] But Why The?

E

=-[@] SQL Sentry 2.0 Alert Trap
@ SOL Sentry 2.0 Queue Moenitor

[

E2R[0) Cpen
@ 5Q Jump To...
-&¥ Event Cal
. o Watch Job I:&
-Gl Object Groups
}-Fé{-' Event Calendars Start Job
E_ﬁ“ Local Stop Job
..E‘%h Shared Enable Job
[z Event Chains Disable Job Until ...
----- &4 Event and Object No Delete Job
- Configuration Add/Edit Notes
Show Queue Leg

|Navigator| Event Calendar

—

Stop Watching an Event Object

Events

On any event objects node, select Stop Watching Job to set the object status to Unwatched, disable

conditions and actions for the object, as well as queue chaining and performance monitoring

fe

atures, if applicable.
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Mavigator b

4
Search »
f_i Maonitoring Services -

(%) Advisory Conditions (0)
@"5 Maintenance
=M LHPSS
(%) Advisory Conditions (0)
oGy LHP8S
@-{#) Advisory Conditions (0)
-} Databases
%, Top SQL
-4 Blocking SOL
g Deadlocks
=~ SOL Server Agent
af Alerts
|'1;j|- Joks
But Why Tho?
" Cpen
@ Jump Ta... L

s
- Stop Watching Job I:.} I

@ S[lll -
EEI---.EI Event Cale Monitor Performance

B[ Object Groups Start Job
=g Event Calendars Stop Job
- f# Local Disable Job
-0 Shared Disable Job Until ..
[z Event Chains Delete Job

----- 44 Event and Object Not Add/Edit Notes
g Configuration

Show Queue Log W

_| Mavigator ”Ev ent Calend arJ[F'Ia nH i5t|:|}fJ

Enabling an Event Object

On the event objects node, select Enable to enable the event to run according to the schedules
defined for it.
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Mavigator b
4 |
Search x
E Favorites

E“% All Targets

--f?) Advisory Conditions (83)
EHEJ Wirtualization
@ Vilware
§§ Hyper-V
-4 Default Site
f_i Monitoring Services
(%) Advisory Conditions (0)
ﬂ Maintenance
= LHP8S
--*r,':,}) Adviscry Conditicns (0]
-G LHPSS
#-{%) Advisory Conditions (0)
-} Databases
%, TopSQL
4= Blocking SQL
g Deadlocks
-Cd SOL Server Agent
[+-&% Event Calendar
FeH-[E8 Object Groups
I:—}-E'.ﬂ’ Event Calendars

Eav Local
-3 Shared
EHz2 Event Chains

..... ,@ Eve Open
Edit
Start Chain

Stop Tracking Mode Failures

Delete
Reset

Enable !:i I

| Navigator HEvent CalendarJ[F'Ian Histu::-r}fJ
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Disabling an Event Object

On the event objects node, select Disable to disable the event from running according to the

schedules defined for it.

Mavigator

] 7 o]

-5 All Targets
(%) Advisory Conditions (85)
E}r:frl Virtualization
]f-l Viware
_ -3 Hyper-V
£ Default Site
f_i Monitoring Services
(%) Advisory Conditions (0)
@ Maintenance
=- M LHPSS
5-(7) Advisory Conditions (0)
-Gy LHP8S
#-{%) Advisory Conditions (0)
EE}--[LII‘ Databases
% Top SOL
-4 Blocking SOL
iy Deadlocks
-1 SOL Server Agent
[+-4% Event Calendar
HEf Object Groups
=+ Event Calendars
E‘%ﬁ Local
-3y Shared
[EH[z2 Event Chains

A= Tect Chain

..... £ Eve Open
- Cor Edit

Start Chain

Stop Tracking Mode Failures

Delete
Reset

Dissble [

| MNavigator HEv ent CalendarJ[F'Ian H i5t|:|jrfJ
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Viewing an Event Object's Properties

On any event objects node, select Properties to display the object's native properties window.

MNavigator X
#
Search x

-84 Default Site
-f‘.i Monitoring Services
(7 Advisory Conditions (0)
--@ Maintenance
lj_l SQLSENTRY.DATABASEWINDOWS.NET\SOLSentryAzureDB
58 QA-SRV-1
-7 Advisory Conditions (0)
e QA-SRV-1
=+ Advisory Conditions (0)
#-{F Databases
~% Top SQL
- Blocking SQL
-~ 8 Deadlocks
=3 SQL Server Agent

T Alerts

E-Ey Jobs
E2RE] SQL Sentry 2.0 Alert Trap
E Open nitor
E Jump To... ’

4  Properties  [»

Stop Watching Job

#=-27 Eve Monitor PerformanceT
[+ Object Grou Start Job

-6 Event Calen Stop Job

[+ Event Chain Disable Job

4% Event and C Disable Job Until ...

=+ Configurati Copy Job To...

-4 Actions L Delete Job W
< Add/Edit Notes >

_|Navigator|E\fent Show Queue Log

(i) Note: Not all objects support the properties interface (Reporting Services, etc).
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Jobs/Tasks

Starting a Job or Task

On any job or task node, select Start Job to start the job.

(i) Note: If the job has more than one step, a window appears allowing you to select the step
where you would like the job to start.

Elsetpse x  Wjiooosaoision x | iowowasieba x

a)
5
[ zto v o) veaso

Stopping a Job or Task

On any job or task node, select Stop Job to stop the job.
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Helpful SQL Sentry Client Information

Viewing Job History

On any event objects node, select Jump To > History, and then select the range to view to open the
job at the selected time.

Esetree x  Bjooosaoieion x | (@lowowasieba

High VLF Count - Running: Started at 2/16/2020 3:05:03 AM

‘Check Dota File Sze_—_Rumning: Started ot 2/16/2020 3:05:03 AM 1=

Tong oy ~ Backups — Ruing: Stated . 3/36/2020 2:05:08 A o

FROM Ranfall Rates
exec msd. sp_start_job UPDATE bo Rainfall Rates
st = 0,431’
commit tran

WHERE RainfallRates.I0 = 10000
|31ob_name = Valisate Measures'

seLec Rainfal_Rates. D,

2127 PM () Long Running Open
[Transactions

r 2:25 PM (-5) Validate Measures J 2
u
. E

I‘; 2:32 PM (-5) High Avg Wak Time per User Session

@252 7 (5) [t 2:42 PM (-5) IF OBIECT_ID
LongrunningTransacton (oL is 7 D) e
ecrI - Runring Open Transactions
INT IDENTITY PRIMARY

(rua

v

Helpful SQL Sentry Client Information

The following is a list of topics that provide detailed information about aspects of the SQL Sentry
Client including information on client glyphs, icons, and indicators:

Topic Links

Client Alerts .

Event J
Calendar

Event .
Chains

SQL Sentry .
Client

For more information detailing alerts within the SQL Sentry Client, see the Client
Alerts article.

For information detailing the glyphs within the SQL Sentry Calendar view, see
the Calendar and List Views article.

For more information detailing Event Chains within the SQL Sentry Client, see
the Event Chains article.

For information detailing the toolbars within the SQL Sentry Client, see the
toolbars article.

For information detailing the menus within the SQL Sentry Client, see the menus
article.

For information about customizing the visuals within the SQL Sentry Client, see
the User Preferences article.

For a list of hot keys accessible within the SQL Sentry Client, see the Hot Keys
article.
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Adding Notes

Notes help to facilitate communication between team members. Notes can be used for change
tracking, resolution history, and a variety of other functions. You can set notes to be included in any
future notifications generated for an object, and to be displayed for all calendar instances of an
object. Both of these features are valuable for sharing escalation procedures, recovery steps,
emergency contact information, etc., with other team members.

The notes interface can be reached through a variety of context menus in the SQL Sentry client just
about anywhere that you can act on an event object or event instance. Access the notes interface by
pressing CTRL + ALT + N when an applicable object is selected.

Add/Edit Mote: “Agent Activation Runtime — O *

User
| JESSE. SINDELAR |

Title
|Cnnsister1t activation runtime |

MNote

Ensure this agent runs at the same time every day.|

Select Existing Mote to View
Lser | Log Date « | Title Mote
JESSE.SINDELAR 8/6/2021 9:16:41 AM

[] Include in Netfications Show for All Calendar Instances

Mew Delete Close

(i) Note: When adding a note, if any failures exist for the selected event object, you will be
prompted to clear them.

Field Hotkey Description

User n/a Displays the current window's username.
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Field Hotkey
Title n/a
Note n/a

Select Existing Note n/a
to View

Show for All n/a
Calendar Instances

New CTRL+N
Save CTRL+S
Delete CTRL+D
Close CTRL+C

Adding Notes

Description
The subject of the note that appears in the selection list.
The body of the note that can't be blank.

Enable this setting to include the note with any notifications
related to the object.

Enable this setting to show the note information in the pop-up of
every event instance of the object.

Creates a new note.
Saves the current note.

To delete a note, select the desired note from the list, and then
select Delete.

Closes the window.

(i) Additional Information: For information about adding/editing notes for events in the Calendar
view, see the Failed Instances topic.
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Environment Health Overview

Introduction

SQL Sentry Portal: This feature is available in SQL Sentry Portal. To learn more about configuring
your environment to use the on-premises, browser-based option with your existing SQL Sentry
database, see the SQL Sentry Portal article.

See the Monitor Health article for an example of what this feature looks like in the SQL Sentry Portal.

The Environment Health Overview (EHO) is integrated into the dashboard of the Start Page. It
provides an at-a-glance health status of your environment with a 100-point scale score. This scale
score is based on the severity, number of occurrences, the age of the Advisory, General, Audit, and
Failsafe events, and the number of servers that you're monitoring.

(i) Note: Starting with Version 2021.12.1, the General, Audit, and Failsafe conditions are
configured by default and have an assigned severity that affects the score on the EHO. The
severity level and tags associated with General, Audit, and Failsafe conditions can't be changed,
but can be viewed in the SQL Sentry database in dbo.ConditionType and will be visible in the
Condition Events Log when a condition evaluates to true and is logged.

(i) Note: Any Advisory Condition that has a defined Severity, and a Send to Alerting Channels
action can affect the EHO score. The scale score returns to 100-points when no Advisory
Condition events are available. For information about configuring Advisory Conditions, see the
Advisory Conditions topic.

The Environment Health Overview appears automatically during the setup wizard, and allows you to
configure the Advisory Conditions to work with your performance dashboard, Event Calendar, and the
Environment Health Overview.

Unsupported: On an older version of SentryOne, select Tools > Run On-boarding Wizard (requires
client restart). The client restarts and presents you with the necessary options to configure the
Advisory Conditions to work with your performance dashboard, Event Calendar, and the Environment
Health Overview.
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In the SQL Sentry client, you can change where you start in the client by going to Tools > User
Preferences. Select Start Page from the drop-down list, and the Environment Health Overview
appears every time you start the client. For more information about User Preferences, see the User

Preferences topic.
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User Preferences =

Graphs Ipdates System Status Performance Analysis

Calendar I Mavigator I Colors

Highlight Event Failures in Mavigator for
|3 Ell Hrs e | [] until Cleared

Show navigator highlighting for failures
Automatically dear open failures if a subsequent run is successful
[ ] Show bold text for failures

Refresh Failures in Mavigator Every

|3 Ell Minutes ~
[] Show failures for unwatched objects
[ ] Hide Unwatched Instances

Default Event View Style
| Calendar View W |

Prompt me to select a product when left-dicking to open a node

Default view for Target/Instance nodes
|Perﬁ:>r1'nan::e Analysis Dashboard  ~

[ Auto-sync Navigator with the selected tab
Auto-sync Settings/Actions with the selected tab
[ ] Single-dick opens new tabs

[] Persist last "Jump Ta Time" value

Show warning when Alert watch fails due to disabled SQL Agent Alert
tokens

[ ] Manually manage folders for Reporting Services

Default Startup Action

Start Page Ls v | —
Mavigator Refresh Interval

|1 Ell Minutes “ |

bt

| Restore Defaults | | Save | | Cancel
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Wedgets

(i) Note: Version 2021.12.1 added an Info Severity category to the EHO. The Info severity doesn't
impact the EHO score, but can be useful when searching for certain information. For example,
the condition may notify you that some event object properties have been modified.

When analyzing a high volume of Advisory Conditions, two types of wedgets display on the
Environment Health Overview; the first wedget is broken out by severity and the second wedget is
broken out by tags. Selecting either wedget filters the list of events by severity or tags.

[ tseverit) = igh' And Contans(rTags], ‘cPu) - N 20]

(i) Note: Any active filters are displayed at the bottom of the grid. Select the ¢ (pencil icon) to edit
the filter, or select the @ (X) to dismiss the filter.

Once you've corrected the performance issue, close the affected event by selecting the link on the
events list in the Environment Health Overview. Add notes to the event, assign the note to someone
else, if necessary, or close out the event.

File View Reports Tools Window Help

2165117 AM

1/20/20216:50:18 AM | 1

1/20/20216:50:03 AM | 1

1/20/2021 6:48:17 AM | 1/20/20216:

1/20/20216:48:54AM 4
A

21
1/20/2021 6:43:47 AM | 1/20/2021 6:43:

it Fiter

An event occurred inthe Windows Event Log,

Ready [ ][ Configuration\Advisory Conditions (85)\Events Log J[ Voursoftwareis up to date.|[ )

If you have many events that need to be closed out, right-click under Duration, select Close, and then
select All for Condition. This closes all of the current conditions in the Environment Health Overview.
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File View Reports Tools Window Help
N E & P U U S5ilumpToDashbeard 53 Show Active Events by Condition

[E3]startPage x | S¥EventsLog: Global X

Notes | Name ¥ | Type Condition 7| Assigned User | Start Time End Time: Closed T | Severity
» [] VM-SE-SICLIENTL.5E.LO... Windows Computer High Context Switches 12{3/2020 11:47:49... High
[ | VM-SE-S1CLIENT1.SE.LO... Windows Computer High Context Switches 11/7/2020 1:07:13 AM | 11/7/2020 1:08:43 AM Jump To »
[] VM-SE-S1CLIENTL.5E.LO... Windows Computer  High Context Switches 11/7/2020 8:19:34 AM | 11/7/2020 8:21:04 AM Close N I Al for Object
[] | VM-SE-S1CLIENT1.5E.LO... Windows Computer High Context Switches 11/7/2020 2:02:14 AM | 11/7/2020 2:03:45 AM | 0.00:01:30.323 Completed Hig! I All for Condition k I
[] VM-SE-SICLIENTL.5E.LO... Windows Computer  High Context Switches 11/9/2020 11:56:04... | 11/9/2020 11:57:34... | 0.00:01:30.341 Completed Higl
[] | VM-SE-S1CLIENT1.SE.LO... Windows Computer High Context Switches 11/8/2020 6:54:16 PM | 11/8/2020 £:55:46 PM | 0.00:01:30,344 Completed High
[] VM-SE-S1CLIENTL.SE.LO... Windows Computer High Context Switches 11/8/2020 1:48:22PM | 11/8/2020 1:49:52PM | 0.00:01:30.3869 Completed High
[] | VM-SE-S1CLIENT1.SE.LO... Windows Computer High Context Switches 11/15/2020 4:15:30,,, | 11/15/2020 4:17:00... 0.00:01:30,380 Completed High
[] | VM-SE-S1CLIENT1.SE.LO... Windows Computer High Context Switches 11/7/2020 7:48:52 AM | 11/7/2020 7:50:22 AM | 0.00:01:30.392 Completed High
[] VM-SE-S1CLIENTL.5E.LO... Windows Computer  High Context Switches 11/18/2020 2:22:18... | 11/18/2020 2:23:48... 0.00:01:30.395 Completed High
[] | VM-SE-S1CLIENT1.5E.LO... Windows Computer High Context Switches 11/18/2020 4:27:32... | 11/18/2020 4:29:02... 0.00:01:30.400 Completed High
[0 YM-SE-S1CLIENTL.SE.LO... Windows Computer |High Context Switches 11/18/2020 12:59:3... | 11/18/2020 1:01:06... 0.00:01:30,410 Completed High
[] | VM-SE-51CLIENT1.5E.LC... Windows Computer High Context Switches 11f17/2020 10:08:0.,.  11/17/2020 10:09:3... 0.00:01:30,410 Completed High
[] VM-SE-SICLIENTL.5E.LO... Windows Computer  High Context Switches 11/18/2020 12:18:0... | 11/18/2020 12:19:3...  0.00:01:30.420 Completed High
[] | VM-SE-S1CLIENT1.SE.LO... Windows Computer High Context Switches 11/7/2020 3:1%:46 PM | 11/7/2020 3:21:16 PM | 0.00:01:30,428 Completed High
[] | VM-SE-S1CLIENT1.SE.LO... Windows Computer High Context Switches 11/15/2020 4:44:39...  11/15/2020 4:46:10... | 0.00:01:30.430 Completed High
[] VM-SE-S1CLIENTL.5E.LO... Windows Computer  High Context Switches 11/7/2020 5:54:20 AM | 11/7/2020 5:55:51 AM | 0,00:01:30.431 Completed High
[ | VM-SE-S1CLIENT1.5E.LO... Windows Computer High Context Switches 11/8/2020 8:49:36 PM | 11/8/2020 8:51:06 PM | 0.00:01:30.440 Completed High
[0 YM-SE-S1CLIENTL.SE.LO... Windows Computer |High Context Switches 11/8/2020 7:47:20 AM | 11/8/2020 7:48:51 AM | 0,00:01:30,449 Completed High
[] | VM-SE-S1CLIENT1.5E.LO... Windows Computer High Context Switches 1118/2020 9:05:36... | 11/18/2020 9:07:06... 0.00:01:30.453 Completed High
[]  VM-SE-S1CLIEMT1.5E L Windows Computer | High Context Switches 11/18/2020 1:01:36... | 11/18/2020 1:03:07... :30.455 Completed High
[] | VM-SE-S1CLIENT1.SE.LO... Windows Computer High Context Switches 11/9/2020 8:04:58 AM | 11/9/2020 8:06:28 AM Completed High
[] | VM-SE-S1CLIENT1.5E.L Windows Computer | High Context Switches 11/17/2020 8:49:48... | 11/17/2020 8:51:19... Completed High
M4 4 Record10f385 b B M+ — = ¥ %
x| [«] [Condition] = 'High Context Switches' And [Closed] = ‘Unchecked' And [Name] = 'VM-SE-S1CLIEMT1.5E.LOCAL' | =
v

Events Log

As you work through the affected events in the list, you can trim down the time range using the slicer.
Select the Slicers drop-down list, and then change the desired time limit.

startpage x

2154 6515 634 L3 0 1201 3 372 113
» | Q-REGRESSION Windows ‘Windows Event Log: 2368 Medium 0s 1/20/2021 6:55:41 AM
Q-REGRESSION SQL Server High Pending Disk L 372 Medium CPU,Performance, Disk 1/20/2021 6:55:33 AM
SQUADA-STABLE3 Windows Windows Event Log: 3048  Medium 0s 1/20/2021 6:55:06 AM
Q-REGRESSION SQL Server SQL Server Agent Jo. 1627 | High Automation,SQL Age. 1/20/2021 6:55:01 AM
Q-REGRESSION SQL Server SQL Server: Blocking. 299 High SQL Server,Performa.

1/20/2021 6:54:52 A
v

Events Log

On the Environment Health Overview, select the desired event link under the Condition column. The
Events Log appears filtered by the desired condition, and the filter excludes events that are closed.

File View Reports Tools Window Help
A NEE > uo

startpage x

= 24 hours
il bgh  Medum  low 1o Network o Mmi Dsk _other
Events by Severty s by Tag
Name Type Conditon Count Severty Tags Acton Last Ocaumrence
» | o-recression Windows [ndows event Log: Event 7 | 2368 Medum os 1/20/2021 6:55:41 AM
QREGRESSION | SQL Server High Pending Disk 10 Count 372 Medum P performance,Dick
SQUADASTABLES | Windows Windows Event Log: Event 3048 Medum os
QREGRESSION | SQL Server SQL Server Agent Job: Faiure 1627 High Automation,SQL Age
QREGRESSION | SQL Server SQL Server: Blocking QL 299 High SQL Server performa

1/20/2021 6:54:52 At
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Favorite Targets

Each SQL Sentry client has its own unique Favorites group. The Favorites group is used to define a
view of targets and instances specific to that individual SQL Sentry client. This is useful in a large
environment, because it allows an individual user to specify a subset of targets and instances that
they're responsible for. Select the Show Favorite Targets icon, located directly above the Navigator
pane, to toggle the Favorites node.

Mavigator o o=
— ]
Show Favorite Targets | x

+-(f7) Advisory Conditions (270)
— & Virtualization

. +_,J Whware

: - 53 Hyper-V

+£ﬂ. SE Demeo Site

+‘;ﬂ Test Site

+-[ Object Groups

+f:5t" Event Calendars

—.@g. Event Chains

45 BACKUPs - RESTORE & CHECKDB
{'ﬂ Event and Ohject Motes
-y Configuration

-4 Acticns Leg

+-[3] Contacts

+-(%) Advisory Conditions (274)
-] Glokal Settings

- Inventory

+?\§ Schedules and Windows
-4 Site Cenfiguration

=

-~ System Status

When you add a target or an instance to your Favorites group, it's added to the Default Site node of
the All Targets node ( if it isn't already a part of your SQL Sentry environment). When you add a
target or instance to your Favorites group that's already a part of your shared SQL Sentry
environment, the target or instance isn't duplicated. As mentioned earlier, the Favorites group is
unique to each SQL Sentry client and defines a view of your larger SQL Sentry environment.
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Mavigator 1 ox

] 7 [cd]

S| AddTarger [y
+ Add Group

Cpen Event Calendar
T1on vnware

: +-35 Hyper-V

+,";'!. SE Demo Site

+£'!. Test Site

+-[fl Object Groups

+F.§;‘ Event Calendars

—Eg. Event Chains

42 BACKUPs - RESTORE & CHECKDE
{"‘ Event and Object Notes
—{Ef Configuration

-] Actions Log

+-[3] Contacts

-(7) Advisory Conditions (274)
-] Global Settings

- Inventory

+3§ Schedules and Windows
-4 Site Configuration

LE__IIII System Status

Changes you make regarding the watched status, or to any configured settings, conditions, and
actions from the context of the Favorites group are mirrored in the All Targets node. In the same way,
changes made to targets and instances from the context of the All Targets node are also mirrored
back to any Favorites groups that they belong to.

Virtualization Node

Introduction

The Virtualization node houses the support for VMware and Hyper-V virtualization options.
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Mavigator

] 7 [cd]

Search

=28 All Targets
#-{#%) Advisory Conditions (270)
E}r:frl Virtualization

ﬂ Vihdware
© #-33 Hyper-V
B8 SE Demo Site
,ﬁ. Test Site
[ Object Groups
EZ}--E‘%’ Event Calendars
[z Event Chains
----- 44 Event and Object Notes
- Configuration

-4 Acticns Log
[-[Ea Contacts

~[#7] Global Settings

- Inventory
EE}--% Schedules and Windows

-4y Site Configuration

=
-2 System Status

VMware

(%) Advisory Conditions (274)

Virtualization Node

To add a vCenter, right-click on the VMware node in the Navigator pane, and then select Add vCenter.
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Mavigator

] 7 [cd]

seard

=28 All Targets
w-{) Advisory Conditions (270)
=+-[%] Virtualization

Ll:I _"J_ Add vCenter %
- Refresh

-4 SE Demo Sitd
,s'!. Test Site
[ Object Groups
E}-Eﬁ-‘ Event Calendars

[z Event Chains

----- 44 Event and Object Notes
=88 Configuration

-4 Acticns Log

[-[Ea Contacts

(%) Advisory Conditions (274)
~[#7] Global Settings

- Inventory

E}-% Schedules and Windows
-4y Site Configuration

E’E. Systern Status

Virtualization Node

Enter the display name and your credentials, or check the box to select Use Windows session
authentication. Select the Site drop-down menu to choose which site will be responsible for the

monitoring of the vCenter.
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Add vCenter

Display Mame

Address

LIse Windaws session authentication

Login

Password

Site
Default Site

QK

Cancel

Virtualization Node

(i) Note: To add a vCenter, the monitoring service must be a configured user on the vCenter imple-
mentation and must have read-only access at minimum. For more information, see the VMware

Overview for SQL Sentry topic.

1 Important: If using SSPI authentication, be sure to select a site where the monitoring service

has at least read-only access to the vCenter.

Hyper-V

Whenever a Hyper-V guest or host is monitored with SQL Sentry, it appears under the Hyper-V node. If
the host is monitored with SQL Sentry, all of the host's guests appear as well. If only a guest is
watched with SQL Sentry, that guest's host displays. For more information, see the Windows & Hyper-

V Overview topic.
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Mavigator I x

] 7 [cd]

Search x

¥ Favorites

=S Al Targets

,:,...r;?j Advisory Conditions (270)
— & | Virtualization

- +_,.| Vhiware

+,¢'!. SE Demo Site
+£'!. Test Site
+|_lﬁ Object Groups
+F.§;‘ Event Calendars
+I._§;3 Event Chains
-E} Event and Ohject Notes
—{Ef Configuration

-4 Acticns Log

+-[@] Contacts

-(7) Advisory Conditions (274)
~[#7] Global Settings

- Inventory

+3§ Schedules and Windows
-4y Site Configuration

E-II Systern Status

Object Groups

Introduction

Object Groups are useful when you need to apply similar policies to a set of objects that don't exist
within the same hierarchical group in your SQL Sentry environment. These objects could be dispersed
throughout your environment in different sites, groups, or subtrees, but if they share a similar set of
characteristics, they may be ideal candidates for a similar set of policies.
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Navigator o
s
x
4@ Favorites
=T All Targets

#-(7%) Advisory Conditions (270)

- % | Virtualization

=38 Hyper-V
+£ﬂ. SE Demo Site

-4 Test Site
=8 § Object Groups
+ # Runtime Max Test (Order 2/Inheritable)

+G/i OLTP [Crder 3/Inheritable)
+G/5 Reperting (Order 4/Inheritable)
(7 Prod (Order 5/Inheritable)
#-(§9 Dev (Order 6/Inheritable)
+G/; Mamed Instances (Crder 7/Explicit)
+G/i Another Mamed Instance (Order 8/Explicit)
+G/3 Indexes (Crder 9/Inheritable)
+G/; Mew Demo Group (Crder 10/Inheritable)
+G/i Database Exclusions (Order 11/Inheritable)
+Q/; SRW Test Group (Crder 12/Inheritable)
+G/i SRW Test Group 2 (Order 13/Inheritable)
T---F.E;-‘ Event Calendars
+.§~_5 Ewvent Chains
{" Event and Object Notes
=@ Configuration
{" Acticns Leg
+L_,a] Contacts
#-(7%) Advisory Conditions (274)
- [7] Global Settings
; 4 Inventory
+33 Schedules and Windows
éé Site Configuration

'D|_=__| System Status

Object Groups

Take for example all of the transaction log backup jobs within your environment. You may wish to
suppress Runtime Threshold alerts generated when these jobs run by disabling the Send Email
action. Object Groups allow you to do this without affecting any other agent jobs. In the past, this
would involve you having to go and touch each of the transaction log backup job settings individually.
Object Groups allow you to avoid the tedious process, saving you time because you can quickly

locate objects by name or category, add them to a group, and apply a set of policies.

As Object Groups exist outside of the normal SQL Sentry hierarchy, a condition or setting configured
for an Object Group is applied last after any inherited or explicitly defined condition or setting. In this

way, Object Group conditions and settings have the final say within your environment.
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As mentioned earlier, typical uses include disabling Runtime Threshold alerts for all transaction log
backup jobs and applying policies to QA servers that may exist within several sites of your
environment. When you create an Object Group, you choose how configured conditions and settings
are applied in the group. You can create an ObjectGroup in which configured conditions and settings
apply strictly to the group members. Alternatively, you may create an Object Group in which
configured conditions and settings apply to the group members and their children. For more
information, see the following section Creating New Object Groups.

Evaluation Order

Each Object Group you create also has an associated evaluation order. This evaluation order is
specific to just the set of Object Groups in your environment. This is valuable when you have an
object that belongs to multiple Object Groups with a divergent set of policies. The evaluation order
allows you to control which group's configured conditions and settings are applied. A configured
setting or condition from the ObjectGroup with the highest evaluation order will be applied last, and
therefore will be the effective setting or condition. For example, if you have ten object groups, with
orders 1 through 10, then 10 will be the highest/last applied.

(i) Note: With object groups, the alert is applied to the first in the list. For example, if you have a
Top SQL: Duration Threshold Max alert and it was applied in 2 object groups; group 7 and group
5, then the alert in group 7 will eclipse the alert in group 5, so only the Top SQL: Duration
Threshold Max alert defined in group 1 is sent.

Settings

When you add new objects to an ObjectGroup, any setting that is applicable to that object type will be
configurable in the Settings pane. By default, each object in an ObjectGroup still receives its base set
of inherited settings from its parent objects in the SQL Sentry hierarchy. If you would like to override
these settings, define a setting within the ObjectGroup itself. Change the Defined setting to True.
After you define a setting for an ObjectGroup, that setting is reflected in any applicable objects that
belong to that group.

Conditions

Just like settings, condition/action combinations become available as appropriate when objects are
added to a group. With any ObjectGroup selected, you can configure conditions through

the Conditions pane. For more information, see the following section Configuring Conditions and
Settings for an Object Group.

Creating New Object Groups

(i) Additional Information: See the blog post on Creating Object Groups in SQL Sentry.
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To create a new Object Group, complete the following steps:

1. Double-click the Object Groups node in the Navigator pane to open the Object Groups Editor

window.

Mavigator o o=
e S|

Search x

=2 All Targets
(%) Advisory Conditions (85)
E}ﬁi_l Virtualization
: Q] Whware

:ﬁ Hyper-V
Default Site

P e |

Ei--EEE‘ Event Calendarsl’\xﬁ

~[z2 Event Chains

----- ) Event and Cbject Motes
= Configuration

-4 Actions Leg

-8 Contacts

() Advisory Conditions (85)
-] Globkal Settings

-~ Inwentony

95 Schedules and Windows
g4 Site Configuration

(|

=
-2, System Status

2. Select Add in the Groups section of the Object Groups Editor window to open the Add
Group dialog window.

Object Groups Editor %

Groups

Evaluation Order « |Name
2 Runtime Max Test
3 ar

Desription

[«][=]

4 Reporting

1 DL Tact I A el lelr v
—_—
Group Members

Type 4 [ Name alpPath |
SQL Server Agent Job ADWP2P Log Backup

5QL Server Agent Job | ADWP 2P Log Backup

5QL Server Agent Job | AG -Backup User Databases [Ful]

SQL Server Agent Job | AG -Backup User Databases [Log]

QU Server Agent Job | Agent history dean up: distribution

SQL Server Agent Job  All Teh Faiiz

SQL Server Agant Job | AuditTest
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(i) Note: The Groups section of the editor window contains any previously configured
groups in your environment. The Group Members section of the editor window allows you
to view individual members of any selected Object Group.

3. Enter a name and description for the group. Also take note of the Applies To drop-down box.
The following options are available:

Add Group — O X

MName
ITest Group I

Applies To
Selected group members and their children

Selected group members and their children
Selected group members onhy %

MOTE: This is a test of the Add Group System. This is only a test

QK Cancel

Option Description

Selected group Any conditions or settings you configure for the group also apply to the
members and  children of the group members. This makes the group's settings and
their children conditions inheritable.

Selected group Any conditions or setting you configure for the group only apply to the
members only  specific members of the group and have no effect on their children. This
makes the group's settings and conditions noninheritable.

(i) Note: If you're creating an ObjectGroup to set policies for all of the QA servers in your
environment, choose Selected group members and their children because this gives you
access to applicable settings and conditions from the instance level down to the object
level.

If you're creating an ObjectGroup to set policies for just a finite set of objects and do not wish to
impact or have access to children of the object, choose Selected group members only. Given
the transaction log backup job use case discussed earlier, it wouldn't matter which Applies To
option you chose because the agent job object is a leaf node in the SQL Sentry hierarchy.

4. Select OK to add your Object Group.
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Add Group — O *

Name
|Test Groups |

Applies To
Selected group members and their children

Description
MNOTE: This is a test of the Add Group System. This is only a test.

w— oK [ Cancel

Adding Object Group Members
To add new members to a group:

1. Select a group in the Groups section of the editor window, and then select Add in the Group
Members section of the editor window.

[5G Object Groups Editor X
Groups
Evaluation Order 4 | Name Desarption
2 Runtime Max Test ~
sam [+]
4| Reparting
as:
5 ES a . 0
Edit Delete
Group Members
Type [ Name NEE
Moimage data  SQLServer Agent Job ADWP2P Log Backup
Moimage data | SQL Server Agent Job | ADWP2P Log Backup
Mo image data | SQL Server Agent Job | AG - Backup User Databases [Ful]
Mo image data | SQL Server Agent Job | AG - Backup User Databases [Log]
i ent Job | Agent history dean up: distribution
hoimage data | SQL Server Agent Job | AllTeh Failz
Moimage data | SQL Server Agent Job | AuditTest
—

2. In the Select Group Members dialog screen, choose the object type of the group member you'd
like to add from the tree view, and then select Search to view objects of that type in your
monitored environment.
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Select Group Members - O *

4 | Category Path -
e

A| Ohject Type A | Name
al BN e Aflc

Name
4[| Global
[]| Custom Event View
4 Event Chain
Event Chain Mode
[ ] Performance Counter
4 [ | Site/Group
4[| Amazon RDS for SQL Server
4 [ | Amazon RDS for SQL Server
[] Blocking SQL
4 [ | Database
4[] Table
[] Index
[] Deadlocks
[ Procedure Stats
[ Query Stats
[] TepsqQL
4 [ | Analytics Platform System
4[| APS
[] APS Distributed Queries
[] APS Health Alert
[] APS Loader Backup Run
4 [ | Azure Elastic Pool
[ Azure Elastic Poal

4 [ | Azure SQL Database 1

4 [ | Azure SQL Database
[] Blocking SQL

[ Procedure Stats
F ]| oo

[ ] Query Stats ]

3. Select an object, and then select OK to add it to the group.
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Object Groups

Select Group Members

Name
4 Global
Custom Event View
4[] Event Chain
| Event Chain Node
Performance Counter
) Site/Group
) Amazon RDS for SQL Server
) Amazon RDS for SQL Server
Blocking SQL
4 Database
4 Table
Index
Deadlocks
Procedure Stats
Query Stats
Top SQL
) Analytics Platform System
4 APS
APS Distributed Queries
APS Health Alert
APS Loader Backup Run
4 Azure Elastic Pool
Azure Elastic Pool
) Azure SQL Database
) Azure SQL Database
Blocking SQL
Procedure Stats
Query Stats
Top SQL
4 Azure Synapse Analytics
4 Azure Synapse Analytics

Object Type &

Ewent Chain Node

Ewent Chain Node

Name

e

Test Chain
\GoogleUpdateTaskMachineCore

Wicrosoft\Windows\Windows Defender\Windows Defender Cache Maintenance Test Chain'Global

Search

— O *
4 |Category | Path -
Afc e
Global
Test Chain'Global

(i) Note: You can add multiple objects by pressing Ctrl or Shift.

Configuring Conditions and Settings for an Object Group

Once you've added your desired objects to the group, you can begin configuring the conditions and
settings for the group. Configure conditions and settings, through the Conditions and Settings pane.
If you don't see the Conditions and Settings pane, use the View (View > Conditions) menu to open it.

To add a condition to a group, complete the following steps:

1. Select Object Groups in the Navigator Pane, and select the desired Object Group.

2. Open the Conditions pane, and then select Add to open the Actions Selector window.

3. Choose your desired condition/action combinations, and then select OK.
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(i) Note: Any conditions that are applicable to the objects within your group are available for you
to configure. You can also configure settings for the ObjectGroup through the Settings pane.
Any settings that are applicable to the objects in your group are available for you to configure.
As discussed earlier, by default, each object in an ObjectGroup still receives its base set of
inherited settings from its superior parent objects in the SQL Sentry hierarchy. If you would like
to override these settings, you must first define a setting within the ObjectGroup. To do this you
need to set the Defined flag to true in the Settings pane. After you define a setting for an Object
Group, that setting is reflected in any applicable objects that belong to that group.

(i) Additional Information: For more information about Object Groups, see the Manipulating
Runtime Thresholds with Object Groups blog post.

(i) Note: If you're ever unsure of where an object is receiving its inherited settings, you can check.
The Active Settings List report lists this information for each setting in the Object Name
column. Access this report from the Reports menu (Reports > General > Active Settings List).

File Reports Refresh Report

{1 of 10 b b |« @ i B A = | 100% - Find | Next

B- Acti;e‘iteﬂingsList Active Settings List 12812020 7:02:02 AM
... Cloud Object Name -~ Setting Type - Setting Name = Value =
- Global
- LONDONSQLO1 52 local - 3 -
. LONDONSQLO se Jocal: SQL S¢ Dev SQL Server Agent Job Meximum Runtime Threshold 0.01:00:00
. LONDOMSRVD7.SE LOCAL Dev SQL Server Agent Job Maxdmum Rurtime Thresheld 0%
- MANAGEDINSTANCE-QA-EUS-I Péf_cem -
.. Production. TransactionHistory Dewv SQL Server Agent Job Minimum Rurtime Threshold 0.00:00:00
.. REDMONDEBIDZ.SE.LOCAL Dev 5QL Server Agent Job Minimum Rurtime Threshold 0%
- REDMONDSQL03.SE.LOCAL Percent
... Sales SalesOrderDetail Global Analysis Services Collect Memory by Category Data es
- Sales SalesOrderHeader Global Analysis Services Maintenance Window Enabled No
- SE Demo Site Global Analysis Services Mairtenance Window Name None
352%’1%?22 .E(;I)_CrgtCPAITMEX Global Analysis Services Synchronization Threshold 0.00:30:00
VI'U'I:S E:ﬁ.ST;“\B.;SE.LOCP\L Global Analysis Services Synchronization Type Don'tﬂlsynmrt_miz"e
- VM-5E-WINSQL1.SE.LOCAL - - .
VM-SE-WINSQL1 se Jocal: SQL ¢ Global Analytics Platform System Maintenance Window Enabled Mo
- M-SE-WINSRVI.SE LOCAL Global Analytics Platform System Maintenance Window Name MNone

Global

APS Distributed Queries

Maximum Rurtime Threshold

0.00:00:00

Alternatively, you can view this information directly at the individual object level. Select the desired
object in the Navigator pane, and then open the Settings pane. The Inherent From Parent section of
each setting group contains the name of the superior object that is passing down that group of
settings. In the case where the object's setting has been defined with an Object Group, it lists that
Object Group as the parent.

Schedules and Windows

Introduction
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SQL Sentry employs extensive scheduling capabilities through its Schedules and Windows features.

Schedules and Windows can be managed through their respective nodes found in the Navigator
pane.

Navigator *
s ol

[ Search x
{‘g Favorites
= 4"5 All Targets

#-(7%) Advisory Conditions (272)
-" Virtualization
. [ VMware
: 25 Hyper-V
+,§‘!. SE Demo Site
+;§‘5 Test Site
+|_Q Object Groups
+E7;‘ Event Calendars
—|.;3 Ewent Chains
+s.0 BACKUPs - RESTORE & CHECKDE
-2 Event and Object Notes
-I-{@ Configuration
{“ Actions Log
+Lﬂ Contacts
#-(%) Advisory Conditions (286)
Global Settings
= Inventory
—

~-g4 Site Configuration [

Ez__l System Status

_Na‘.figa:or lE‘,-en: CalendarJ[PIan l—is:c:PJfJ

Schedules has the following application within SQL Sentry:
» Fragmentation Manager Operations
Windows has the following applications within SQL Sentry:

e Maintenance Windows
» Email and Pager Windows for Users and Groups
* Ruleset Windows for Configured Actions

Schedules

SQL Sentry allows you to create Schedules that can be applied in the following place:

Getting Started Guide: SQL Sentry page 124



’7 SOLARWINDS Schedules and Windows

Scenario Description

Fragmentation Enable Fragmentation Manager in your SQL Sentry environment, and then select

Manager a schedule to perform Fragmentation Manager Operations. This schedule is

Operations initially specified in the Fragmentation Manager wizard. After enabling
Fragmentation Manger for an instance, access the applied schedule through the
Index Defragmentation settings found in the Settings pane (View > Settings).

Note: Index Defragmentation settings, including the applied schedule, can be
configured at the following levels: All Targets (Global), site, target group, target,
instance, database, table, and individual index.

Additional Information: For more information, see the Fragmentation Manager
topic.

Windows

SQL Sentry allows you to create Windows that can be applied in the following places:

Scenario Description

Maintenance Used to set a schedule for the Maintenance Window. Only Log Actions are

Windows triggered for Failsafe Conditions inside the Maintenance Window. Maintenance
Window settings allow a time frame to be specified while scheduled maintenance
activities take place on that instance.

Note:There are several options for configuring Maintenance Windows within SQL
Sentry, including Maintenance Windows specific to targets, instances, and the SQL
Sentry database.

1 Maintenance windows use the local time that is specific to the target.
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Email and Pager Windows can be assigned to a user or group. Windows control the
time frame of when alerts are sent to the user or group. When you assign an

Email or Pager Window to a user or group, you have the option to change the
Window Behavior to one of the following:

Option Description

Scenario

Email and
Pager
Windows for
Users and
Groups

Description

Perform actions Only email and pager actions that occur during the Window's

that occur active time frame are carried out. Email and pager actions that
within the are triggered outside of the active time frame are suppressed.
window

Don't Perform Email and pager actions that occur during the active time
actions that frame are filtered or suppressed. Only email and pager actions
occur within the that occur outside of the Window's active time frame are
window carried out.

Note: To apply an Email or Pager Window to a user or group, double-click the user
or group in the Navigator pane to open an Edit User/Group tab. Use the Email or
Pager Window drop-down list to choose the desired Window. Use the Email or
Pager Window Behavior drop-down list to choose the desired behavior.

Additional Information: For more information, see the Contact Management topic.
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Scenario Description

Ruleset
Windows for
configured
Actions

Windows may be applied to configured actions that control the time frame of when
that action can take place. When you assign a Window to a configured action you
have the option to change the Window Behavior to one of the following:

Option Description

Perform actions Only email and pager actions that occur during the Window's

that occur active time frame are carried out. Email and pager actions that
within the are triggered outside of the active time frame are suppressed.
window

Don't Perform Email and pager actions that occur during the active time
actions that frame are filtered or suppressed. Only email and pager actions
occur within the that occur outside of the Window's active time frame are
window carried out.

Note: To apply a Window to a configured action, select the action in the Conditions
pane, and then open the Ruleset tab for the selected action. Use the Window drop-
down list to select your desired Window. Edit an existing window by selecting Edit,
or create a new window by selecting New. Select Window Behavior, or use the
Window Behavior drop-down list to choose the desired behavior.

Additional Information: For more information, see the Alerting and Responses
System topic.

Creating a Schedule or Window

Expand the Schedules and Windows node in the Navigator pane to display the Schedules and
Windows nodes. Create a new Schedule or Window by completing the following steps:

1. Double-click the Schedules or Windows node to open the Select a Schedule or Select a Window
selection screen.
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Mavigator x
s |
Search b
- Favorites

l_—__}.qigI All Targets

@-(%) Advisory Conditions (85)

E}'T;_I Virtualization

: @ Vhdware

_ iﬂ Hyper-V

-4 Default Site

=+ Object Groups

-(## Test (Order 1/Inheritable)

fﬁ AFK [Crder 2/Inheritable)

EEF--E'.?J Event Calendars

=t[z= Event Chains

-89 Test Chain (disabled)

----- £ Event and Object Notes

=g Configuration

48 Actions Log

FEa Contacts

(%) Advisory Conditions (85)

~[47] Global Settings

- Inventory

[—}-% Schedules and Windows
-0 R f—
=-Z3 Windows h

ﬁﬁ Site Configuration

- Systern Status

_| Mavigator HEvent Calend arJlF'Ian HiStDr‘:,‘J

2. Select New to open the Schedule Properties or Window Properties window.
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Select a Schedule — O >
Mame Type Description
b iMNone Mo schedule selected,
Monday-Friday Recurring Runs every day at 12:00:00 AM
Thursday and Friday Testing | Recurring Runs on Thursday, Friday of each week, every week at 12:00:00 AM
Wednesday Run Recurring Runs on Wednesday of each week, every week at 12:00:00 AM

!

Edit || Delete || Newl}l

. 0K | Cancel |

(i) Note: You can also edit existing Schedules or Windows by selecting a schedule or
window and then selecting Edit.

3. Enter a name for your Schedule or Window, then configure the properties. Select OK to save
your schedule or window.
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Schedule Properties - Sample Schedule — O x
Name: |Sample Schedule |
Schedule Type: | Recurring ~
Onetime occurence

Date: 8/13/201 Time: 121714 PM %
Frequency

Oceurs: |Weekl3r ~ |

Recurs every: 1 El week(s)

Monday [] Wednesday [ Friday [ saturday
[ Tuesday [] Thursday [ sunday

Daily Frequency

(®) Occurs once at: 12:00:00 AM El

() Oceurs every: minute(s) ~ Starting at: 12:00:00 AM <

Ending at: 11:5%:53 FM %

Duration

Start Date: 81372021 ~ (") End date: 8/13/2021

(® No end date
Summary Runs on Monday of each week, every week at 12:00:00 AM
Description:
[ ok[y ] cancel

Schedule or Window Properties Options

The following Schedule or Window Properties options are available:
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Schedule Properties — O x
Mame: || |
Schedule Type: | Recuming w
Onetime occumence

Date: 813,201 Time: 12:25:00 PM 15
Frequency
Oceurs: |Weekly ~ |
Recurs every: week(s)
] Monday [] Wednesday [ Friday [] Saturday
] Tuesday [ Thursday [ Sunday
Daily Frequency
(®) Occurs once at: 12:00:00 AM El
() Oceurs every: minute(s) ~ Starting at: 12:00:00 AM =
Ending at: 11:59:55 FM =
Duration
Start Date: 332~ O End date: 313,201
(® No end date
Summary Runs on of each week, every week at 12:00:00 AM
Description:
oK Cancel

Section Description

Name

Schedule
Type

Window
Duration

Getting Started Guide: SQL Sentry

The name that is applied to the Schedule or Window.

Option Description

Recurring A recurring Schedule or Window repeats according to the frequency
and duration you choose.

OneTime A one time Schedule or Window takes place only on the occurrence
date you specify.

Compound A compound Schedule or Window can be created that combines

previously created schedules.

Specify the duration or length of time that the Window is active.
Note: Window Duration applies only to Windows and is not available for Schedules.
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Section Description

One-time Select the time you would like the one-time occurrence of the Schedule or Window to
occurrence take place.

Note: This option is only applicable for schedule type: One Time.

Frequency  The Frequency of the Schedule or Window can be set to either Daily, Weekly,
or Monthly. Additional Frequency options are available depending on the chosen
occurrence type.

Daily Use the Daily Frequency options to select the specific time(s) during the day the
Frequency  Schedule or Window occurs.

Duration Use the Duration section to specify a Start Date and End Date.

Summary The Summary description auto-fills according to the chosen options. You may add to
the summary or change the text as desired.

Contact Management

Introduction

The Contacts node is used to create and maintain Users and Groups within your SQL Sentry
environment.Users and Groups are created for a couple of different reasons. They can be created for
notification purposes within the SQL Sentry Alerting and Responses System. Once you configure a
Send Email or Send Page action, any user or group that's been created becomes available for you to
choose as a target.

The other reason for defining Users and Groups is the ability to assign rights to them. These rights
are used to restrict the access of Users and Groups within the SQL Sentry client. For more
information, see the SQL Sentry Client Security topic.
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Contact Management

Mavigator
fas O

Search

=5 All Targets

---r;-‘}J Advisocry Conditions (85)
I%_}--'_"-fu Wirtualization

: E-' Vilware

: @23 Hyper-V
-8 Default Site
[l Object Groups
E}-Eﬁ-‘ Event Calendars
[z Event Chains
----- &4 Event and Object Motes
=@ Configuration
-4 Actions Log
B coocs
() Advisory Conditions (85)
~[#7] Global Settings
- Inventory
-5 Schedules and Windows
44 Site Configuration

% Systern Status

_| Mavigator HEv ent Calend arJ[F'Ia n H istu:r;J

Viewing Notifications by User or Group

From the Contacts node, it's possible to view all notifications assigned to a user or group. View all
notifications assigned to a user or group on the Contacts node by completing the following steps:
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>

Search

----- 4 Favorites

I_—__}_!.gI All Targets

#-(%) Advisory Conditions (272)
E}ﬁ;__l Wirtualization

: @ Whdware

! iﬂ Hyper-V

- f4 SE Demo Site

fil- 8 Test Site

[ Object Groups

E}-Eﬂ’ Event Calendars

=h[z= Event Chains

----- =) Event and Object Notes
- Configuration

-] Actions Log

S conc

ﬁ Izers

E@ Groups

----- B2 Call Schedule &
% Call Schedule B
-8 Call Schedule C
-8, Demo Admin
-8 Lab Admins
82, UK DBAs

----- 2, USDBAs
8-(%) Advisory Conditions (286)

~[47] Global Settings

2= BACKUPs - RESTORE & CHECKDE

_| Mavigator HEvent Calend arJlF'Ian HiStDr‘:,‘J

Contact Management

Expand the Contacts node in the Navigator pane, and then expand the Users or Groups node.

2. Select the desired user or group, and then open the Conditions pane to display any associated

notifications.
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Conditions
Call Schedule A

General Conditions

Inherited

Status Action & | Object

¥ Event Chain: Failure

¢ Index: Defragmentation Failure

¥ S0QL Server Agent Job: Failure

¥ S0QL Server Agent Job: Step Failure
¥ S0QL Server: Blocking SQL

Explicit

Action i | Behavior

W

Action Settings | Condition Settings Ruleset Descripl |+ F

Select Targets

Users Groups
Alec Pickup (apickup@s Call Schedule A
Andy Yun (ayun@sent Call Schedule B
Brandon Young (byoun Call Schedule C
Dhieamin Kl ~Dieaan sl o Cimre A denie

From Address |

(Blank for Default)

_[Cundl'tl'un sJ[Setti ng s.J

Contact Management

3. Use the list of notifications to disable or change any of the configured actions.
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Conditions ks
Call Schedule A

General Conditions | - |

Inherited
Status Action & | Object N |

4 Event Chain: Failure -
Enabled Send Email | Global

4 Index: Defragmentation Failure
Enabled Send Email | Global

4 SQL Server Agent Job: Failure
Enabled Send Email | REDMOMNDSOLO3. se.local

¥ SOL Server Agent Job: Step Failure

"]
Explicit

Action & | Behavior

W

Action Settings Condition Settings Ruleset Descrip r
Condition Filter
| | | Mew | | Delete |

And

‘... [Message Text] Begins with <enter a value= [}

| Cendition SJ[SEtti n gsJ
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Users

1. Expand the Users node in the Navigator pane to list any configured users.

Mavigator b
7 O |
Search b4
ﬂ Favorites ~

- = (I

(%) Advisory Conditions (272)

E}'T;_J Virtualization

@ Vhdware

{ §§ Hyper-V

- SE Demo Site

-4 Test Site

FHEf Object Groups

-3 Event Calendars

=h{z2 Event Chains

-2 BACKUPs - RESTORE & CHECKDB
----- 4% Event and Object Notes

= Configuration
42 Actions Log
=@ Contacts
Eﬁ Uszers

.5 Andy
.!, Brandon

- L Denis
s Devon

3‘ John e
< | m | >

_| Mavigator HEvent Calend arJlF'Ian Histor}fJ

Adding a User

Add a User by completing the following steps:
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1. Right-click the Users node, and then select New to open the Add a User tab.

Mavigator *
f 7 O |
Search x

=54 All Targets
(%) Advisory Conditions (85)
E}lT;_I Virtualization

: @ Viware

: jﬁ Hyper-V

(-4 Default Site

A Object Groups

E}-Eﬂ’ Event Calendars

[z Event Chains

----- &4 Event and Object Notes
=g Configuration

-4 Actions Log

=+[Eal Contacts
B | Users

() Ad Mew Folder
-] Glo
| Refresh
- ,

EE&--% Schedules and Windows
ﬁ-ﬁ Site Configuration

=
-2 System Status

_| Mavigator HEvent Calend arJlF'Ian HiStDr‘:,‘J

Contact Management

2. Enter the applicable information for your User, and then select i (Save toolbar button) to save

the new user.

Getting Started Guide: SQL Sentry

page 138



’7 SOLARWINDS Contact Management

File Wiew Reporis Tools Window Help
A3 hE|dlr v O

Cal Add a User® /\'-?'

Save

Properties
First Mame*
|Scott |
Last Mame
|JEFFerson |
Email Address Email Window
|smtt.jeFFersun@gmail.mm | |Nune | - HII
Email Window Behavior
|Perﬁarm actions that occur within the windaow, | - |
Pager Address Pager Window
| | |Nune | - HII
Pager Window Behavior
|Perﬁarm actions that occur within the windaow, | - |
Login
|smtt_ieFFersunﬂnterwurks | | |
Description

Groups

Available: Selected:

Default Alerts
Add all -==

Editing a User

Edit an existing user by completing the following steps:
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Double click or right click an existing User to open the Edit User tab.

Mavigator b
fa s
Search b4

=54 All Targets

"'ri?’J Adviscry Conditicns (85)
E}E__I Virtualization

: @ Whiware

: jﬁ Hyper-V

-4 Default Site

[l Object Groups
}Ea"‘ Event Calendars
~[z2 Event Chains

&4 Event and Object Notes

=g Configuration

-4 Actions Log
=+[Eal Contacts

Elﬁ Users
mjesse Sindelar (jesse.sindela JOne.com)
to & Scott Jefferson (scottjeffersen@ gmail.com) Ib
#-{3@ Groups

(%) Advisory Conditions (85)

~[47] Global Settings

- Inventory
EE&--% Schedules and Windows

aﬁ Site Configuration

=
-2 System Status

_| Mavigator HEvent Calend arJlF'Ian HiStDr}‘J

Contact Management

2. Edit the applicable information for your user, and then select lal (Save toolbar button) to save

your changes.
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File Wiew Reporis Tools Window Help

449 DEHlY 1 O
& Edit User: Jesse 48 yone.com)® 3
Save

Properties Righ
First Mame*

|Jesse |

Last Mame
|5indelar |

Email Address Email Window
|jesse.sindelar@senh’yune.mm | |Nnne | - HII

Email Window Behavior

|§D|::nn't perform actions that ocour within the window, | - |

Pager Address Pager Window

| | |Nnne |T|II|

Pager Window Behavior

|Perfcrm actions that occur within the windaow, | - |

Login
| =

Description

Groups

Available: Selected:
Default Alerts

Add -

<-Remove

Add All -==

« - Remove Al

(i) Note: For detailed information about the options available in the Add a User, and Edit
User tabs, see the User Fields section below.

Deleting or Disabling a User

To delete a user, right-click the user, and then select Delete User from the context menu. Select OK to
confirm the deletion.
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Mavigator x
fa s |
Search x

=5 All Targets

---r:‘}.ﬁ Advisocry Conditions (85)
E}ﬁi_l Yirtualization

: E] Vilware

~25 Hyper-V

-8 Default Site

[l Object Groups

E}-Eﬁ-‘ Event Calendars

[z Event Chains

----- &4 Event and Object Motes
=@ Configuration

-4 Actions Log
=HE Contacts

Elﬁ Users

@ Groups

b Jesse Sindelar (jesse.sindelar@sentryone.com)
m Scott Jefferson (scott.jefferson@ gmail.com)

Open

() Advisory Conditions [85)

Delete User I}

~[#7] Global Settings
- Inventory

Dizable User
Refresh

E}-% Schedules and Windows
é-ﬁ Site Cenfiguration

=
-~ System Status

_| MNavigator ”Ev ent Calend EI'J[F'|E nH istn::r;,fJ

Contact Management

To disable a user, right-click the user, and then select Disable User from the context menu. Disabled

users are grayed-out in the Navigator pane and have Disabled next to their name.
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Mavigator
fas O

Search

=5 All Targets

---r,"}J Advisocry Conditions (85)
EHT;__I Yirtualization

: @ Vilware

~25 Hyper-V

-8 Default Site

[l Object Groups

E}-E'.ﬂ’ Event Calendars

[z Event Chains

----- &4 Event and Object Motes
=@ Configuration

-4 Actions Log

=+[Eal Contacts

Elﬁ Users

,!, Jesse Sindelar (jesse.sindelar@ sentryone.com)
E Groups

(%) Advisory Conditions (85)
-] Global Settings

Cpen

Delete User

- Inventory

—- Disable User [} I

E}-% Schedules and Windows Refresh

-4 Site Configuration
=
=, System Status

_| Navigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

Contact Management

(i) Note: When you disable a user, they no longer receive notifications for any actions where they
were the selected target. If the disabled user is part of a group, that user no longer receives noti-

fications when that group is notified.

Enabling a User

To enable a user that has been disabled, right-click the user, and then select Enable User.
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Mavigator x
fa 7 Od
Search x

=5 All Targets

---r,"}J Advisocry Conditions (85)
EHT;__I Yirtualization

: @ Viiware

: ﬁi Hyper-V

-8 Default Site

[l Object Groups

E}-E'.ﬂ’ Event Calendars

[z Event Chains

----- &4 Event and Object Motes
=@ Configuration

-4 Actions Log
=+[Eal Contacts
Elﬁ Users
ﬂ]esse Sindelar (jesse.sindelar@sentryone.com) [disabled)
-3 Groups Cpen
(%) Advisory Conditions (85) Delete User
-] Global Settings I
- Enakle User
- Inventory D\?
EE}--% Schedules and Windows Refresh

-4 Site Configuration

=
=, System Status

_| Navigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

User Fields

When you create a new user or edit an existing user, the following fields are available.
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[3E]startPage x| [ AddaUser x

Properties
First Mame™®

Last Mame

Email Address Email Window

| | |Nune |v||1|

Email Window Behavior
|Perﬁ:nrm actions that occur within the windaow, | - |

Pager Address Pager Window

| | |Nune |v||1|

Pager Window Behavior

|Perﬁ:nrm actions that occur within the windaow, | - |

Login
| L]

Description

Groups

Available: Selected:
Default Alerts

Add -=

<-Remove

Add All -==

< =~ Remove Al

Field Description

First Name  The first name of the user. Required.

Last Name The last name of the user.

Email The email address of the user. Required.
Address

Pager The pager address of the user.

Address
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Field Description

Email
Window

Email
Window
Behavior

Pager
Window

Pager
Window
Behavior

Login

Description

Groups

The Email Window for the selected user. When you assign an Email Window to a user
or group, be sure to take note of the Email Window Behavior option.

Additional Information: For more information about Schedules, see the Schedules
and Windows topic.

Option Description

Perform actions  Only email actions that occur during the Window's active time
that occur within  frame are carried out. Email actions that are triggered outside
the window of the active time frame are suppressed.

Don't Perform Email actions that occur during the active time frame are
actions that occur filtered or suppressed. Only email actions that occur outside of
within the window the Window's active time frame are carried out.

The Pager Window for the selected user. When you assign a Pager Window to a user
or group, be sure to take note of the Pager Window Behavior option.

Additional Information: For more information about Schedules, see the Schedules
and Windows topic.

Option Description

Perform actions  Only pager actions that occur during the Window's active time
that occur within  frame are carried out. Email actions that are triggered outside
the window of the active time frame are suppressed.

Don't Perform Pager actions that occur during the active time frame are
actions that occur filtered or suppressed. Only pager actions that occur outside
within the window of the Window's active time frame are carried out.

The Windows or SQL Authentication account for the user. You can associate a SQL
Sentry user with a Windows or SQL Authentication account and restrict access to
specific Sites, Target Groups, or instances, effectively limiting what the logged-in
user can see within the client.

Additional Information: For more information, see the SQL Sentry Client Security
topic.

Descriptive text or notes for the user.

The Available area lists any group within your SQL Sentry enterprise. The Selected
area lists those groups that the user belongs to.
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Groups

Expand the Groups node in the Navigator pane to list any configured groups.

Mavigator b
7 o

Search b4
{E Faveorites

=S All Targets
&-(7) Advisory Conditions (272)

E}'T;_I Yirtualization

@ Viiware

ﬁi Hyper-V

- SE Demo Site

-4 Test Site

[-Ed Object Groups

-3 Event Calendars

[EH[z2 Event Chains

w-@2 BACKUPs - RESTORE & CHECKDB
----- 4] Event and Object Motes
- Configuration

-4 Actions Log

=@ Contacts

j 3 Users

=

----- B2 Call Schedule &
-~ Call Schedule B
--82 Call Schedule C
-8 Demo Admin
82 Lab Admins
-8, UK DBAs

----- §, USDBAs
() Advisory Conditions [286)
-] Global Settings

-] Inventory
EE}--% Schedules and Windows

é-ﬁ Site Configuration

=
= System Status

_| Mavigator HEvent Calend arJ[F'Ia n HiStDr‘:,"J

(i) Note: In versions 2020.8.31 and later, a default group named Default Alerts is created during
the onboarding process and the user added during the onboarding process is automatically
added to this group. This is the default contact group for Send Email actions.
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Contact Management

Adding or Editing a Group

Add a Group by completing the following steps:

1. Right-click the Groups node, and then select New to open the Add a Group tab.
Mavigator X
- S | _
Search x

=24 All Targets
---ri?’) Advisory Conditions (85)
E}ﬁ;__l Virtualization

: @ Vihdware

! jﬁ Hyper-V

-8 Default Site

E-EH Object Groups

-0 Event Calendars

~[z2 Event Chains

----- 44 Event and Object Notes
=88 Configuration

-4 Actions Log

=@ Contacts
ﬁ Users
EBF ] Groups

Mew Folder

Refresh
-5 Sch
-4y Site Configuration

=
-2 System Status

_| Mavigator HEvent Calend arJlF'Ian HiStDr‘:,‘J

2. Enter the applicable information for your Group, and then select Il (Save toolbar button) to save
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the new Group.

File Wiew Reporis Tools Window Help

a4 &1 EEI%P )
(& Add a Group™ 1
Save

Properties

Group Mame™®

|Test Group |

Alert Window

sty =]

Alert Window Behavior

|Perﬁ:rm actions that occur within the window, | - |

Login
|Test@fl:est.urg || |

Description

Users

Available Selected
Jesse Sindelar (jesse.«

Add >
<-Remove
Add all -==

< =-Remove Al

Edit an existing Group by completing the following steps:
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1. Double click or right click an existing Group to open the Edit Group tab.

Mavigator b
7 |
Search x
ﬂ Favorites A
I_—__}.qigI All Targets

#-(%) Advisory Conditions (272)
E}'T;_I Virtualization

: @ Vhdware

_ iﬂ Hyper-V

-4 SE Demo Site

fil- 8 Test Site

FhEf Object Groups

EE}--E‘%‘ Event Calendars

=h[z= Event Chains

"@& BACKUPs - RESTORE & CHECKDE
----- {#) Event and Ohject Notes
- Configuration

4] Actions Log

=H[Eal Contacts

ﬁ Uszers

EE Groups

82 Call Schedule B
-8 Call Schedule C
-8, Demo Admin

-8 Lab Admins

-8, UK DBAs

----- §2, USDBAs

(%) Advisory Conditions (286)
~[47] Global Settings i

_| Mavigator HEvent Calend arJlF'Ian HiStDr‘:,‘J

Contact Management

2. Edit the applicable information for your Group, and then select il (Save toolbar button) to save

your changes.
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File Wiew Reporis Tools Window Help
43 DNEE]ly 1o
82, edit Group: Call * X
Save
Properties Rights
Group Mame™®
|Call Schedule A |
Alert Window
| Call Schedule A (][]
Alert Window Behavior
|Perﬁ:|rm actions that occur within the window, | - |
Login
Description
)
L
Users
Available Selected
Andy Alec
John — Devan
Lord
Add all -==

Assigning User(s) to a Group

To assign users to the group, choose from the available users on the bottom-left side of the
Properties view, and then select Add. Select Save din the top toolbar to save the group.
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% Edit Group: Test Group™ X

Properties Rights
Group Mame™*
|Test Group |

Alert Window

| Weekly | - HZI

Alert Window Behavior

|Perﬁ:|rm actions that occur within the windaow, | - |
Login
Description
Users
Available Selected
Add -> [N
<-Remove
Add all -==
<<~ Remove Al

Deleting or Disabling a Group

To delete or disable a group, right-click the desired group, and then select Disable Group. Disabled
groups are grayed-out in the Navigator pane and have Disabled next to their name.
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Mavigator
fas O

Search

=5 All Targets

---r,"}J Advisocry Conditions (85)
EHT;__I Yirtualization

: @ Vilware

~25 Hyper-V

-8 Default Site

[l Object Groups

E}-E'.ﬂ’ Event Calendars

[z Event Chains

----- &4 Event and Object Motes
=@ Configuration

-4 Actions Log
=+[Eal Contacts

ﬁ Isers
=G Groups
----- 82, Default Alerts

Tr:::t Group

() Advisory Conditio Cpen 1
~[#7] Global Settings Delete Group
=l t

— Inventory I Disable Group l}l

-5 Schedules and Win

44 Site Configuration Refresh

=
-~ System Status

_| MNavigator ”Event Calend arJ[F'Ia n Histn::-r;,fJ

Contact Management

(i) Note: When you disable a group, that group no longer receives notifications for any
actions that they are the selected target of. Disabled groups are grayed-out in the

Navigator pane, and they are also listed as Disabled.

Enabling a Group

To enable a group that has been disabled, use the right-click context menu of the group, and

select Enable Group.
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Contact Management

Mavigator x
M 7 i |
Search x

=5 All Targets

-{%) Advisory Conditions (85)
E}E__I Wirtualization

: @ Vilware

~25 Hyper-V

-8 Default Site

[HEd Object Groups

E}-E‘.ﬂ’ Event Calendars

[z Event Chains

----- &4 Event and Object Motes
=g Configuration

-4 Actions Log

=+[Eal Contacts

ﬁ Users

EI@ Groups

----- 82, Default Alerts
Tr:st Group (disabled)

() Advisory Conditions [85) Open l
~[#7] Global Settings Delete Group
- Invento
= v . Enakle Group Ié ||
E}-% Schedules and Windows
44 Site Configuration Refresh
=

-~ System Status

_| MNavigator ”Event Calend arJ[F'Ia n Histn::-r;,fJ

Group Fields

When you create a new group or edit an existing group, the following fields are available:
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[E] Add a Group =

Properties
Group Mame™®
| |
Alert Window
| Mone | - HZI

Alert Window Behavior

|Perﬁ:rm actions that occur within the windaow, | - |

Login
| L]

Description

Users

Available Selected
Jesse Sindelar (jesse.:

Add -=

<-Remove

Add All -==

<<~ Remove Al

Field Description

Group Name The name assigned to a group. Required.

Alert When you assign an Alert Window to a group be sure to take note of the Alert
Window Window Behavior option.
Additional Information: For more information about Schedules, see the Schedules
and Windows topic.

Getting Started Guide: SQL Sentry page 155


https://docs.sentryone.com/help/navigator-schedules-and-windows
https://docs.sentryone.com/help/navigator-schedules-and-windows

& SOLARWINDS All Targets

Field Description

Alert
Option Description

Window P P

Behavior Perform actions  Only email and pager actions that occur during the Window's
that occur within active time frame are carried out. Actions that are triggered
the window outside of the active time frame are suppressed.
Don't Perform Actions that occur during the active time frame are filtered or
action that occur suppressed. Only email and pager actions that occur outside of
within the the Window's active time frame are carried out.
window

Login The Windows active directory account for the group. You can associate a SQL Sentry

group with a Windows active directory account and restrict access to specific sites,
target groups, or instances, effectively limiting what the logged-in user can see within
the client. For more information, see the SQL Sentry Client Security topic.

Description  Descriptive text or notes for the user.

Users The Available area lists users within your SQL Sentry enterprise. The Selected area
lists any users that belong to the group.

All Targets

The All Targets node is the root node of the SQL Sentry client and is located in the top position of the
Navigator pane. All targets that are registered across the entire SQL Sentry enterprise are found
within All Targets.

The All Targets node is used to configure global conditions and settings within the SQL Sentry
Alerting and Responses System. The All Targets node is also used to view Event Calendar,
Performance Overview, or AlwaysOn Management.
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All Targets Context Menu

Mavigator B x| [3E]startPage
& 7 od |
Search x -
B |
" Cpen DE- L I Event Calendar
B Set Default View r Performance Cwvenview
E Add 3 AlwaysCn Management

Show Monitoring Services List

- Show System S N
ow System Status ame
-l ’

wfa Add Advisery Conditicn *
-

Snooze Alerts For 3
=

----- 44 Event and Object Motes
= Configuraticn

-4 Actions Log

[-[Eal Contacts

@-(#) Advisory Conditions (85)
-] Global Settings

- Inventory
E}-@ Schedules and Windows

-4 Site Configuration

=
=, System Status

Right-click on the All Targets node to access its context menu. The following commands are
available:

Command Description

Open > Event Calendar Opens the global event manager view of your SQL Sentry
enterprise.

Open > Performance Overview Opens the shared Performance Overview.

Open > AlwaysOn Opens the AlwaysOn Management environment.
Management

Add > Site Adds a new Site node beneath the Shared Groups node.
Add > Connection Adds a new connection to the Default Site.
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Global Level of the Alerting and Response System

The All Targets node is used to configure global conditions and settings within the SQL Sentry
Alerting and Responses System. When the All Targets node is selected in the Navigator pane, the
associated global level Conditions and Settings pane is available. If you don't see the Conditions and
Settings pane when the All Targets node is selected, use the View menu to bring up the desired pane.
Conditions and settings configured at the All Targets level are global in nature. This means that when
a condition or setting is set at the Shared Group level, it automatically propagates down throughout
your SQL Sentry environment.
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Conditions H
Global (Global)
General Conditions | - |
Condition & | Action & |
Analysis Services: Top Commands: Duration Threshold Max | Send Email |~ A
Analysis Services: Top Commands: Error Send Email
Reporting Services Report: Failure Send Email
Reporting Services Report: Runtime Threshold Max Send Email
Reporting Services Report: Runtime Threshold Min Send Email
S0L Server Agent Alert: Alert Fired Send Email
S0L Server Agent Job: Block Send Email
S0L Server Agent Job: Failure Send Email
S0L Server Agent Job: Retry Send Email
SQL Server Agent Job: Runtime Threshold Max Send Email
S0QL Server Agent Job: Runtime Threshald Min Send Email
SOL Server Agent Log: Error Send Email
SQL Server Agent Log: Warning Send Email | v
Delete Add
[
Action Settings Condition Settings Ruleset  Description ¥
Select Targets
Users Groups
[ ] Jesse Sindelar {jesse.sindelar Default Alerts
[ ] Test Group (disabled)
partanc
From Address | | (Blank for Default)
|C-::-n|:|iti|::-n5 |[Setti ngsJ

All Targets

For example, configure a send email action for the SQL Agent Job: Failure condition at the All Targets

global level. An email is now sent anytime an agent job fails across your entire monitored

environment.
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All Targets

Once global conditions and settings are configured, more granular configurations can be made where
they are needed at the lower levels. For more details on how global conditions and settings are
inherited throughout your SQL Sentry environment, and information about configuring alerting for your
SQL Sentry installation, see the Alerting and Responses System topic.

Global Views

Access global views in your SQL Sentry enterprise through the All Targets node. This is done by either
double-clicking the All Targets node or by using its right-click context menu.

Mavigator

#a] 7 b

n

>

~nA Favorites

i Show Monitoring Services List
-
F Show Systern Status

Add Adviscry Cendition

#]-

= T - .
+ Open k II Event Calendar % I
T Set Default View 4 Performance Cwverview
Add 3 AlwaysCn Management

+f::;‘ Event Calendars

‘IE.‘EI Event Chains

+1-&5 BACKUPs - RESTORE & CHECKDE
-Eﬂ Event and Object Notes
-@' Configuration

-4 Actions Log

+-[3] Contacts

(%) Advisory Conditions (287)
~[47] Global Settings

- Inventory

+3§ Schedules and Windows
g-ﬁ Site Configuration

a"'_"&l Systern Status

The default number of days for the Global Calendar view is one day and can be adjusted in User

Preferences.

The primary purpose of the global views is to give you insight into what's happening across your
enterprise without having to open individual Event Calendars or Performance Analysis Dashboards at

the target level.
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(i) Note: Future and running events are disabled in the global Event Calendar view. Adjust the
runtime filter and other filter criteria on the Event View filter tab to further refine the display for
personal preferences.

(i) For more information about the shared targets performance analysis overview, see the
Performance Analysis Overview topic.

All Targets Child Nodes

Default Site

Sites represent a logical grouping of targets, instances, and monitoring services within your SQL
Sentry environment. If you're upgrading from a previous version of SQL Sentry, you'll notice that the
sites displayed beneath the All Targets node directly reflect those sites you previously configured
within the Site Configuration node. If you're a new user, notice that the instances added using the
quick start wizard are all contained in the Default Site node.

When a Site node is selected in the Navigator pane, the associated site level Conditions and Settings
pane are available. If you don't see the Conditions and Settings pane when the Site node is selected,
use the View menu to bring up the desired pane.

(i) Note: Conditions and settings configured at the site level apply to all targets, instances, and

objects in that site. This means that when a condition or setting is configured at the site level, it
automatically propagates down throughout that site.

Site Context Menu

Right-click on any Site node to access its context menu. The following commands are available:
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Mavigator x
fa 7 Od
Search x

=5 All Targets
"{"}J Advisocry Conditions (85)
E}|_';_I Yirtualization

: @ VWidware
ﬁi Hyper-V
J Default Site

Add 3
B Evg Rename Site
-3 Bg Cpen Performance Cwverview
Elgf {E::; Cpen AlwaysCn Management
- Show System Status
-Gl Add Advisery Conditicn 3
w03 Snooze Alerts For 3
~[#7] Global Settings
- Inventory
E}-% Schedules and Windows
é-ﬁ Site Cenfiguration

=
-~ System Status

_| Mavigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

Command Description

Add > Target  Adds a new target to the selected site.

Add > Group Adds a new target group to the selected site.

Add > Adds a new connection to the selected site.
Connection
Delete Site Deletes a site from the Shared Group node. Any targets or groups contained within

the site must be deleted before a site can be deleted. This command is not
available from the Default Site node.

Warning: Selecting Delete Target is permanent. For more information, see the
Targets topic.

Rename Site  Renames the currently selected site.
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Command Description

Open Opens a performance analysis overview for every target in the site.
Performance

Analysis

Open Opens the AlwaysOn Management environment.

AlwaysOn

Management

Show System  Shows the system status for the selected site.
Status

Add Advisory Adds a target to an Advisory Condition.
Condition
>Target

Snooze Alerts Allows you to select a time or day for when to snooze alerts.
For > Time

Monitoring Services

Beneath the DefaultSite node is a Monitoring Services node. The Monitoring Services node contains
the monitoring service(s), identified by their associated target name(s) that are responsible for
collecting information pertaining to the site.

File View Reports Tools Window Help
RIDEFE» G

Mo
7 0of

ing Services

(i) Note: The SQL Sentry monitoring service is a Windows service that's responsible for collecting
event history, event status, and performance related information and storing that information in
the SQL Sentry database. Monitoring services are also responsible for sending notifications
based on events.

The Monitoring service(s) within a site are responsible for gathering information about those watched
targets and instances contained within that same site. Assign available monitoring services to sites
either through the Site Configuration node or by dragging and dropping a monitoring service within
the Navigator pane. This enables you to control exactly which monitoring services watch what
targets.
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(i) Note: Monitoring services can be critical for scenarios where you have multiple servers located
at different geographic locations. Having a monitoring service for each geographic location
minimizes network traffic across the WAN.

(i) Additional Information: For more information, see the monitoring service and site configuration
topics.

Targets Nodes

Beneath every Site node are its associated Target nodes, identified with the target's full name, usually
ComputerName.DomainName. Each Target node represents a physical computer, commonly a
Windows server within your SQL Sentry environment. Commonly beneath every Target node in the
Navigator pane are its associated instances.

Double-click any Target node to access its related Performance Analysis Dashboard or Event
Calendar.
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Targets Context Menu

Mavigator *
s od |
Search 4
vﬂ Favaorites ]
E}_!g All Targets

w-(7%) Advisory Conditions (274)
EI'T;_J Virtualization
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jﬁ Hyper-V

[—}-a SE Demo Site

Ei Monitoring Services
'-rE}J Advisocry Conditions (0]

{4 Cloud
@ Development
ﬁg Eureka
E}@ Producticn
#-{%) Advisory Conditions (0)
[+-(8 Coventry Group
-8 S1 Infrastructure
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-1 Show Windows Processes
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All Targets

Right-click on any Target node to access its context menu. The following commands are available:
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Command Description

Open >Event  Opens the Event Calendar view for the associated target.
Calendar

Open > Opens the Performance Analysis Dashboard for the associated target.
Performance
Analysis

Show Windows Launches a Process Activity window similar to Windows Task Manager for the
Processes associated target.

Add > Instance Adds a new instance to the Default Site.

Delete Target Warning: This command deletes the actual registration for the target from SQL
Sentry. This includes the deletion of all historical information for any associated
connections belonging to the target from the SQL Sentry database. This command
is final and cannot be undone. Only use this command if you want to permanently
delete information SQL Sentry has stored about the target and its associated
connections from the SQL Sentry database.

When deleting a target, you must first stop watching the target and instances. See
the Stop Watching Targets article for more information.

Jump to > Allows you to select a date, time of day, and time frame for an Event Manager
Time Calendar.
Scan for This scan looks for any hardware, network, or schema changes that have taken

Configuration place on the target or its associated instances. This information is automatically
Changes gathered periodically.

Target Conditions and Settings

Within the framework of the Alerting and Responses System Hierarchy, targets represent a level
between sites and instances. This means that when a condition or setting is configured at a target
level, it automatically propagates down to its associated instances and objects.

If you don't see the Conditions and Settings pane when a Target node is selected, use the View menu
to bring up the desired pane.

(i) Note: Conditions and settings configured at the target level apply to all instances and objects
beneath that target. This means that when a condition or setting is configured at the target
level, it automatically propagates down to its associated instances and objects.
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Adding a Target to your Environment

All Targets

Add a new target to your installation by selecting Add in the right-click context menu of any Site node.

Mavigator

o x

EH- ?‘g_ All Targets

---I'?J' Advisory Conditions (85)
é"rtJ Virtualization

: EJ Vihdware

H-25 Hyper-V

H|

G-El Ol Add X
E}EEE Evg Rename Site
~le3 Bvs Cpen Performance Cwverview
..... #) Eve
e E c Cpen AlwaysOn Management
=" ol
. Show System Status
a-Gal Add Advisory Condition ]
w3 Snocoze Alerts For 3

~[#7] Global Settings

- Inventory

E}-% Schedules and Windows
-4y Site Configuration

gﬁ. Systern Status

SCL Server

Windows Computer
Analytics Platform System
Amazon RDS for SOL Server
Azure Synapse Analytics
Azure SOL Database

SOL Server Analysis Services
Tintri VM store

VMware Host

Group

Deleting a Target From Your Environment

Delete a target from your installation by selecting Delete Target in the right-click context menu of any

Target node.

When deleting a target, you must first stop watching the target and instances. See the Stop Watching

Targets article for more information.
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Mavigator

By

=5 All Targets
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E}'—"_y Virtualization

E EJ Viiware

: @23 Hyper-V
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Eﬁ Monitoring Services
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48 Adt Snooze Alerts For
- Co Add
w-(7) Ad Delete Target l}
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Show System Status
Connect via Remote Desktop
User Connecticn Properties

Monitoring Service Connection Properties
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All Targets

1 Warning: The Delete Target command deletes the actual registration for the target from SQL
Sentry. This includes the deletion of all historical information for any associated instances
belonging to the target from the SQL Sentry database. This command is final and cannot be
undone. Only use this command if you want to permanently delete information SQL Sentry has

stored about the target and its associated instances from the SQL Sentry database.
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Target Groups

Targets can be organized into target groups beneath any Site node. A target group allows you to
create logical groups of devices for alerting, organizational, and display purposes. Use the Add Target
Group command in the right-click context menu of any Site node to add a target group.

Mavigator b
By
Search x
=5 All Targets
-{%) Advisory Conditions (85)
E}rt_l Wirtualization
E Ej Vilware
E-28 Hyper-V
o6 O Add C SOL Server
i B0 Eve Rename Site Windows Computer
I3 B Cpen Performance Cwverview Analytics Platform System
..... © B Open AlwaysOn Management Amazon RDS for SOL Server
Efﬁf; Show System Status Azure Synapse Analytics
&5 Add Advisory Conditicn k Azure S0L Database
&%) Snooze Alerts For » SCL Server Analysis Services
~[77] Global Settings Tintr VMstore
- Inventory WViMware Host
-5 Schedules and Windows Group Ib
44 Site Configuration
% Systern Status

| Mavigator ”Ev ent CalendarJ[F'Ian H i5t|:|}fJ
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Target Group Conditions and Settings

Within the framework of the Alerting and Responses System Hierarchy, target groups represent an
intermediate level between the site and target. This means that when a condition or setting is

configured at a target group level, it automatically propagates down to its associated targets,
instances, and objects.

Instance Nodes

Contained beneath every Target node are its associated Instance nodes. Instances are identified by
their target/instance name. Contained beneath every Instance node are its associated objects.

Mavigator 1 x
7 od

Search x
----- ¥4 Favorites ~

E}i-"g All Targets

(%) Advisory Conditions (274)

=-1%] Virtualization

EJ Whware

w33 Hyper-V

=% SE Demo Site

EE Monitoring Services

(%) Advisory Conditions (0)

{4 Cloud

@. Development

ﬁg‘ Eureka

E}@l Preduction

#-{%) Advisery Conditions (0)
@. Coventry Group

ﬁgl 51 Infrastructure

- {8 SE-AG-WFC

-8 VM-SE-LNXSQLO1

E"‘::J LONDOMNSQLO1.5E.LOCAL (6.3.9600)
#-{#) Advisory Conditions [0)
@ LONDONSCLOT.5E.LOCAL (MSX) (12.00.6320)
&% Event Calendar

E""‘::J LOMDOMNSREVOT SE.LOCAL (6.3.9600)
E}'l::J REDMOMDSOL03.SELOCAL (6.2.9600)
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Instances, Actions, and Settings

All Targets

Within the framework of the Alerting and Responses System Hierarchy, instances represent the level
above objects. This means that when a condition or setting is configured at an instance level, it
automatically propagates down to its associated objects.

When an Instance node is selected in the Navigator pane, the associated instance level in the
Conditions and Settings pane is available. If you don't see the Conditions and Settings pane when an

Instance node is selected, use the View menu to bring up the desired pane.

(i) Note: Conditions and settings configured at the Instance level apply to all objects belonging to
that instance. This means that when a condition or setting is configured at the instance level, it
automatically propagates down to its associated objects.

Adding an Instance to Your Environment

Add additional monitored instances to your SQL Sentry environment by right-clicking either the All
Targets node, a Site node, a Target Group node, or an existing Target node in the Navigator pane, and

then select Add, or select File to add an instance.

Mavigator

By

B x| [E|startPage =

=2 All Targets
---f?j Adviscry Conditicns (85)
El & | Virtualization

o _,J Whiware
H-24 Hyper-V
Default Site
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All Targets

In the Add dialog box, choose the desired instance type from the drop-down menu, and then select

Connect. For more information, see the Monitoring Additional Targets topic.

I Add SQL Server Target

Please enter the name of the target

Feature Availability

|QA-5F‘.V—2

Feature |Resu|ts |Deiﬁils |

Instance Name (leave blank for default instance)

D Part |

Use Integrated Authentication
Credentials

User Name

Password

» Advanced Options

-

4 Monitoring Service: Default Site: LHP8S

Monitoring Service Available O oK

Windows Dashboard & Unknown
Windows Processes g Unknown
Disk Activity g Unknown
Disk Space % Unknown
Windows Performance Counters g Unknown
WMware Site Compliance & Unknown

Connect [ Next

Cancel
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The SQL Sentry client interface is divided into three main areas:

» Positioned along the left side of the client are the Navigator, Event View, and Plan History panes.

» Positioned in the center of the client is the workspace area. The SQL Sentry client has been
designed with an enhanced multiple document interface (MDI).

» Positioned along the right side of the client are the Conditions and Settings panes.

File View Reports Tools Window Help
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Working With Panes

Panes within the SQL Sentry Client can be enabled or disabled. The pushpin feature * can be used
to auto-hide the panes allowing for a larger workspace area. These panes can be moved, docked, and
resized allowing the workspace to be customized to best fit your work style. If the panes are closed
they can easily be restored from the View menu.

Workspace Layout

The dimensions of the client panes and workspace area are saved automatically when you close the
client. Select Tools > Reset Layout to restore the default configuration.
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File View PReports Tools | Window| Help
i N & A start Cascade

EflstartPage x  BgLON A Tile Vertical
= Tile Horizontal
Dashboard 1

Tabbed
ft Windows Server 2012 R Show Tabs on Multiple Lines

Reset Window Layout l} I

Auto-rotate Performance Analysis Tabs

Start Page
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Status Bar

At the bottom of the SQL Sentry client is a status bar divided into four sections:

Middle Right Client Alert
Section Section Indicator

—
[Rescy 7~ Il |[LONDONSQLO1 SELOCAL\Performance Analysis\Dashboard][ Version 2020.20.4 Available!]| )

Status Bar
Section

Description

Left Section  Current status for the active view. If you recently refreshed the time or went to a new
window, it says Refreshing History Data or Refreshing Sample Data.

Middle Current progress for the active view.
Section

Right Section Displays if the software is up-to-date when the client has access to the internet.

Client Alerts » Ared indicator means there are errors
Indicator e A indicator means there are warnings
» A green indicator means there are no errors or warnings

Additional Information: For more information about the Client Alerts indicator, see
the Client Alerts article.

SQL Sentry Menu Options

The menus and toolbars are used to operate the SQL Sentry client. The options available within the
menus vary depending on the active window. For more information about the toolbars, see the

Toolbars topic.

Getting Started Guide: SQL Sentry page 174



’7 SOLARWINDS

SQL Sentry Menu Options

The following are descriptions of the commands found in the various SQL Sentry menus.

File Menu

File | View PReports Toocls Window Help

Mew Target... 020 : [
% Mew Plan Explorer Session
& Open
Connect to Installation...
A Save Ctrl+5
Save As F12
Close Ctrl+W
0 Page Setup..
= Print Ctrl+P
& Print Preview
Recent Eiles »
Exit Crl+C
Option Description Hotkey
New Target Adds a new target to the Navigator pane. N/A
New Plan Explorer Opens a new Plan Explorer session. N/A
Session
Open Opens execution plan files. N/A
Connect to an Specifies the SQL Sentry database and authentication N/A
Installation information for the client.
Save Saves changes to the active window. CTRL+S
Save As Renames and saves the active view. N/A
Save View As Renames and saves the existing view. N/A
Close Closes the active window. CTRL+W
Export Data Exports event list views and various tabs of performance CTRL+E
analysis.
Page Setup Sets the page options for printing. N/A
Print Prints the active window. N/A
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Option Description Hotkey
Print Preview Previews the active window for printing, exporting, and send N/A
email options.
Recent Files Displays a list of recently opened Plan Explorer files. N/A
Exit Closes the SQL Sentry Client. CTRL+Q
View Menu
Eile | Miew | Reports Tocls Window Help
=% Mavigator 1202020 [
Event Calendar
Plan History
Conditions
Settings
Start Page
Option Description
Navigator Displays the Navigator pane.
Event View Displays the Event View pane.
Plan History Displays the Plan History pane.
Conditions Displays the Conditions pane.
Settings Displays the Settings pane.
Start Page Displays the Start Page.

Calendar Menu

Eile View Calendarl Reports Tools Window Help

a9 1 Show Conflicts || [5:30:30PM | 2]

View Style »
Option Description
Show Conflicts Explores conflicts for specified time ranges.
View Style Selects the view style for the Event Calendar.
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Reports Menu

For more information about the reporting options in SQL Sentry, see the Reporting topic.

Eile View | Reports | Tools Window Help
a4 & Tl Events »
Performance Analysis »
General 3
Report Deployment Settings
Deploy Reports
Option Description
Events Generate an Event Calendar associated report.
Performance Analysis Generate a Performance Analysis associated report.
General Generate a General settings report.
Report Deployment Settings for the SQL Server report server location that deploys your
Settings reports.
Deploy Reports Deploys the reports to the location specified in the Report
Deployment settings.
Import Reports Imports future reports created by the SQL Sentry development team.
Tools Menu

Eile Miew Reports | Tools] Window Help
2 4 T 5 Al UserPreferences Ctrl+0O
., Find Object

Manage Response Rulesets

Reset Event View Filter

Download Latest Adviscry Conditions Pack
Unsnooze All

Run Cn-boarding Wizard (requires client restart)
Portal

Option Description Hotkey

User Preferences  Opens the SQL Sentry Client User Preferences window and allows CTRL+0
you to configure your preferences.
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Option Description

Find Object Opens the Event Object Search window that finds event objects

within the SQL Sentry client.

Manage Response Opens all response rulesets for editing.
Rulesets

Reset Event View  Restores the event view filter settings to default.
Filter

Reset Layout Restores the layout to default.

Download Latest Downloads the latest custom condition pack from SQL Sentry.

Custom Conditions
Pack

Unsnooze All Allows all snoozed SQL Sentry actions to occur again.

Run On-boarding Opens the SQL Sentry setup wizard.
Wizard (requires
client restart)

Portal Opens the SQL Sentry Portal Access information window. The
Window links to your SQL Sentry Portal connection and the SQL

Sentry Portal configuration topic.

Window Menu

File View Reports Tools | Window| Help
24 NE d P Dy Cascade
Tile Vertical

i £ ¥

Tile Horizontal

Tabbed

Show Tabs on Multiple Lines
Reset Window Layout

Auto-rotate Performance Analysis Tabs

IIE Start Page
!

LONDONSQLO1.SE.LOCAL

Hotkey
CTRL+F

N/A

N/A

N/A

N/A

N/A
N/A

Option Description

Cascade Cascades active windows in the workspace view.
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Option Description

Tile Vertical Tiles active windows vertically in the workspace view.
Tile Horizontal Tiles active windows horizontally in the workspace view.
Tabbed Displays active windows on tabs in the workspace view.

Show Tabs on Displays multiple rows of tabs.
Multiple Lines

Auto-rotate Auto-rotates through the active performance analysis windows when enabled. The
Performance rotation doesn't change the active tab of a performance analysis window.
Advisor Tabs Whichever tab is selected as active refreshes as the windows rotate.

Active Displays all active windows.
Windows
Name
Help Menu
Eile View Reports Toocls Window | Help
A3 NE d ® SolarWinds SOL Sentry Help  F1
Check for Updates
Manage Licenses
Legging »
About
Option Description Hotkey
SQL Opens the SQL Sentry user documentation. CTRL+H
Sentry or F1

Help

Check for Connects with SQL Sentry's online database and verifies that you have the  N/A
Updates latest version.

Manage Opens the SolarWinds License Manager where you can view and manage  N/A
Licenses  SQL Sentry licenses.

Logging Options to enable trace logging for the SQL Sentry client and monitoring N/A
service for troubleshooting purposes. Contact support before you enable
logging. Logs are stored in the interactive user's AppData\Local\SentryOne
directory.
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Option Description Hotkey

About Displays current version, licensing information, and expiration. N/A

SQL Sentry Toolbars

Save and Print Toolbar Buttons

The following describes the Save and Print toolbar buttons:

= M =

Button Name Description

= Save Universal save button.

e\ Print Preview Displays a print preview window for the selected object.
= Print Prints the selected object.

M New Plan Explorer Session Opens a New Plan Explorer session window.

& Open Plan File Open an existing Plan Explorer session file.

Navigation Toolbar
(11232020 [~|[7040am 5 (%) @ @ @ @@ D@ 7 Days €] @

The Navigation toolbar is used for navigating throughout the calendar view as well as performance
graphs and runtime stats, and it changes depending on what you're viewing.

(i) Note: The date and time text are highlighted in bold when the time crosses a clock change (i.e.
Daylight Saving Time). In 2021, Daylight Saving Time began on March 14 at 2:00 AM. When the
time range crosses that period, it appears in bold text.

s

Start | 3/8/2021 |~ ||8:00:00 AM 5 End | 3/14/2021 | ~ || 8:00:00 AM -
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Date/Time Selector

The date/time selector controls allow you to jump to a specific date or time and select the desired
time interval.

Button Name Description
11/23/2020 |~ Date Selects the date to view on the calendar.

Selector

To40aM 5 Time Selects the time to view on the calendar.
Selector

@ Go Moves the calendar to display the time selected in the date/time

selector, maintaining the currently selected interval.

g Goto Jumps directly to the current time, maintaining the current selected
Current  time slice and interval, unless the interval is greater than one hour in
Time which case one hour is used.

When you select the date selector, a small calendar appears. Select any day and select the right and
left arrows to change the month. Select the bold today text at the bottom to auto-select the current
day. You can also enter values for the day or year directly.

To navigate to a specific time on the selected day, select the time selector by choosing a time
increment (hour, minute, etc.), use the up/down arrow, or type in a new value.

1 Important: The workspace view doesn't refresh until you have completed your selections and
select Go.

Interval Selector

The interval selector is used to zoom the current time interval in or out.

Button Name Description

o One Minute View Displays the calendar in a one-minute interval.
) Ten Minute View Displays the calendar in a 10-minute interval.
) One Hour View  Displays the calendar in a one-hour interval.
@ Four Hour View  Displays the calendar in a four-hour interval.
1S One Day Displays the calendar in a one-day interval.
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SQL Sentry Toolbars

Miscellaneous Controls

Button Name
Days: Days
Selector
(%) Previous
Interval
Previous
Small
Interval
5] Next
Interval
Next
Small
Interval
v Refresh
@ View
Conflicts

View Toolbar

Description

Sets the total range of days to display on the calendar or graph. Select
either arrow to decrease or increase the value, or type in a new value.
The maximum value is 30 days. The currently selected interval (one
minute to four hours) as well as the start time of the range is maintained
when changing the number of days

Navigates backward in time to the previous interval.

Navigates backward in time using a smaller interval.

Navigates forward in time to the next interval.

Navigates forward in time using a smaller interval.

Refreshes the active workspace view by retrieving the latest information
from the SQL Sentry database.

Hold down the CTRL key when you select it to force a hard refresh. This
causes the SQL Sentry client to connect directly to and collect event data
from the target instance in case the monitoring service is down.

Note: Not available on custom event views or views with multiple
instances.

Displays all schedule conflicts for the selected instance. For more
information, see the Conflict Viewer topic.

Select from the Calendar, List, or Split views. The active range note changes only the format in which
the event data displays. For more information, see the Calendar view topic.

View: | Calendar -
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Performance Analysis Toolbar

T B o Stert [11/232020 [~ |[44t:10PM [2] End (112302020 [+ |[minoem ) @ @ @ Q O[Bsynd » 1 O Sample rg Report
i1 2 34 8 6 7 8 9 10 11 1213 14 15 16 17 18 19 20 21 22 23 24 25 26

The performance analysis tabs can be synchronized to view performance data for a historical period
or in a real time mode for the previous 10 minutes. This is coordinated using the toolbar. See the
following toolbar chart:

# Name Description
1 Print Preview Print preview is not active in performance analysis.
2 Print Print function is not active in performance analysis.
3 New Plan Explorer Opens a new Plan Explorer session.
Session
4 Open Plan File Opens an execution plan file.
5 Save Saves an execution plan file.
6 Start Date Sets the beginning date for viewing a range of performance

related data.

7 Start Time Sets the beginning time for viewing a range of performance
related data

8 End Date Sets the end date for viewing a range of performance related
data.

9 End Time Sets the end time for viewing a range of performance related
data.

10 Go Activates the selected start/end time range.

11 Go To Current Time Moves forward so that the display range ends at the current time.

12  Zoom Out Increases the date range.

13 Zoomn Decreases the date range.

14  Previous Interval Skips back in time one full interval.

15  Previous Small Interval Skips back in time one small unit of the interval scale.

16  Next Small Interval Skips forward in time one small unit of the interval scale.

17  Next Interval Skips forward in time a full interval.
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# Name Description

18  Synchronize Tabs Automatically sets all tabs to the active date range (enabled by
default).

19  Start Auto-refresh Enables automatic updating of real time data for the current tab,

or all tabs if synchronize tabs is enabled.

20  Pause Auto-refresh Pauses automatic updating of real time data for the current tab,
or all tabs if synchronize tabs is enabled.

21 Refresh Refreshes the active view by retrieving the latest data for the
active date range.

22 Show History Toggles between history and sample modes when on the
dashboard.
23  Show Windows Opens the current Windows processes for the server.
Processes
24 Jump to Calendar Opens the calendar tab in the workspace area.

25  Show Custom Condition  Enables and disables custom condition glyphs and event markers
Markers

26  Show Windows + SQL Opens a Windows + SQL Server Performance report.
Server Performance

SQL Sentry Hot Key List

The following are the hot keys that are available in SQL Sentry:

Item Keys Notes
Help F1or Ctrl + Opens the User Guide.
H
Save Ctrl+ S Saves changes made in the client.
Close Ctrl+WwW Closes the active tab in the client.
Exit Ctrl+Q Closes the client.
User Preferences Ctrl+ 0 Opens User Preferences.
Print Ctrl + P Opens the Print window.
Find Object Ctrl+F Opens the Event Object Search window.
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Item

Tab Scroll
Select All
Copy
Paste

Add Note
On note dialog:
- New

- Save
- Delete

- Close

History List (one
day)

Keys

Ctrl + Tab
Ctrl + A
Ctrl+C
Ctrl +V

Ctrl + Alt +
N

On note
dialog:
-Ctrl+ N

-Ctrl+ S
-Ctrl+ D
-Ctrl+ C

Ctrl + Alt +
H

SQL Sentry Navigator Pane

Notes

Scrolls through open tabs in the client.

Selects all items in the window (where applicable).

Copies selected items to the clipboard (where applicable).
Pastes items from the clipboard (where applicable).

Opens the notes interface when an applicable object is selected.
On note dialog:

- Opens new note.
- Saves note.
- Deletes note.

- Closes note dialog.

Opens the History List view for one day when an applicable object
is selected.

SQL Sentry Navigator Pane

Navigator Pane Overview

The Navigator pane is the tree-view pane positioned on the left side of the client by default. The
various nodes within the Navigator pane are used as the starting point in directing many functions of
the SQL Sentry client, such as viewing an event calendar or a performance analysis dashboard. The
navigator nodes are also used as the starting point to access the various levels of conditions and
settings within the Alerting and Responses System. Right-clicking on a node accesses its context

menu.
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SQL Sentry Navigator Pane

Advisory Conditions
Performance Analysis features that
allow for customized alerting based on
performance counter metrics, query
Navigator

results, WMI queries, and duration of
All Targets | events.
AH. 1n5tancl95 and targets that are Search / x
being monitored by the SentryOne =
manitoring service. =53 All Targets / Sites
(%) Advisory Conditions (85) Each site has its own monitoring
=+-%] Virtualization service. If you have different
| <= geographic locations, you'll have
Default Site == per- multiple sites. They can also be used
. . = to monitor different domains or to
Contains any computer or connection > m break up a large environment
that was added with the Setup (- Monitoring Services P 8 )

Wizard. Connections added to a Local
Group are automatically added to the
Default Site.

-fl}.’ Advisory Conditions (0)
- B QA-SRV-1

Object Groups

o[ Object Groups e Allows you to group objects from
3--?7,{-‘ Event Calendars different sites, groups, and servers.
~[z3 Event Chains These can be helpful if you want to
48 Event and Object Notes apply similar settings or alerts.

= fi& Configuration
4f) Acticns Log
Contacts S
) Advisory Conditions (85) \ — -
7] Global Settings X 0“. lgurahQn
You can adjust settings for items such as data
Inventory

) retention, create users and groups, along with
Schedules and Windows other items.

Event Calendars
Allows you to create customized
calendars for objects you look at
frequently.

Event Chains
Allows you to create work flows from
SQL Agent Jobs and Windows
Schedule Tasks from gny ?f the ‘E’:. System Status
targets you are monitoring.

+-44 Site Configuration

_Nawgator "EVEI’]t CE‘EHdEIJ{plﬂﬂ l—istcl}'J

Navigator Pane Elements

Each object in your SQL Sentry enterprise has an associated icon. Several of the node icons in the
Navigator pane vary based on conditions, such as instance or watched status.

Instance Status

Button Description

e Indicates that the instance has an online status.
= Indicates that the instance has an offline status.
LS
s Indicates that the instance requires attention. Often associated with the SQL Server

agent being offline.

= Indicates that the instance has a watched status, but it isn't being actively monitored.
e

This can happen if the monitoring service has stopped or the instance belongs to a site
without an active monitoring service.
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(i) Note: Instance status is determined by the SQL Sentry Monitoring Service's ability to collect
information from the instance.

The following is a simplified version of how instance status information is obtained and displayed in
the SQL Sentry client.

1. The SQL Sentry monitoring service gathers instance status information.
2. The instance status information is written to the SQL Sentry database.

3. The SQL Sentry client retrieves the instance status information from the database and displays
it.

(i) Note: Select any instance node to access additional status information. A tool tip displays the

status (offline/online), the last monitoring service, instance time, and any applicable error
information.

Watched Status
1 Important: A target must be set to watched before SQL Sentry begins monitoring it.

To watch a target, right-click the target.
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Mavigator
fas O

Search

- I
EE Object
E}-Ea? Event {
a2 Event{
----- ) Event z
E-fig Config
4 Act
Fe+-[Eal Con
(7)) Ad
{7 Glo
] Inv

=5 All Targets

-{%) Advisory Conditions (85)
E}r:rl__l Wirtualization

: E] Vilware

~25 Hyper-V

-4 Default Site

f‘_i Monitoring Services
(%) Advisory Conditions (0)

QA-5RV-1

Open

Jump Te

Show Windows Processes
Add Advisery Condition
Snocoze Alerts For

Add

Delete Target

Add As Favorite

Manage Friendly Marne

-5y Sch

I,

| Watch L

Target

k

&7k sits

=
B Sys

Scan For Configuration Changes
Show System Status

Cennect via Remote Desktop

User Connecticn Properties

Monitoring Service Connection Properties

_| Mavigator HEv ent Calend arJ[F'Ia n H istu:r;J

SQL Sentry Navigator Pane

You can also hide unwatched targets so they don't display in the Navigator pane by selecting Tools >
UserPreferences > Navigator > HideUnwatchedInstances. For more information about watching

targets and objects, see the Watching Instances and Objects topic.
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User Preferences =

Graphs Ipdates System Status Performance Analysis

Calendar Mavigator Colors

Highlight Event Failures in Mavigator for
|3 Ell Hrs e | [] until Cleared

Show navigator highlighting for failures
Automatically dear open failures if a subsequent run is successful
[ ] Show bold text for failures

Refresh Failures in Mavigator Every
|3 Ell Minutes ~ |
[] Show failures for unwatched objects

||:| Hide Unwatched Insmn::esl if—

Default Event View Style
| Calendar View W |

Prompt me to select a product when left-dicking to open a node

Default view for Target/Instance nodes
|Perﬁ:>r1'nan::e Analysis Dashboard  ~

[ Auto-sync Navigator with the selected tab
Auto-sync Settings/Actions with the selected tab
[ ] Single-dick opens new tabs

[] Persist last "Jump Ta Time" value

Show warning when Alert watch fails due to disabled SQL Agent Alert
tokens

[ ] Manually manage folders for Reporting Services

bt

Default Startup Action
‘Start Page v |
Mavigator Refresh Interval
|1 Ell Minutes Vl
| Restore Defaults | | Save | | Cancel

Button Description

Indicates that the instance/object isn't being watched.

f@ Indicates that instance/object is being watched.
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Instance Icons

Instance types are represented with various icons.

Button Description

f® SQL server instance
@ Analysis services instance
-1 Windows instance

Red Text in the Navigator Pane

If the label text for a node is red it indicates that an event object has a recent failure. Failures cascade
from the object level up to the highest group level containing the object.

Right-click on the event object, and select Cleared Failed Status to clear a job failure.
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Mavigator *

& s
Search x
E}‘,;__I REDMOMNDSCQLO3.SELOCAL (6.3.9600) ~

---ri}) Adviscry Conditions (0]

= REDMONDSQLO3.SE.LOCAL (12.00.6329)

#-{#) Advisory Conditions (0)
E}-F_Iﬁ Databases
%y Top SQL o
= Blocking SOL
iy Deadlocks
=-C3 SOL Server Agent
mf Alerts =
E} lohs
@] ADWP2P Log Backup
-[0] AutocDealershipDemo - Annual Profit Report
=-[0] Open DB ]
EE}-- Jump To... p IMLookup
E}. Stop Watching Job fload Cne
EE}-- _ zload_Three
E}' Monitor Performance doad_Two
=0 Start Job eneratedctivity
#={@] Stop Job ventory and Sa
@] ClearFailed Status |y Id—
=@ Disable Job
Ei" Disable Job Until ... 3
=gl Delete lob
B ) /it Notes
E}' BASES - FULL
EE}-' Show Queue Log SES - DIEE
E}- DatabaseBackup - USER_DATABASES - FULL w
<| m | »

_| Mavigator HEvent Calend arJ[F'Ia n Histu::-r}fJ

Adjust how long failures display in the Navigator pane through Tools > User Preferences > Navigator
> Highlight Event Failures in Navigator for.
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Snoozing Objects in the Navigator Pane

All Targets (global), sites, groups, and targets, can be snoozed with a right-click context menu in the
Navigator pane. Snoozing an object prevents any SQL Sentry actions from occurring while the snooze
is in effect. The snooze status is inherited by objects lower in the hierarchy. For example, snoozing

the All Targets (global) node effectively stops all SQL Sentry actions in the environment for the
duration of the snooze.

End snooze early by right-clicking a snoozed object.

Mavigator x
fa 7 Od
Search x
-5
" Open k
& Set Default View 3
Add 3

Show Menitcring Services List

Show Systern Status

ool
N . ,
I:-}-Foﬂ’ Add Advisery Condition
Snooze Alerts For s b 1 Hour
F:ﬁw Shared 4 Hours
[z Event Chains 8 Hours
----- 4= Event and Cbject Motes 1 Day
=@ Cenfiguration 3 Days
-4 Actions Log 1 Week
#-Eal Contacts Until..

() Advisory Conditions (85)
-] Global Settings

- Inventory

Eﬂ--@ Schedules and Windows
44 Site Configuration

% System Status

_| MNavigator |lE*,- ent Calend EI'J[F'|E nH i5:|:|jrfJ
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(i) Note: Monitor the Snooze status of an object with the Audit: Settings Changedaudit condition
and Log to Database action. With this condition and action configured, changing the Snooze
status of an object results in a record of this change logged to the database. For more
information about snoozing an object, see the Conditions pane topic.

SQL Sentry Conditions Pane

Overview

The Conditions pane is displayed on the right side of the SQL Sentry client by default, and its scope is
determined by items selected in the Navigator pane. The Conditions pane is used to configure
actions in response to conditions being met as part of the SQL Sentry Alerting and Response System.
Actions can be defined in response to certain conditions being met within your environment. Choose
from a variety of actions, depending on which condition is being responded to.

All conditions work on the principle of inheritance. This means that if you configure an action in
response to a condition being met at the global level (All Targets), it automatically passes down to all
applicable objects beneath it. Define global conditions for the most common issues across your
environment once and have those passed down to every monitored server automatically. Further
refine conditions at each level as needed. For a visual representation of how inheritance works within
SQL Sentry, see the alerting and response system hierarchy diagram.

Each condition that you configure in your environment will have an associated behavior. The behavior
controls how the condition is carried out relative to any inherited conditions. There are three condition
behaviors available:

e Qverride inherited actions
e Combine with inherited actions
e Disabled

For a complete explanation and example usage scenarios for each behavior, see the Action Behavior
topic.

View Menu

The Conditions pane is displayed on the right side of the screen by default. If you don't see the
Conditions pane, use the View menu (View > Conditions). Each condition type has an associated
actions tab where actions can be configured in response to conditions being met. The following are
types of conditions:
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Conditions g
Default Site (Site/Group)
General Conditions [~
Global
Inherited
Condition | status Acton & | Object
Analysis Services: Top Commands: Duration Threshold Max | Enabled Send Email | Global #
Analysis Services: Top Commands: Error Enabled Send Email | Global
Reporting Services Report: Failure Enabled Send Email | Global
Reporting Services Report: Runtime Threshold Max Enabled Send Email | Global
Reporting Services Report: Runtime Threshold Min Enabled Send Email | Global
SQL Server Agent Alert: Alert Fired Enabled Send Email | Global
SQL Server Agent Job: Block Enabled Send Email | Global
SQL Server Agent Job: Failure Enabled Send Email | Global
5QL Server Agent Job: Retry Enabled Send Email | Global
SQL Server Agent Job: Runtime Threshold Max Enabled Send Email | Global
SQL Server Agent Job: Runtime Threshold Min Enabled Send Email | Global W
< >
v
Explicit
Condition | Action & | Behavior
SQL Server Agent Alert: Alert Fired Execute ... | Override Inherited Actions
SQL Server Agent Alert: Alert Fired Log To Disk | Override Inherited Actions
5QL Server: Blocking SQL Run Quic.... | Override Inherited Actions
50L Server: Blocking 5QL Send Email | Override Inherited Actions
SQL Server: Top SQL: Completed Send Email | Override Inherited Actions
Virtual Machine: M Maved Log Ta Disk | Override Inherited Actions
< >
Dicble | | Overide || Combie | | asd
v

Action Settings | Condition Settings ~ Ruleset  Descripion  Message

Select Targets

Users Groups
Jesse Sindelar (jesse sindelar @sentryone Default Alerts
Importance | Normal b
From Address (Blank for Defauit)

7CDﬂdItIDHSJ Settings|

Condition

Additional Info
Type

Description

Inherited Displays the configured actions » Configured actions in the Inherited section
Condition that are inherited by the currently have a status column that indicates if they
selected object. apply to the currently selected object.
» Configured actions with an enabled status
have green text.

» Configured actions with a disabled status
are grayed out.

Explicit Displays the configured actions » An action that is explicitly disabled has red
that are explicitly set at the text.

current object level. « Configured actions with an enabled status
have green text.
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Snoozing a Condition/Action

Conditions/Actions can be snoozed or suppressed for a period of time by right-clicking on the
condition/action in the Conditions pane and selecting one of the following options:
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Conditions H
Default Site (Site/Group)
General Conditions | - |
Global
Inherited
Condition & | Status Action & | Object
Analysis Services: Top Commands: Duration Threshold Max | Enabled Send Email | Global |
Snooze this Condition/Action Combination For 3 Send Email | Global
Snooze this Condition for All Actions For Send Email | Global
Snooze this Action for All Conditions For Send Email | Gloal
Send Email | Global
S0L Server Agent Alert: Alert Fired Enabled Send Email | Global
S0L Server Agent Job: Block Enabled Send Email | Global
SOL Server Agent Job: Failure Enabled Send Email | Global
S0L Server Agent Job: Retry Enabled Send Email | Global
SOL Server Agent Job: Runtime Threshold Max Enabled Send Email | Global
S0QL Server Agent Job: Runtime Threshald Min Enabled Send Email | Global
< >
W
Explicit
Condition & [Action & | Behavior
S0L Server Agent Alert: Alert Fired Execute ... Disabled
S0L Server Agent Alert: Alert Fired Log To Disk | Combine with Inherited ...
S0L Server: Blocking SQL Run Quic... | Override Inherited Actions
SQL Server: Blocking SQL Send Email | Override Inherited Actions
S0L Server: Top SQL: Completed Send Email | Combine with Inherit. .. |E|
Virtual Machine: ¥YM Moved Log To Disk | Override Inherited Actions
< >
Disable Override Combine Add
W
Action Settings Condition Settings Ruleset Description Message
Select Targets
Users Groups

Jesse Sindelar (jesse.sindelar @sentryone

Default Alerts

Importance [ Normal w

From Address

(Blank for Default)

| Cenditicns |[Setti ngsJ
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SQL Sentry Conditions Pane

Snooze Context Menu Option Description

Snooze this Condition/Action

Combination

Snooze this Condition for All

Actions

Snooze this Action for All

Conditions

Snoozes the specific condition/action that is selected.

Snoozes all instances of the selected condition regardless of the
action assigned to it.

Snoozes all instances of the selected action regardless of the
condition assigned to it.

Additionally, select whether the snooze affects just the hierarchical object that you selected (site,

group, target, or instance) or if it affects all objects.

(i) Note: Conditions that have been snoozed have a gray background in the Conditions pane.

Once a condition/action is snoozed, right-click on the snoozed object and select Unsnooze to
unsnooze the object.

Conditions

RS Snosze this Action for All Conditions For

x
Default Site (Site/Group)

General Conditions I~]
Global

Inherited

Condition + [ status [ Action . [Object
‘Analysis Services: Top Commands: Duration Threshold Ma ; Enabled Send Emai_Giobal | ~
Al Sneoze this Condition/Action Combination For — » Send Email | Global

Re Snooze this Condition for All Actions For v Send Email | Global

D Send Email | Global

| Unsnooze

SQL Server Agent Job: Block

SQL Server Agent Job: Failure Enabled This Action for All Conditions For »
5QL Server Agent Job: Retry Enabled | Send Emal | Global
5QL Server Agent Job: Runtime Threshold Mas Enabled Send Email | Global
SOL Server Agent Job; Runtime Threshold Min Enabled Send Email | Global ¥
< >
v
Explicit
Condition & |Action a |Behavior

SQL Server Agent Alert: Alert Fred
SQL Server Agent Alert: Alert Fired
SOL Server: Blocking SQL

0L Server: Blocking SGL

SQL Server: Top SQL: Completed
Virtual Machine: VM Moved

<

Execute ... Disabled

Log To Disk | Combine with Inherited ...
Run Quic... | Override Inherited Actions
Send Email | Override Inherited Actions
Send Email | Combine with Inerit... [+ |
Log To Disk | Override Inherited Actions

>

Dicble | | over

de || combine | | add |

v
Action Settings | Condition Settings  Ruleset

Groups

Description  Message

Default Alerts

| |Conditions [settings|

Alternatively, unsnooze all snoozed conditions/actions through Tools > Unsnooze All.
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File View Reports

3 N d

Tools | Window Help

k] UserPreferences Cirl+O

,  Find Object
Manage Response Rulesets
Reset Event View Filter
Download Latest Advisory Conditicns Pack

ll Unsnooze All b

SQL Sentry Event Calendar View

Event Calendar Pane

SQL Sentry Event Calendar View

The Event Calendar pane is used to filter what is shown in the event calendar. Select the Event
Calendar tab at the bottom of the Navigator pane to open the Event Calendar, or select View > Event

Calendar.

Event Calendar b
Filter Properties Connections Objects Event Sources
Show: History Future Running

Show: [ Conflicts Cnly Watched Only

Run Status
And v | [(E ~
Succeeded v
Review Status
[
Open
Closed v
Text Filters
Event Object Name
Step Text
Owner /Creator
Qr W

Duration Filters

|Average,|’AchJaI Duration W |

oo V] [i e ]

Action |Show Instances v |

] (@

lN a‘,-iga:chIE\.rent Calendarllplan H is:m}fJ
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(i) Note: The Event Calendar tab is active when viewing the event calendar. The tabs at the top
help to filter items in the event calendar.

The following are descriptions for the various Event Calendar tabs:

Event Calendar

tab Description

Filter Used for general filter settings including run status, review status, duration, and
open text filters.

Properties Displays a description of the view along with time settings and an object count.

Connections Displays the instances and instance text filters for the current view.

Objects Displays individual event objects added to the current view.

Event Sources  Allows you to determine the display properties of each event source.

Tab Formatting
The formatting of the tab text indicates whether certain filters are enabled or disabled:
« |f an event source is deselected, the tab name is
« If any objects or categories are selected for a source, the tab name is bold.
» Additionally, any runtime or other filters set on the filter tab cause that tab name to bold.

Activating Filters

After making filter selections, activate the filter by selecting Apply Filter near the bottom of the filter
menu. When the filter is active, Apply Filter has a blue background.

(i) Note: Runtime filters don't affect status event objects.

Using Text Filters

Multiple keywords are separated with a semicolon (;). A plus sign (+) is used in front of any keyword
(s) that you want to apply using an And operator. Otherwise the keyword is applied with an Or
operator. Text filters can be applied to the following:

e The event object name
e The step text
» The name of the object owner
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(i) Note: If filters are entered in two or more of these text boxes, they will be applied with an
And operator.

Removing Filters

Any filter settings can be removed from the active view by selecting Remove Filter.

(i) Note: The Remove Filter button isn't available on custom Event Calendars and other views
containing multiple instances. This ensures a filter is always applied to these views, minimizing
the chance of overloading the SQL Sentry client with too much event data.

Saving a Filter as a View

To save the active filter settings to a custom Event Calendar, select Save View As from the File menu.

Properties Tab

The Properties tab displays basic descriptive information about the current view. Additionally, this tab
provides controls to set the default time slice for this view. This allows you to specify the number of
days, amount of time, and start time shown for this view every time it is opened.
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SQL Sentry Event Calendar View

Event Calendar

Filter Connections Objects Event Sources

Name

[Global

Description

anlobal view of event activity across the enterprise.

one minute. The filter can be adjusted as needed. However, be

e default filter indudes event instances that failed or ran for over |:|
L

] (@]

Creator | JESSE.SINDELAR |
Date Created | |
Modified By | |
Date Modified | |

View Defaults

Default Days _E

Interval

[ specific Time

View Totals

Connections

Objects From Instances

Individual Objects DI

Total Objects

Total Monitored Objects DI

Total Moritorable Objects E

Mavigator || Event CalendarJlPIan Histor',fJ

(i) Note: When a performance monitor is placed on a custom Event Calendar, it is applied to all
monitorable objects within the view. The View Totals box, at the bottom, allows you to see
exactly how many objects are monitored.

The following are descriptions of the view totals values:

View Total
Value

Description

Connections Total number of SQL Server instances and Windows instances associated with the

view.

Objects From Gives a count of all objects from those instances that meet the filter criteria.

Instances

Individual Number of objects added by the Edit Individual Objects button.

Objects

Total Objects Total objects in the view.
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View Total

Description
Value P
Total Total amount of objects that actually have performance monitors attached to them.
Monitored
Objects
Total Total number of objects that have performance monitors attached to them (SQL

Monitorable  agent jobs, reporting services reports, and Windows tasks).

SQL Sentry Settings Pane

Introduction

The Settings pane is where settings are configured for instances, sources, and objects. This tab is
also where performance counter thresholds are configured when a counter is selected. Settings can
be configured globally, at the instance level, or at the object level, and just like conditions, they work
on the principle of inheritance. The scope is determined by items selected in the Navigator pane. For
more information, see the Conditions pane topic.

Opening the Settings Pane

The Settings pane and Navigator pane are docked on the Start Page of the SQL Sentry client by
default. Select the Settings tab to display the settings pane.

File View Reports Tools Window Help

LDINEFH P uw

® x| Eswteage x Settings 3 x
Global (Global)

3 £] 8/9/2021 12:00:57 AM

Welcome

No-Fuss Database Documentation Access More Advisory Conditions on GitHub

olarWinds Database Mapper, you can automate database In addition to the conditions available in the SQL Sentry Advisory Conditions
analyze data lineage, manage metadata snapshots, and create Pack, there are now dozens of conditions accessible via GitHub.

data dictionaries for the Microsoft Data Platform.

Resources
Customer Portal

Log in to your SolarWinds account.

Account Management

Get details on how to manage your SolarWinds

account.

e
[ Navigator [Event Calendar][Plan Histon] Technical Documents

= I [t page T Vour sofwaresup wdsie || Menterancespieson9/572021] @
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(i) Note: If the Settings pane does not open on your default installation, select View > Settings on
the toolbar to display it. Select the desired site, group, target, or instance to begin configuring
your settings.

Beports Tocls Window Help

Mavigator (L]

Event Calendar

Plan History .

Conditions ——m
Settings % | W

Start Page

Amazon RDS for SQL Server

The following settings are configurable for Amazon RDS for SQL Server:

Amazon RDS for SQL Server

Settings x
Global (Global)

Amazon RDS for SOL Server Instance W
Amazon RDS for SQL Server W

Auto-enable SCOL Server Agent Tokens
Auto-recycle large SOL Server Agent Logs
Collect Session TermnpDB Usage
Maximum Clueue Length

Max User Databases to Synchronize (largest first)

Max User Database Files to Synchronize (most a...

Maintenance Window <not specified>

Miscellaneous

Conditicns [Seﬂing sJ
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Miscellaneous Settings

. S Level Con-
Setting Definition il
Auto-enable SQL Whether or not to enable SQL Server Agent Tokens on » Global
Server Agent SQL Server 2005 instances.

Tokens
Auto-recycle large  Whether or not to automatically recycle large agent log » Global
SQL Server Agent files in SQL Server 2005 or greater.
Logs
Collect Session Set to True to turn on data collection for TempDB Usage » Global
TempDB Usage and populate the TempDB Session Usage table. o Site/Group
e Target
Collect TempDB Set to True to turn on data collection for TempDB Usage » Global
Object Stats and populate the TempDB Object Stats charts. o Site/Group
e Target
See the Troubleshooting article for more guidance on this
setting.
Maximum Queue The maximum number of objects that can be queued at » Global
Length one time. This setting always applies to the connection « Site/Group
level. . Target
Inherit from Parent  Specifies whether miscellaneous settings are inherited » Site/Group
(Global) from the parent object. e Target

Synchronization

. o Level Con-
Setting Definition il
Max User Databases to The maximum number of databases to » Global
Synchronize (largest first) synchronize, ordered by total size. This includes o Site/Group
system databases. . Target
Max User Database Files to The maximum number of user database files to » Global
Synchronize ( most active & synchronize (most active & largest first). « Site/Group
largest first) . Target
Inherit from Parent (Global) Specifies whether Synchronization settings are » Site/Group
inherited from the parent object. o Target
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Maintenance Window

. o Level Con-
Setting Definition figurable
Maintenance  The maintenance window for watched instances. Only Log » Global
Window actions will be triggered for Failsafe conditions inside the o Site/Group

maintenance window. Send, Execute, and other actions will not . Target

be triggered.
Inherit from Specifies whether Maintenance Window settings are inherited  Site/Group
Parent from the parent object. o Target
(Global)

Databases Source

Settings X
Global (Global)
Amazon RD5 for 5OL Server Instance W
Databases Source W
Enable Table/Index Data Collection Falze
Max Partitions to Collect per Database 500
Min Index Size (MB) to Collect Fragmentation Data 10
Max Index Size (MB) to Collect Fragmentation Data 50000
Collect Buffer Data when Buffer = 8GB Falze
General Settings

Conditions [SEtting SJ

General Settings

. e Level Con-
Setting Definition figurable
Enable Table/  Specifies whether table and index collection is enabled. If » Global
Index Data disabled no index management functions will be performed. « Site/Group
Collection . Target
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Level Con-
figurable

Max Partitions
to Collect Per
Database

Min Index Size
(MB) to Collect
Fragmentation
Data

Max Index Size
(MB) to Collect
Fragmentation
Data

Collect Buffer
Data when
Buffer >8GB

Inherit From
Parent

The maximum partitions to collect.

The minimum size of the index in MB to be considered for
defrag.

The maximum size of the index in MB to be considered for
defrag.

Collecting detailed buffer information is inherently a low
overhead process. However, since it takes approximately 1
second per GB of buffer, on larger buffers the associated
query can take some time to complete, which may cause it to
appear in Top SQL and or generate associated alerts. It is
generally safe to enable this setting, since SQL Sentry ensures
that the total time spent per day collecting buffer data will be
roughly the same regardless of buffer size, and that collection
only occurs when the buffer has changed.

Specifies whether the general database source settings are
inherited from the parent object.
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» Global
o Site/Group
e Target

» Global
» Site/Group
e Target

» Global
o Site/Group
e Target

» Global
» Site/Group
e Target

» Site/Group
e Target
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Deadlocks Source

Settings X
Global (Global)
Amazon RD5 for 5OL Server Instance W
Deadlocks Source v
=
History Fitter |
=
Collect Deadlock Events True
Synchronization

Cenditicns [Setting SJ

Synchronization

: o Level Con-
Setting Definition figurable
History Filter The filter used for history synchronization. Only events that » Global

meet the filter will be written to the database. « Site/Group
e Target
Inherit from Specifies whether the maximum row count settings are » Site/Group
Parent (Global) inherited from the parent object. o Target
Collection Settings

. S Level Con-
Setting Definition figurable
Collect Deadlock Specifies whether the deadlock statement collection is » Global
Events enabled. « Site/Group

e Target
Inherit from Parent  Specifies whether the deadlock settings are inherited « Site/Group
(Global) from the parent object. o Target
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Index Defragmentation

Settings X
Global (Global)

Armazon RDS for SCL Server Instance v
Index Defragmentation v

Primary Schedule <not specified>
Operation Type Analyze Only
Reanalyze Indexes After Defrag False
Fragmentaticn S5can Mode Limited
Maximum Concurrent Operations 1
Delay Between Defrag Operations 00:00:30
Maxirmum Duraticn 02:00:00

Partitions (Enterprise Only) All

10
<not specified =

Reorg Threshold %
Recrg Schedule

Rebuild Threshold % 30
Rebuild Schedule <not specified>
Offline Rebuild Window <not specified>
Sort in tempdb False
Use Online Rebuild (Enterprise Only) True
MAXDOP (Enterprise Only) 0

General Defrag Settings

Conditicns [Setting sJ

General Defrag Settings

. S Level Con-
Setting Definition figurable
Primary The schedule on which index analysis and or defrag will be » Global
Schedule performed, according to the configured reorg and rebuild o Site/Group

thresholds. . Target

Operation Type Options for Analyze Only and Analyze & Defrag. » Global
» Site/Group

See the Fragmentation Manager article for more details. « Target
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. S Level Con-
Setting Definition il
Reanalyze Specifies whether to run the fragmentation analysis again » Global
Indexes After after defrag. « Site/Group
Defrag « Target
Fragmentation  The scan mode used when scanning for fragmentation. » Global
Scan Mode o Site/Group

e Target
Maximum The maximum concurrent operations to run on a SQL Server » Global
Concurrent Instance. » Site/Group
Operations . Target
Delay Between  When Maximum Concurrent Operations is set to 1, you can » Global
Defrag specify a delay between defrag operations to prevent « Site/Group
Operations send/redo queue overload when availability groups or . Target

mirroring are in use.

Maximum The maximum allowed runtime for the defragmentation » Global
Duration process.  Site/Group

e Target
Partitions Which partitions to include for defragmentation. » Global
(Enterprise * Site/Group
Only) o Target
Inherit From Specifies whether the general database settings are inherited » Site/Group
Parent (Global)  from the parent object.  Target

Index Reorg Settings

. o Level Con-

Setting Definition figurable

Reorg The maximum fragmentation percentage before an index reorg is » Global

Threshold  performed. e Site/Group

% e Target

Reorg Dedicated schedule on which reorgs only will be performed, » Global

Schedule according to the reorg threshold. Rebuilds will not be performed « Site/Group
even if the rebuild threshold has been exceeded. . Target
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. S Level Con-
Setting Definition figurable
Inherit Specifies whether the index reorg settings are inherited from the  Site/Group
From parent object. e Target
Parent
(Global)

Index Rebuild Settings

. S Level Con-
Setting Definition figurable
Rebuild The maximum fragmentation percentage before an index » Global
Threshold % rebuild is performed.  Site/Group

e Target

Rebuild Dedicated schedule on which rebuilds only (online or offline) » Global
Schedule will be performed, according to the rebuild threshold. « Site/Group

e Target

Offline Rebuild  If an offline rebuild will be performed as the result of the e Global
Window primary schedule, then only start the offline rebuild during « Site/Group

this window. . Target

Sortintempdb  Specifies whether to use the tempdb for sorting. » Global
« Site/Group

e Target

Use Online Specifies whether to rebuild the index while online (Enterprise » Global
Rebuild Only). « Site/Group

(Enterprise Only) . Target

MAXDOP The max degree of parallelism to use during the rebuild. » Global
(Enterprise Only) « Site/Group

e Target
Inherit From Specifies whether the index reorg settings are inherited from » Site/Group

Parent (Global)  the parent object. « Target
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Top SQL

Settings X
Global (Global)

Amazon RD5 for 5OL Server Instance W
Top 5CL v

Maxirmum Duration Threshold 01:00:00
Maxirmum Duration Threshold Percent 250
Minimum Duration Threshold 00:00:00
Minimum Duration Threshold Percent 10

Runtime Thresholds

Conditicns | Settl'ng5J

Runtime Thresholds

. o Level Con-
Setting Definition figurable
Maximum Duration The maximum allowed duration for the object. » Global
Threshold » Site/Group

e Target
Maximum Duration The maximum allowed duration percentage for the » Global
Threshold Percent object. o Site/Group
e Target
Minimum Duration The minimum allowed duration for the object. » Global
Threshold « Site/Group
e Target
Minimum Duration The minimum allowed duration percentage for the » Global
Threshold Percent object.  Site/Group
e Target
Inherit From Parent Specifies whether the duration thresholds settings are » Site/Group
inherited from the parent object.  Target
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Top SQL Source
Settings X
Global (Global)
Amazon RD5 for 5OL Server Instance W
Top 5CL Source v
Minimum Duration 0000605
Minimum CPLU 0
Minimum Reads 5
Minimum Writes 0
Collect Trace Events True
Collect Statement Events True
Running Events Polling Interval 00:00:05
Collect Execution Plans True
Max Plan Size to Collect (ME] 10
Collect Query Stats True
Cuery Stats Sample Interval 00:01:00
Filter Time Span 00:00:30
Filter Factor 2
Collection Settings

Conditicns [Seﬂing sJ

Collection Settings

. o Level Con-
Setting Definition figurable
Minimum The minimum required duration for a statement to be logged. » Global
Duration o Site/Group

e Target
Minimum The minimum required CPU for a statement to be logged. » Global
CPU » Site/Group
e Target
Minimum The minimum reads required for a statement to be logged. » Global
Reads » Site/Group
» Target
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Level Con-
figurable

Minimum
Writes

Collect
Trace
Events

Collect
Statement
Events

Running
Events
Polling
Interval

Collect
Execution
Plans

Max Plan
Size to
Collect
(MB)

Collect
Query Stats

Query Stats
Sample
Interval

Filter Time
Span

The minimum required writes for a statement to be logged.

Specifies whether traces events are collected.

Specifies whether statement events are collected.

Specifies how often the service checks for running events.

Specifies whether execution plans are collected. Running queries
will not be captured if this is set to false.

Specifies the max plan size to collect in MB.

Specifies whether query stats collection is enabled.

Specifies how often to sample query stats.

The Filter Time Span specifies the base length of time over which
the collection filters will be applied to Query Stats. See Filter
Factor for more details.
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» Global
o Site/Group
e Target

» Global
» Site/Group
e Target

» Global
» Site/Group
e Target

» Global
 Site/Group
e Target

» Global
 Site/Group
e Target

» Global
 Site/Group
e Target

» Global
 Site/Group
e Target

» Global
 Site/Group
e Target

» Global
« Site/Group
e Target
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. o Level Con-
Setting Definition il
Filter Factor The Filter Factor is calculated by dividing the Query Stats Sample » Global
Interval by the Filter Time Span. The collection filters such as o Site/Group
Minimum Duration are multiplied by this value when applied to . Target
Query Stats collection. For example, using the defaults (Query
Stats Sample Interval = 60 Seconds, Filter Time Span = 30
Seconds, Minimum Duration = 5 Seconds) the total cumulative
duration of all executions of a query over the 60 second sample
interval must be greater than 10 seconds.
Inherit Specifies whether the Top SQL settings are inherited from the » Site/Group
From parent object. o Target
Parent
(Global)
Al Query Determines whether Al Query Assist is enabled or disabled. This » Global
Assist setting must be set to True for Al Query Assist to be enabled. « Site/Group
Enabled . Target

Analytics Platform System Instance

The following settings are configurable for Analytics Platform System instances:

Analytics Platform System

Settings b
Global (Global)
Analytics Platform System Instance W

Analytics Platform Systemn W
- Collection Settings

Monitor Performance True
- Maintenance Window

Maintenance Window <not specified >

Collection Settings

Conditions |Setting5|
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Collection Settings

. o Level Con-
Setting Definition figurable
Monitor Controls whether performance monitoring is enabled. Global Site/Group
Performance Target

Inherit From Parent  Specifies whether collection settings are inherited from  Site/Group Target
(Global) the parent object.

Maintenance Window

. S Level Con-
Setting Definition e
Maintenance  The maintenance window for targets. Only Log actions will be » Global
Window triggered for Failsafe conditions inside the maintenance o Site/Group

window. Send, Execute, and other actions will not be triggered. . Target
Inherit From Specifies whether maintenance window settings are inherited » Site/Group
Parent from the parent object. o Target

(Global)

APS Distributed Queries

Settings x
Global (Global)
Analytics Platform System Instance W

APS Distributed Cueries W

Maxirmum Duration Threshold | 000000

Minimum Duration Threshold | 000000

Runtime Thresholds

Conditicns [Seﬂing sJ
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Runtime Thresholds

. o Level Con-
Setting Definition figurable
Maximum Duration The maximum allowed duration for the object. » Global
Threshold » Site/Group

e Target
Minimum Duration  The minimum allowed duration for the object. » Global
Threshold  Site/Group

e Target
Inherit From Parent Specifies whether the duration threshold settings are » Site/Group
(Global) inherited from the parent object. « Target

APS Distributed Queries Source

Settings
Global (Global)
Analytics Platform System Instance v

APS Distributed Cueries Source W

Minimum Duration 00:00:05

S0L Request Plan Cellection Enabled True
Collect Distributed Ciueries Errors False

Queries Settings

Conditicns [Settl'ng SJ

Queries Settings

. e Level Con-
Setting Definition figurable
Minimum Duration The minimum required duration for a statement to e Global

be logged. « Site/Group
e Target
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. o Level Con-
Setting Definition figurable
SQL Request Plan This will enable collection of compute node level » Global
Collection Enabled execution plans. o Site/Group
e Target
Collect Distributed This will collect and show errors for distributed » Global
Queries Errors queries. « Site/Group
e Target
Inherit From Parent Specifies whether the Top SQL Settings are inherited  Site/Group
(Global) from the parent object. « Target

APS Health Alerts Source

Settings x
Global (Global)

Analytics Platform System Instance v
APS Health Alerts Source v

i History Filter |

Synchronization

Conditicns [SettingsJ

Synchronization

. S Level Con-
Setting Definition figurable
History Filter The filter used for history synchronization. Only events that » Global

meet the filter will be written to the database. e Site/Group
e Target

Inherit From Specifies whether the maximum row count settings are  Site/Group
Parent (Global) inherited from the parent object. o Target
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APS Loader Backup Run

Settings X
Global (Global)

Analytics Platform System Instance v
APS Loader Backup Run v

Maxirmum Duration Threshold O0:00:00
Maxirmum Duration Threshold Percent 250
Minimum Duration Threshold 00:00:00
Minimum Duration Threshold Percent 10

Runtime Thresholds

Conditicns | SEﬂingsJ

Runtime Thresholds

. o Level Con-
Setting Definition figurable
Maximum Duration The maximum allowed duration for the object. » Global
Threshold » Site/Group

e Target
Maximum Duration The maximum allowed duration percentage for the » Global
Threshold Percent object. o Site/Group
e Target
Minimum Duration The minimum allowed duration for the object. » Global
Threshold  Site/Group
e Target
Minimum Duration The minimum allowed duration percentage for the » Global
Threshold Percent object. « Site/Group
e Target
Inherit From Parent Specifies whether the duration threshold settings are » Site/Group
(Global) inherited from the parent object. o Target
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Azure SQL Data Warehouse Instance

The following settings are configurable for Azure SQL Data Warehouse instances:

Azure SQL Data Warehouse

Settings x
Global (Global)

Azure 5QL Data Warehouse Instance W
Azure 50 Data Warehouse W
=

=

Maintenance Window <not specified >
Collection Settings

Cenditicns [Setting sJ

Collection Settings

. S Level Con-
Setting Definition e
Monitor Performance Controls whether performance monitoring is enabled. » Global

 Site/Group

e Target
Inherit From Parent  Specifies whether collection settings are inherited from » Site/Group
(Global) the parent object. « Target

Maintenance Window

. s Level Con-
Setting Definition figurable
Maintenance  The maintenance window for targets. Only Log actions will be » Global
Window triggered for Failsafe conditions inside the maintenance e Site/Group

window. Send, Execute, and other actions will not be triggered. . Target
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. S Level Con-
Setting Definition figurable
Inherit From Specifies whether maintenance window settings are inherited » Global
Parent from the parent object. o Site/Group
(Global) « Target

Azure SQL Data Warehouse Distributed Queries

Settings X
Global (Global)

Azure 501 Data Warehouse Instance v
Azure 501 Data Warehouse Distributed Cueries v

Maxirmum Duration Threshold 0000600

Minimum Duration Threshold O0:00:00

Runtime Thresholds

Conditicns [Seﬂing sJ

Runtime Thresholds

. o Level Con-
Setting Definition figurable
Maximum Duration The maximum allowed duration for the object. » Global
Threshold » Site/Group

e Target
Minimum Duration  The minimum allowed duration percentage for the object. » Global
Threshold  Site/Group

e Target
Inherit From Parent Specifies whether the duration threshold settings are » Site/Group
(Global) inherited from the parent object. « Target
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Azure SQL Data Warehouse Distributed Queries Source

Settings X
Global (Global)
Azure 50L Data Warehouse Instance W
Azure 50L Data Warehouse Distributed Cueries Source v
Minimum Duration 0000605
SCL Request Plan Collection Enabled True
Collect Distributed Cueries Errors False
Queries Settings

Conditicns | SEﬂingsJ

Queries Settings

. o Level Con-
Setting Definition figurable
Minimum Duration The minimum required duration for a statement to » Global

be logged. « Site/Group
e Target
SQL Request Plan This will enable collection of compute node level » Global
Collection Enabled execution plans. « Site/Group
e Target
Collect Distributed This will collect and show errors for distributed » Global
Queries Errors queries. « Site/Group
» Target
Inherit From Parent Specifies whether the Top SQL settings are inherited » Site/Group
(Global) from the parent object. e Target

Getting Started Guide: SQL Sentry page 221



’7 SOLARWINDS SQL Sentry Settings Pane

Azure SQL Data Warehouse Loader Backup Run

Settings X
Global (Global)

Azure 501 Data Warehouse Instance v
Azure 501 Data Warehouse Loader Backup Run v

Maxirmum Duration Threshold O0:00:00
Maxirmum Duration Threshold Percent 250
Minimum Duration Threshold 00:00:00
Minimum Duration Threshold Percent 10

Runtime Thresholds

Conditicns | Settl'ng5J

Runtime Thresholds

. S Level Con-
Setting Definition figurable
Maximum Duration The maximum allowed duration for the object. » Global
Threshold » Site/Group

e Target
Maximum Duration The maximum allowed duration percentage for the » Global
Threshold Percent object.  Site/Group
e Target
Minimum Duration The minimum allowed duration for the object. * Global
Threshold » Site/Group
e Target
Minimum Duration The minimum allowed duration percentage for the » Global
Threshold Percent object. o Site/Group
e Target
Inherit From Parent Specifies whether the duration threshold settings are » Site/Group
(Global) inherited from the parent object. e Target
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Azure SQL Database Instance

The following settings are configurable for Azure SQL Database instances:

Azure SQL Database
Settings x
Azure 5L Database Instance W
Azure 50L Database W

Allow SentryOne menitoring objects in target | True
Collect Session Temp

Monitor Performance True

Maintenance Window <not specified =

Miscellaneous

Conditicns [Seﬂing sJ

Miscellaneous

(i) Note: To provide the best experience, some features of monitoring an Azure SQL database
require a few small tables and procedures to be stored in the target database. These objects
are created and maintained in a SQL Sentry schema. If you choose not to allow the monitoring
objects to be created, the features dependent upon them (e.g., Top SQL collection) are disabled
for the target database. This is set to False by default, but it can be changed globally or over-
ridden at the target level.
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Setting Definition L.evel sons
figurable

Allow SQL  In order to provide the best experience, some features of » Global

Sentry monitoring an Azure SQL Database require a few small tables and o Site/Group

monitoring  procedures to be stored in the target database. These objects will . Target

objects in be created and maintained in a SQL Sentry schema. If you choose

target to not allow the monitoring objects to be created, the features

dependent upon them will be disabled for the target database.

Additional Information: See the Watched Target Objects article
for a complete list of database objects that are placed on the
watched target.

Collect Set to True to turn on data collection for TempDB Usage and » Global
Session populate the TempDB Session Usage table. « Site/Group
TempDB o Target
Usage

Collect Set to True to turn on data collection for TempDB Usage and » Global
TempDB populate the TempDB Object Stats charts. « Site/Group
Object Stats . Target

See the Troubleshooting article for more guidance on this setting.

Inherit From Specifies whether miscellaneous settings are inherited from the » Site/Group
Parent parent object. o Target

Collection Settings

. o Level Con-
Setting Definition e
Monitor Performance Controls whether performance monitoring is enabled. » Global

« Site/Group

e Target
Inherit From Parent  Specifies whether collection settings are inherited from » Site/Group
(Global) the parent object. « Target
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Maintenance Window

. o Level Con-
Setting Definition :
figurable
Maintenance  The maintenance window for targets. Only Log actions will be » Global
Window triggered for Failsafe conditions inside the maintenance o Site/Group
window. Send, Execute, and other actions will not be triggered. . Target
Inherit From Specifies whether maintenance window settings are inherited » Site/Group
Parent from the parent object. o Target
(Global)
Blocking SQL
Settings x
Global (Global)
Azure 50L Databaze Instance W
Blocking SCL v
Maxirnum Duration Threshold 00:00:30
Runtime Thresholds
Conditicns [Settl'ngsJ

Runtime Thresholds

. S Level Con-
Setting Definition figurable
Maximum Duration The maximum allowed duration for the object. » Global
Threshold « Site/Group

e Target
Inherit From Parent Specifies whether the duration threshold settings are » Site/Group

(Global) inherited from the parent object.

Target
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Blocking SQL Source
Settings X
Global (Global)
Azure 500 Database Instance v
Blocking 5CL Source v

i Minimum Black Duration | 00015

Collection Settings

Cenditicns [Setting sJ

Collection Settings

Setting Definition
Minimum Block The time required to trigger a block condition.
Duration

Inherit From Parent  Specifies whether the blocking settings are inherited

(Global) from the parent object.
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Level Con-
figurable

Global
Site/Group
Target

Site/Group
Target
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Top SQL

Settings
Global (Global)

Azure 50L Database Instance

Top 5CL

Maxirmum Duration Threshold

01:00:00

Maxirmum Duration Threshold

Percent 250

Minimum Duration Threshold

0000600

Minimum Duration Threshold

Percent 10

Runtime Thresholds

Cenditicns | SettingsJ

Runtime Thresholds

Setting

Maximum Duration
Threshold

Maximum Duration
Threshold Percent

Minimum Duration
Threshold

Minimum Duration
Threshold Percent

Inherit From Parent
(Global)

Definition

The maximum allowed duration for the object.

The maximum allowed duration percentage for the
object.

The minimum allowed duration for the object.

The minimum allowed duration percentage for the
object.

Specifies whether the duration threshold settings are
inherited from the parent object.
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Level Con-
figurable

Global
Site/Group
Target

Global
Site/Group
Target

Global
Site/Group
Target

Global
Site/Group
Target

Site/Group
Target
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Top SQL Source
Settings X
Global (Global)
Azure 50L Database Instance W
Top 5CL Source v
Minimum Duration 0000605
Minimum CPLU 0
Minimum Reads 0
Minimum Writes 0
Collect Trace Events True
Collect Statement Events True
Running Events Polling Interval 00:00:05
Collect Execution Plans True
Max Plan Size to Collect (ME] 3
Collect Query Stats True
Cuery Stats Sample Interval 00:01:00
Filter Time Span 00:00:30
Filter Factor 2
Collection Settings

Cenditicns [Setting sJ

Collection Settings

. e Level Con-
Setting Definition e
Minimum The minimum duration required for a statement to be logged. » Global
Duration » Site/Group

e Target
Minimum The minimum CPU required for a statement to be logged. » Global
CPU » Site/Group
e Target
Minimum The minimum required reads for a statement to be logged. » Global
Reads o Site/Group
e Target
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Level Con-
figurable

Minimum
Writes

Collect
Trace
Events

Collect
Statement
Events

Running
Events
Polling
Interval

Collect
Execution
Plans

Max Plan
Size to
Collect
(MB)

Collect
Query Stats

Query Stats
Sample
Interval

Filter Time
Span

The minimum required writes for a statement to be logged.

Specifies whether trace events are collected.

Specifies whether statement events are collected.

Specifies how often the service checks for running events.

Specifies whether execution plans are collected. Running queries
will not be captured if set to false.

Specifies the max plan size to collect in MB.

Specifies whether query stats collection is enabled.

Specifies how often to sample query stats.

Specifies the base length of time over which the collection filters
will be applied to Query Stats. See Filter Factor for more details.
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. o Level Con-
Setting Definition il
Filter Factor The Filter Factor is calculated by dividing the Query Stats Sample » Global
Interval by the Filter Time Span. The collection filters such as o Site/Group
Minimum Duration are multiplied by this value when applied to . Target

Query Stats collection.

For example, using the defaults (Query Stats Sample Interval = 60
Seconds, Filter Time Span = 30 Seconds, Minimum Duration = 5
Seconds) the total cumulative duration of all executions of a query
over the 60 second sample interval must be greater than 10

seconds.
Inherit Specifies whether the Top SQL settings are inherited from the o Site/Group
From parent object. o Target
Parent
(Azure DB)
Al Query Determines whether Al Query Assist is enabled or disabled. This » Global
Assist setting must be set to True for Al Query Assist to be enabled. o Site/Group
Enabled e Target
Event Chain
The following settings are configurable for Event Chains:
Event Chain
Setting Definition Level Configurable
Maximum Runtime Threshold The maximum allowed runtime for the chain. » Global
Minimum Runtime Threshold  The minimum allowed runtime for the chain. » Global

Event Chain Node

The following settings are configurable for Event Chain Nodes:
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Event Chain Node

. . . Level Con-
Setting Definition figurable
Maximum Runtime The maximum allowed runtime for the chain o Global
Threshold node.

Minimum Runtime The minimum allowed runtime for the chain e Global
Threshold node.
SQL Server

The following settings are configurable for SQL Server:

SQL Server
Settings *
Global (Global)
SOL Server W
S0L Server W

Auto-enable SOL Server Agent Tokens
Auto-recycle large 50L Server Agent Logs False
Collect Session TempDE Usage
Maximum CQueue Length

True

Max User Databases to Synchronize (largest first)
Max User Database Files to Synchronize (most active 8 largest first)

Maintenance Window <not specified>

Miscellaneous

Cenditions || Settings
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Miscellaneous

. S Level Con-

Setting Definition il
Auto- Whether or not to enable SQL Server Agent Tokens on SQL Server » Global
enable SQL 2005 instances. o Site/Group
Server . Target
Agent
Tokens Important: On SQL Server 2005 and above, SQL Server Agent

tokens are disabled as a security measure. They must be enabled

to allow SQL Sentry to watch alerts on these servers. Selecting

True allows SQL Sentry to automatically enable these tokens when

an alert is watched on a 2005 and above server.

Additional Information: For more information about SQL Server

Agent Tokens, see SQL Server Books Online.
Auto- Whether or not to automatically recycle large agent log files in SQL » Global
recycle Server 2005 or greater. « Site/Group
large SQL « Target
Server
Agent Logs
Collect Set to True to turn on data collection for TempDB Usage and » Global
Session populate the TempDB Session Usage table. « Site/Group
TempDB « Target
Usage
Collect Set to True to turn on data collection for TempDB Usage and » Global
TempDB populate the TempDB Object Stats charts. « Site/Group
Object * Target
Stats See the Troubleshooting article for more guidance on this setting.
Maximum  This setting specifies the maximum number of jobs that can be e Global
Queue queued at one time on this server. For more information, see the « Site/Group
Length Job Queuing topic. . Target

This setting is used to provide more detail than the basic cleaner

memory data, but it is higher overhead to collect. Use caution

when enabling this setting to ensure it doesn't impact

performance. The default value for this setting is False.

Note: The default value for this setting is 5.
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. o Level Con-
Setting Definition figurable
Inherit Specifies whether miscellaneous settings are inherited from the  Site/Group
From parent object. e Target
Parent

Synchronization

. e Level Con-
Setting Definition e
Max User Databases to The maximum number of databases to e Global
Synchronize (largest first) synchronize, ordered by total size. This includes o Site/Group
system databases. . Target
Max User Database Files to The maximum number of user database files to » Global
Synchronize (most active & synchronize (most active & largest first). o Site/Group
largest first) . Target
Inherit From Parent (Global)  Specifies whether synchronization settings are « Site/Group
inherited from the parent object. o Target

Maintenance Window

. e Level Con-
Setting Definition figurable
Maintenance  The maintenance window for targets. Only Log actions will be » Global
Window triggered for Failsafe conditions inside the maintenance « Site/Group

window. Send, Execute, and other actions will not be triggered. . Target
Inherit From Specifies whether maintenance window settings are inherited » Site/Group
Parent from the parent object. o Target
(Global)
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Blocking SQL
Settings x
Global (Global)
50L Server v
Blocking SCL v

i Maxirmum Duration Threshold 00:05:00

Runtime Thresholds

Conditicns [Seﬂing sJ

Runtime Thresholds

. o Level Con-
Setting Definition figurable
Maximum Duration The maximum allowed duration for the object. » Global
Threshold » Site/Group
e Target
Inherit From Parent Specifies whether the duration threshold settings are  Site/Group
inherited from the parent object. o Target
page 234
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Blocking SQL Source
Settings x
Global (Global)
50L Server v
Blocking 5CL Source v

i Minimum Black Duration 00:00:15

Collection Settings

Conditicns [Seﬂing sJ

Runtime Thresholds

. o Level Con-
Setting Definition figurable
Minimum Block The time required to trigger a block condition. » Global
Duration » Site/Group

e Target
Inherit From Specifies whether the blocking settings are inherited from  Site/Group
Parent the parent object. e Target

Getting Started Guide: SQL Sentry page 235



’7 SOLARWINDS SQL Sentry Settings Pane

Databases Source

Settings b
Global (Global)

SCL Server v
Databases Source W

Enable Table/Index Data Collection False
Max Partiticns to Collect per Database 500

Min Index Size (MB) to Collect Fragmentation Data | 10
Max Index Size (MB) to Collect Fragmentation Data | 30000
Collect Buffer Data when Buffer » 8GEB Falze

General Settings

Conditicns | SEﬂingsJ

General Settings

. o Level Con-
Setting Definition figurable
Enable Table/ Specifies whether table and index collection is enabled. If » Global
Index Data disabled no index management functions will be performed. o Site/Group
Collection . Target
Max Partitions  The maximum partitions to collect. » Global
to Collect per » Site/Group
Database . Target
Min Index Size  The minimum size of the index in MB to be considered for e Global
(MB) to Collect defrag. « Site/Group
Fragmentation . Target
Data
Max Index Size  The maximum size of the index in MB to be considered for e Global
(MB) to Collect defrag. « Site/Group
Fragmentation . Target
Data
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. o Level Con-
Setting Definition figurable
Collect Buffer  Collecting detailed buffer information is inherently a low » Global
Data when overhead process. However, since it takes approximately 1 o Site/Group
Buffer > 8GB second per GB of buffer, on larger buffers the associated . Target

query can take some time to complete, which may cause it to
appear in Top SQL and or generate associated alerts. It is
generally safe to enable this setting, since SQL Sentry ensures
that the total time spent per day collecting buffer data will be
roughly the same regardless of buffer size, and that collection
only occurs when the buffer has changed.

Inherit From Specifies whether the general database source settings are
Parent inherited from the parent object.

Site/Group
Target

Deadlocks Source

Settings b
Global (Global)
S0L Server W
Deadlocks Source W
=
History Fitter |
—|
Collect Deadlock Events True
Synchronization

Conditicns [Seﬂing sJ

Synchronization

. o Level Con-
Setting Definition figurable
History Filter The filter used for history synchronization. Only events that » Global

meet the filter will be written to the database. e Site/Group
e Target
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. o Level Con-
Setting Definition figurable
Inherit From Specifies whether the maximum row count settings are » Site/Group
Parent (Global) inherited from the parent object.  Target

Collection Settings

. S Level Con-
Setting Definition figurable
Collect Deadlock Specifies whether the deadlock statement collection is » Global
Events enabled.  Site/Group

e Target
Inherit From Parent  Specifies whether the deadlock settings are inherited » Site/Group
(Global) from the parent object. « Target
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Index Defragmentation

Index Defragmentation

Primary Schedule

Settings b

Global (Global)
50L Server v
v

<not specified=

Operation Type Analyze Only
Reanalyze Indexes After Defrag False
Fragmentaticn S5can Mode Limited
Maximum Concurrent Operations 2

SQL Sentry Settings Pane

Delay Between Defrag Operations 00:00:30
Maxirmum Duration 02:00:00
Partitions (Enterprise Only) All

10
<not specified=

Reorg Threshold %
Recrg Schedule

Rebuild Threshold % 30
Rebuild Schedule < not specified=
Offline Rebuild Window <not specified=
Sort in tempdb False

Use Online Rebuild (Enterprise Only) | True

MAXDOP (Enterprise Only) 0

General Defrag Settings

Conditicns [Seﬂing sJ

General Defrag Settings

. o Level Con-
Setting Definition figurable
Primary The schedule on which index analysis and/or defrag will be » Global
Schedule performed, according to the configured reorg and rebuild o Site/Group

thresholds. « Target

Operation Type Options for Analyze Only and Analyze & Defrag. e Global
» Site/Group

See the Fragmentation Manager article for more details. « Target
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. S Level Con-
Setting Definition il
Reanalyze Specifies whether to run the fragmentation analysis after » Global
Indexes After defrag. » Site/Group
Defrag « Target
Fragmentation  The scan mode used when scanning for fragmentation. » Global
Scan Mode e Site/Group

e Target
Maximum The maximum concurrent operations to run on a SQL Server » Global
Concurrent Instance. « Site/Group
Operations . Target
Delay Between = When Maximum Concurrent Operations is set to 1, you can e Global
Defrag specify a delay between defrag operations to prevent « Site/Group
Operations send/redo queue overload when availability groups or . Target

mirroring are in use.

Maximum The maximum allowed runtime for the defragmentation » Global
Duration process.  Site/Group

e Target
Partitions Which partitions to include for defragmentation. » Global
(Enterprise « Site/Group
Only) * Target
Inherit From Specifies whether the general database settings are inherited » Site/Group
Parent from the parent object.  Target

Index Reorg Settings

. o Level Con-
Setting Definition figurable
Reorg The maximum fragmentation percentage before an index reorg is Global
Threshold  performed. Site/Group
% Target
Reorg Dedicated schedule on which reorgs only will be performed, Global
Schedule  according to the reorg threshold. Rebuilds will not be performed Site/Group

even if the rebuild threshold has been exceeded. Target
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. S Level Con-
Setting Definition il
Inherit Specifies whether the index reorg setting are inherited from the Site/Group
From parent object. Target
Parent
(Global)

Index Rebuild Settings

. S Level Con-
Setting Definition figurable
Rebuild The maximum fragmentation percentage before an index » Global
Threshold % rebuild is performed.  Site/Group

e Target

Rebuild Dedicated schedule on which rebuilds only (online or offline) » Global
Schedule will be performed, according to the rebuild threshold. « Site/Group

e Target

Offline Rebuild  If an offline rebuild will be performed as the result of the e Global
Window primary schedule, then only start the offline rebuild during « Site/Group

this window. . Target

Sortintempdb  Specifies whether to use tempdb for sorting. » Global
« Site/Group

e Target

Use Online Specifies whether to rebuild the index while online (Enterprise » Global
Rebuild Only). « Site/Group

(Enterprise Only) . Target

MAXDOP The max degree of parallelism to use during the rebuild. » Global
(Enterprise Only) « Site/Group

e Target
Inherit From Specifies whether the index reorg settings are inherited from » Site/Group

Parent (Global)  the parent object. « Target
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Maintenance Plans Source

Settings b
Global (Global)
S0L Server W
Maintenance Plans Source W
=
Auto-watch New Objects
=
Maximum Rows to Synchronize 5000
General

Conditions [Setting sJ

General
: S Level Con-

Setting Definition figurable

Auto-watch New Whether or not new objects will be set to watched when » Global

Objects they are discovered. « Site/Group
e Target

Inherit From Parent  Specifies whether general settings are inherited from the  Site/Group

(Global) parent object.  Target

Synchronization

Setting Definition L.evel sons
figurable
Maximum The maximum rows of historical event data to collect from this » Global
Rows to source. This settings is most applicable to the initial loading « Site/Group
Synchronize  process, since subsequent synchronizations will only include . Target
new records. Use care when increasing this value — If it is set
too high database content can result.
Inherit From  Specifies whether the maximum row count settings are inherited « Site/Group
Parent from the parent object. o Target

(Global)
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Reporting Services Report

Settings X
Global (Global)
S0L Server W

Reporting Services Report W
- Runtime Thresholds

Maximum Runtirne Threshold 00:00:00

Maxirmum Runtime Thresheold Percent 250

Minimum Runtime Thresheld 00:00:00

Minimum Runtime Threshold Percent 10

Runtime Thresholds

Conditions |Settings|

Runtime Thresholds

: o Level Con-
Setting Definition e
Maximum  The maximum allowed duration for the object. » Global
Runtime « Site/Group
Threshold e Target
Maximum  The maximum allowed duration percentage for the object. See the » Global
Runtime warning below. o Site/Group
Threshold e Target
Percent Note: The default value is 250. This means that any time a job

runs for less than 10 (default Minimum Runtime Threshold
Percent) or longer than 250 percent of its average runtime, a
notification is sent. If too many messages are being received,
these settings can be adjusted as needed.

Minimum  The minimum allowed duration for the object. » Global
Runtime « Site/Group
Threshold . Target
Minimum  The minimum allowed duration percentage for the object. » Global
Runtime * Site/Group
Threshold Note: The default value is 10. . Target
Percent
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. S Level Con-
Setting Definition figurable
Inherit Specifies whether the runtime threshold settings are inherited  Site/Group
From from the parent object. e Target
Parent
(Global)

Important: For the Maximum Runtime Threshold Percent setting, in cases where the average
runtime for a job is less than 30 seconds, a maximum allowed runtime value of two minutes is used
regardless of the Maximum Runtime Threshold Percent setting value.

If you wish to avoid this, you can do either of the following:

1. Use the Maximum Runtime Threshold setting rather than Maximum Runtime Threshold
Percent setting.

2. Use a Response Ruleset for the SQL Server Agent Job: Runtime Threshold Max condition that
delays alerting until the jobs have run for a duration the user defines.

Response Ruleset Editor x
Name

|DBCC Jobs Max Runtime Threshold

Type

Time Based v |

Process Actions After

|'I Ii" Hours e |

Process Subsequent Actions Every

|‘I Ell Hors w | forup to |1 Ell Days w |

| Save L\a‘ | | Cancel |

Explicit time-based thresholds can also be specified. Any time an explicit time-based threshold
is specified it overrides the percentage-based thresholds for that object. Time-based thresholds
are usually less valuable at the global level, particularly the Minimum Runtime Threshold that
doesn't have much value globally. Explicit runtime thresholds tend to be more applicable at the
actual instance or object level for overriding the global percentage thresholds on a case-by-case
basis.

(i) Note: Runtime threshold messages for Reporting Services Reports completing in less than
two minutes aren't processed until they are complete.
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Reporting Services Reports Source

Settings X
Global (Global)
S0L Server W

Reporting Services Reports Source W
=

Auto-watch New Objects

Maximum Rows to Synchronize 5000
History Filter

General

Conditions [Setting sJ

General
: S Level Con-

Setting Definition figurable

Auto-watch New Whether or not new objects will be set to watched when » Global

Objects they are discovered. « Site/Group
e Target

Inherit From Parent  Specifies whether general settings are inherited from the  Site/Group

(Global) parent object.  Target

Synchronization

Setting Definition L.evel Sl
figurable
Maximum The maximum rows of historical event data to collect from this » Global
Rows to source. This settings is most applicable to the initial loading « Site/Group
Synchronize  process, since subsequent synchronizations will only include . Target

new records. Use care when increasing this value — If it is set
too high database content can result.

Note: The default is 5000.
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Level Con-
figurable

Setting Definition

History Filter  The filter used for history synchronization. Only events that meet » Global

the filter will be written to the database. o Site/Group
e Target
Inherit From  Specifies whether the maximum row count settings are inherited  Site/Group
Parent from the parent object. o Target
(Global)
SQL Agent Alerts Source
Settings x
Global (Global)
S0L Server W
S0L Server Agent Alerts Source Ly
=
=
Maximum Rows to Synchronize 5000
History Filter
General

Conditicns [Settl'ng SJ

General
. S Level Con-

Setting Definition figurable

Auto-watch New Whether or not new objects will be set to watched when » Global

Objects they are discovered. « Site/Group
e Target

Inherit From Parent  Specifies whether general settings are inherited from the  Site/Group

(Global) parent object. » Target
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Synchronization

. o Level Con-
Setting Definition .eve o
figurable
Maximum The maximum rows of historical event data to collect from this » Global
Rows to source. This settings is most applicable to the initial loading « Site/Group
Synchronize  process, since subsequent synchronizations will only include . Target

new records. Use care when increasing this value - If it is set
too high database content can result.

History Filter  The filter used for history synchronization. Only events that meet » Global

the filter will be written to the database. o Site/Group
e Target
Inherit From  Specifies whether the maximum row count settings are inherited » Site/Group
Parent from the parent object. o Target
SQL Server Agent Job

Settings »
Global (Global)
SOL Server W
S0L Server Agent Job W

Maximum Runtime Threshold
Maximum Runtime Threshold Percent

Minimum Runtime Threshold

Minimum Runtime Threshold Percent

Cueue Others For Up To 00:30:00

Auto-Start Threshold O 00:00

Cueue Type Cueue for specified time

Cueue Forlp To 00:30:00

Auto-Start Type Use default setting
Runtime Thresholds

Conditions [SEtting SJ
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Runtime Thresholds

. S Level Con-
Setting Definition il
Maximum Duration The maximum allowed duration for the object. » Global
Threshold » Site/Group

e Target
Maximum Duration The maximum allowed duration percentage for the » Global
Threshold Percent object. o Site/Group
e Target
Minimum Duration The minimum allowed duration for the object. » Global
Threshold  Site/Group
e Target
Minimum Duration The minimum allowed duration percentage for the » Global
Threshold Percent object.  Site/Group
e Target
Inherit From Parent Specifies whether the runtime threshold settings are » Site/Group
(Global) inherited from the parent object. « Target

Behavior when Queuing Other Jobs

. o Level Con-
Setting Definition figurable
Queue The maximum length of time this job will queue other jobs. » Global
Other For o Site/Group
UpTo e Target
Auto-Start  Any job whose next scheduled run time is beyond the specified » Global
Threshold  threshold will be started automatically upon leaving the queue. If a o Site/Group

job’s next scheduled run time is before the threshold it will not . Target
auto-start.
Inherit Specifies whether the queuing behavior is inherited from the  Site/Group
From parent object. o Target
Parent
(Global)
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Behavior When This Job is Queued

. o Level Con-
Setting Definition figurable
Queue The behavior when this job is queued. » Global
Type * Site/Group

e Target
Queue For The maximum length of time this job can be queued. » Global
Up To » Site/Group
e Target
Auto-Start  Controls the auto-start behavior for the job when it leaves the » Global
Type queue. “Use default setting” will cause the queuing job’s “Auto- « Site/Group
Start Threshold” setting to be used. . Target
Inherit Specifies whether the behavior when queued is inherited from the » Site/Group
From parent object. o Target
Parent
(Global)

SQL Server Agent Jobs Source

Settings X
Global (Global)

50L Server W
SCL Server Agent Jobs Source W

Auto-watch MNew Objects
Miszed Run Threshold

Maximum Rows to Synchronize

General

Conditicns [Settl'ng SJ
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General
. o Level Con-
Setting Definition figurable
Auto-watch New Whether or not new objects will be set to watched when » Global
Objects they are discovered. e Site/Group
e Target
Missed Run The length of time that must pass before an object run is » Global
Threshold considered to be missed. * Site/Group
e Target
Inherit From Parent Specifies whether general settings are inherited from the  Site/Group
(Global) parent object. » Target

Synchronization

. S Level Con-
Setting Definition .eve &0
figurable
Maximum The maximum rows of historical event data to collect from this » Global
Rows to source. This settings is most applicable to the initial loading o Site/Group
Synchronize  process, since subsequent synchronizations will only include « Target
new records. Use care when increasing this value — If it is set
too high database content can result.
Inherit From  Specifies whether the maximum row count settings are inherited  Site/Group
Parent from the parent object. o Target

(Global)
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SQL Server Agent Log Source

Settings X
Global (Global)
S0L Server W

SCL Server Agent Log Source W
=

Auto-watch New Objects

Maximum Rows to Synchronize 5000
History Filter

General

Conditicns [Seﬂing sJ

General
. o Level Con-
Setting Definition figurable
Auto-watch New Whether or not new objects will be set to watched when  Global Site/Group
Objects they are discovered. Target

Inherit From Parent  Specifies whether general settings are inherited from the Site/Group Target
(Global) parent object.

Synchronization

Level Con-
Settin Definition .
9 figurable
Maximum The maximum rows of historical event data to collect from this ¢ Global
Rows to source. This settings is most applicable to the initial loading o Site/Group

Synchronize  process, since subsequent synchronizations will only include
new records. Use care when increasing this value — If it is set
too high database content can result.

e Target
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. e Level Con-
Setting Definition .e SiE0
figurable
History Filter  The filter used for history synchronization. Only events that meet » Global
the filter will be written to the database. o Site/Group
e Target
Inherit From  Specifies whether the maximum row count settings are inherited  Site/Group
Parent from the parent object. o Target
(Global)
Top SQL
Settings x
Global (Global)
S0L Server W
Top 50L Ly
Maxirnum Duration Threshold 00:00:00
Maxirnum Duration Threshold Percent 200
Minimum Duration Threshold 00:00:00
Minimum Duration Threshold Percent 10
Runtime Thresholds

Conditions [SEtting SJ

Runtime Thresholds

. o Level Con-
Setting Definition figurable
Maximum Duration The maximum allowed duration for the object. » Global
Threshold » Site/Group

e Target
Maximum Duration The maximum allowed duration percentage for the » Global
Threshold Percent object. o Site/Group
e Target
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. S Level Con-
Setting Definition .
figurable
Minimum Duration The minimum allowed duration for the object. » Global
Threshold » Site/Group
e Target
Minimum Duration The minimum allowed duration percentage for the » Global
Threshold Percent object. « Site/Group
e Target
Inherit From Parent Specifies whether the duration threshold settings are » Site/Group
inherited from the parent object. o Target
Top SQL Source
Settings x
Global (Global)
S0L Server v
Top 5CL Source v
Minimum Duration 00:00:05
Minimum CPLU 0
Minimum Reads 5
Minimum Writes 0
Collect Trace Events True
Collect Statement Events True
Running Events Polling Interval 00:00:05
Collect Execution Plans True
Max Plan 5ize to Collect (ME) 10
Collect Cuery Stats True
Chuery Stats Sample Interval 00:01:00
Filter Time Span 00:00:30
Filter Factor 2
Collection Settings
Cenditicns [Settingsj
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Collection Settings

Setting

Minimum
Duration

Minimum
CPU

Minimum
Reads

Minimum
Writes

Collect
Trace
Events

Collect
Statement
Events

Running
Events
Polling
Interval

Definition L.evel con
figurable
The minimum required duration for a statement to be logged. » Global
» Site/Group
e Target
The minimum required CPU for a statement to be logged. » Global
o Site/Group
e Target
The minimum required reads for a statement to be logged. » Global
» Site/Group
» Target
The minimum required writes for a statement to be logged. » Global
 Site/Group
e Target
Specifies whether trace events are collected. » Global
 Site/Group
e Target
Specifies whether statement events are collected. » Global
 Site/Group
Warning: On systems with very high transaction volumes that * Target
also make extensive use of scalar functions, enabling Collect
Statement Events may cause a negative impact on the
performance of the monitored target, regardless of the effective
Top SQL Filter settings or the number of events actually collected.
For more information, see Improve SQL Sever Scalar UDF
Performance in SQL Server 2019, and Four Ways to improve
Scalar function performance in SQL Server.
Specifies how often the service checks for running events. » Global
o Site/Group
e Target
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. o Level Con-
Setting Definition il
Collect Specifies whether execution plans are collected. Running queries » Global
Execution  will not be captured if this setting is set to false. o Site/Group
Plans e Target
Max Plan Specifies the max plan size to collect in MB. e Global
Size to » Site/Group
Collect . Target
(MB)

Collect Specifies whether query stats collection is enabled. e Global
Query Stats « Site/Group

e Target

Query Stats Specifies how often to sample query stats. e Global
Sample « Site/Group

Interval . Target

Filter Time  Specifies the base length of time over which the collection filters e Global
Span will be applied to Query Stats. See Filter Factor for more details. « Site/Group

e Target

Filter Factor The Filter Factor is calculated by dividing the Query Stats Sample » Global
Interval by the Filter Time Span. The collection filters such as o Site/Group

Minimum Duration are multiplied by this value when applied to . Target

Query Stats collection. For example, using the defaults (Query
Stats Sample Interval = 60 Seconds, Filter Time Span = 30
Seconds, Minimum Duration = 5 Seconds) the total cumulative
duration of all executions of a query over the 60 second sample
interval must be greater than 10 seconds.

Inherit Specifies whether Top SQL Settings are inherited from the parent o Site/Group
From object. o Target
Parent
Al Query Determines whether Al Query Assist is enabled or disabled. This e Global
Assist setting must be set to True for Al Query Assist to be enabled. « Site/Group
Enabled . Target

SQL Server Analysis Services

The following settings are configurable for SQL Server Analysis services:
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Analysis Services

Settings
Global (Global)

SCL Server Analysis Services

Analysis Services
=

Collect Memory by Category Data

Maintenance Window =<not specified>

Miscellaneous

Cenditicns [Setting sJ

Miscellaneous

. o Level Con-
Setting Definition figurable
Collect Memory by Category data provides more detail than the basic » Global

Memory by Cleaner memory data, but is higher overhead to collect. Use

 Site/Group
Category  caution when enabling to ensure it does not impact performance. . Target
Data
Inherit Specifies whether miscellaneous settings are inherited from the » Site/Group
From parent object. o Target
Parent

Maintenance Window

Setting Definition Level Con-

figurable

The maintenance window for watched instances. Only Log » Global
actions will be triggered for Failsafe conditions inside the

» Site/Group
maintenance window. Send, Execute, and other actions will not . Target
be triggered.

Maintenance
Window
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. o Level Con-
Setting Definition figurable
Inherit From Specifies whether maintenance window settings are inherited » Site/Group
Parent from the parent object. e Target
(Global)

Top Commands

Settings
Global (Global)

S0L Server Analysis Services Ly

Top Commands v

i Maximum Duration Threshold 07:00:00

Runtime Thresholds

Conditicns [Seﬂing sJ

Runtime Thresholds

. o Level Con-
Setting Definition figurable
Maximum Duration The maximum allowed duration for the object. » Global
Threshold o Site/Group

e Target
Inherit From Parent Specifies whether the duration threshold settings are » Site/Group
(Global) inherited from the parent object. o Target
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Top Commands Source

Settings X
Global (Global)

SCL Server Analysis Services v

Top Commands Source W

Minimum Duration 00:00:05
Collect MDX/DAX/DME KMLA Events True
Collect DAY Cuery Plan Events False

Collection Settings

Cenditicns |Settir1g5J

Collection Settings

. S Level Con-
Setting Definition figurable
Minimum Duration The minimum required duration for a statement to be » Global

logged. « Site/Group
e Target
Collect Specifies whether the command collection is » Global
MDX/DAX/DMX/XMLA  enabled. o Site/Group
Events e Target
Collect DAX Query Plan  Specifies whether DAX Query Plan events are » Global
Events captured. Note that collecting query plans for o Site/Group
complex DAX queries can have a negative impact on . Target

performance and should only be enabled for
troubleshooting purposes.

Inherit From Parent Specifies whether the SSAS settings are inherited » Site/Group
from the parent object. o Target

Tintri

The following settings are configurable for Tintri:
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Tintri VMstore

Settings X
Global (Global)

Tintri W
Tintri VMstore W
=

=

Maintenance Window =<not specified>
Collection Settings

Conditicns [Setting sJ

Collection Settings

Setting Definition Level Configurable
Monitor Performance Controls whether performance monitoring is enabled. » Global

» Site/Group

e Target

Maintenance Window

. e Level Con-
Setting Definition figurable
Maintenance  The maintenance window for targets. Only Log actions will be » Global
Window triggered for Failsafe conditions inside the maintenance « Site/Group

window. Send, Execute, and other actions will not be triggered. . Target

VMware

The following settings are configurable for VMware:
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VMware Host

Settings X
Global (Global)

Whiware W
Whiware Host W
=

=

Maintenance Window =<not specified>
Collection Settings

Conditicns [Setting sJ

Collection Settings

Setting Definition Level Configurable
Monitor Controls whether performance monitoring is Global Site/Group
Performance enabled. Target

Maintenance Window

. o Level Con-
Setting Definition figurable
Maintenance  The maintenance window for targets. Only Log actions will be Global
Window triggered for Failsafe conditions inside the maintenance window. Site/Group

Send, Execute, and other actions will not be triggered. Target
Windows

The following settings are configurable for Windows:
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Windows Computer

Settings b
Global (Global)
Windows v
Windows Computer W
Collect Processes True
Uncategorized Process Filter [ObservedDurationSimple.Seconds] = 30,0 ...
Collection Settings

Conditicns [Setting sJ

Collection Settings

. S Level Con-
Setting Definition e
Monitor Performance Controls whether performance monitoring is enabled. » Global

 Site/Group

e Target
Inherit From Parent  Specifies whether collection settings are inherited from » Site/Group
(Global) the parent object. « Target

Maintenance Window

. s Level Con-
Setting Definition figurable
Maintenance  The maintenance window for targets. Only Log actions will be » Global
Window triggered for Failsafe conditions inside the maintenance e Site/Group

window. Send, Execute, and other actions will not be triggered. . Target

Getting Started Guide: SQL Sentry page 261



’7 SOLARWINDS SQL Sentry Settings Pane

. o Level Con-
Setting Definition figurable
Inherit From Specifies whether maintenance window settings are inherited » Site/Group
Parent from the parent object. e Target
(Global)

Process Collection

. o Level Con-
Setting Definition figurable
Collect Specifies whether process collection is enabled. » Global
Processes « Site/Group

e Target

Uncategorized  The filter controls which uncategorized processes are » Global
Process Filter  collected. Categorized or well-known processes are always o Site/Group

collected. Once a process has passed the filter, it will continue . Target

to be collected until it completes.
Inherit From Specifies whether process collection settings are inherited » Site/Group
Parent from the parent object. o Target
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Windows Event Logs Source

Settings b
Global (Global)

Windows

Windows Event Logs Source

Auto-watch New Objects
Maximum Rows to Synchronize 5000
History Filter [ProviderMame] = "SentryOne’ Or [Provider...

General

Conditicns [Setting sJ

General

Setting

Definition

SQL Sentry Settings Pane

Level Con-

figurable

Auto-watch New
Objects

Inherit From Parent
(Global)

they are discovered.

parent object.

Getting Started Guide: SQL Sentry

Whether or not new objects will be set to watched when

Specifies whether general settings are inherited from the

» Global
Site/Group
Target

Site/Group
Target
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Synchronization

. o Level Con-
Setting Definition .eve o
figurable
Maximum The maximum rows of historical event data to collect from this » Global
Rows to source. This setting is most applicable to the initial load « Site/Group
Synchronize  process, since subsequent synchronizations will only include . Target

new records. Use care when increasing this value - if it is set
too high database contention can result.

History Filter  The filter used for history synchronization. Only events that meet » Global

the filter will be written to the database. « Site/Group
e Target
Inherit From  Specifies whether the maximum row count settings are inherited » Site/Group
Parent from the parent object. o Target
(Global)
Windows Task
Settings *
Global (Global)
Windows W
Windows Task W
Maximum Runtirne Threshold 00:00:00
Maxirmum Runtime Threshold Percent 250
Minimum Runtime Threshold 00:00:00
Minimum Runtime Threshold Percent 10
Runtime Thresholds

Conditions | Settl'ng5J
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Runtime Thresholds

. S Level Con-
Setting Definition il
Maximum Runtime The maximum allowed duration for the object. » Global
Threshold » Site/Group

e Target
Maximum Runtime The maximum allowed duration percentage for the » Global
Threshold Percent object. o Site/Group
e Target
Minimum Runtime The minimum allowed duration for the object. » Global
Threshold  Site/Group
e Target
Minimum Runtime The minimum allowed duration percentage for the » Global
Threshold Percent object.  Site/Group
e Target
Inherit From Parent Specifies whether the runtime threshold settings are » Site/Group
(Global) inherited from the parent object. « Target
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Windows Task Source

Settings b
Global (Global)

Windows

Windows Tasks Source

=

Auto-watch New Objects
=

Maximum Rows to Synchronize 5000
General

Conditicns [Setting sJ

General

. S Level Con-
Setting Definition figurable
Auto-watch New Whether or not new objects will be set to watched when » Global
Objects they are discovered. « Site/Group
e Target
Inherit From Parent  Specifies whether general settings are inherited from the » Site/Group
(Global) parent object. o Target
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Synchronization

Setting Definition L.evel sons
figurable
Maximum The maximum rows of historical event data to collect from this » Global
Rows to source. This settings is most applicable to the initial load o Site/Group
Synchronize  process, since subsequent synchronizations will only include . Target
new records. Use care when increasing this value - if it is set
too high database contention can result.
Inherit From  Specifies whether the maximum row count settings are inherited » Site/Group
Parent from the parent object. o Target

(Global)

Performance Counter Settings

The Performance Counter settings screen is used to set the minimum and maximum values for the
counter thresholds of that particular counter. These are used to trigger the Performance Counter:
Threshold Min and Max conditions if any conditions are enabled for them. This option is only
available when selecting a specific performance counter from the Navigator pane. The following
settings are configurable for Performance Counters:

Counter Thresholds

Settings
LOCALHOST, Processor, % C1 Time,_Total (Performance Counter)

| Performance Counter e |
Global

Maximum 0

hinirmum 0

Counter Thresholds

Conditicns |Settir1g5J

Setting Definition Level Configurable

Maximum Maximum performance counter threshold. » Global
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Setting Definition Level Configurable

Minimum Minimum performance counter threshold. » Global

SQL Sentry Client Alerts

The client alert status indicator is in the bottom right hand corner of the SQL Sentry client. When an
alert status is detected, a pop-up with information about the alert displays.

File View Reports Tools Window Help
A hEd »u o

Navigator B x| Estrtboge x

Conditions 2 x
By ‘o ) E= E [we B Defaul Site (Site/Group)
Seach <€ B te ‘b B bous |d [General Conditons Tl
&5 AllTargets Globl
{%) Advisory Conditions (111) Inherited
& 18 vinuaimion el Hgh  Medm  Low I Network  CPU_ Memoy _ Disk __ Other e RETEr
- L = Events by Severity Events by Tag SQL Server Agent Job: Runtime Threshold Max | Enabled
SQU Server Agent Job: Step Faiure Enabied
& = e [condton o [severty [rase [ am Jusocamme 7] e ! _—
£3 trt oot [ [wrsue Windows WindowsEvet Log: 20475 edum os =] o19/2021 23165 o 0L Server AgentLog: warnng Erbled
1123 Event Chains wnesup Windows Windows Event Log: 20635 Medum os 5] eyts/2001 231:38 0 SQU Server: Bocking SQL Enabied
(i - SQL Server: Blocking SQL Enabled
Bceup Chan td:h\:; X | [wsve indows Windows Even Log: 21981 Medum os = o/15/2021 231:35 10 o ServesSocking 5L, st e v e
Testit (disabled v-SUP ‘Windows Event History Monito. 1295 Medium Monitoring Status = 8/18/2021 2:31:33 PM 5L server: Deadiock. Enbled
. | wese SQL Server QL server: Blocking 24 High SQL Server,Performa. £ 8/18/2021 2:00:01 PM S server: Deadock Erebied
) Eventand Object Notes HRecen & - " = e ) || sqt Server: Top s0L: Duration Thveshold Max | Enabled
-y Configuration ~ | |50 Server: Top SQL: Duraton Thveshold Max | Enabled
@ ActionsLog SQU Server: Top SQL: Duraton Threshold Max  Enabled
& Contacts Welcome SQL Server: Top SQL: Eror Enabled
?) Advisory Conditions (117) Windows Event Log: Event Enabed v
Global Settings < >
2 Inventory X X " i = v
T Schedules and Windows. No-Fuss Database Documentation Access More Advisory Conditions on GitHub =
54 She Conigus Conditon «[acton « [Behavior
S‘ ; “"S"j‘““ on With SolarWinds Database Mapper, you can automate database In addition to the conditions available in the SQL Sentry Advisory Conditions Performance Counter: Threshold Max Execute Job. Override
= Sysem e documentation, analyze data lineage, manage metadata snapshots, and create Pack, there are now dozens of conditions accessible via GitHub. Performance Counter: Threshold Max | Exeaute Powershel | Override
data dictionaries for the Microsoft Data Platform.
< >
Learn More
Deete add
Acton Settings | Conditon Settings _ Ruleset _Desarip >
Job To Exeaute
Resources ‘ |
Customer Portal [ v
Log in to your SolarWinds account.
Account Management
Get details on how to manage your SolarWinds
account.
e L
Nevigstor Event Ctendar]pion Fisey) — Technical Documents cmmm\-—t
[Reagy. I ] [Start Page v 1 Tablel|[ 7231000 [@)]

You may choose to:

» Pin the alert
e Dismiss it
» Open the Client Alerts window by selecting the alert text
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Client Alerts = O o
@ Errors |||(O Warnings Ignore All | Settings
Status | Log Time Logged by System Logged by Computer Instance Source Status Message
Error 2021-08-19 10:57:13.293 Service WM-SUP WM-SUP SQL Server Connection Failed: Ane...:
Errar 2021-08-19 10:57:13,327  Service VM-SUP VM-SUP SOL Server Connection Failed: Ane...
Error 2021-08-19 10:57:13.293  Service VM-SUP VM-SUP SOL Server Connection Failed: Ane...
Error 2021-08-19 10:56:28.167  Service VM-5UP Qws SOL Server Connection Failed: Ane...
Error 2021-08-19 10:56:58.263  Service VM-5UP Qw1 SOL Server Connection Failed: Ane...
Error 2021-08-19 10:58:00,960  Service Amazon RDS for 5QL 5... | Data Collectors: Perfor... | SQL Sentry encountere...
Errar 2021-08-19 10:57:57.687 Service Amazon RDS for SQL S... | Data Collectors: SQLS... | SQL Seniry encountere...

v

Status Message

Connection Failed: An error has occurred:

Message: SQL Server Connectivity Provider: An error has occurred:

Message: Login failed. The login is from an untrusted domain and cannot be used with Windows authentication,
SQL Server: vm-sup

State: 1

Class: 14

Number: 18452

Source: .Met SqlClient Data Provider

Procedure:

Line Mumber: 65536

Client alerts are designed to provide actionable information about problems in your monitored
environment. To open the Client Alerts window, double-click the status indicator in the bottom right
hand of the screen.

You may disable status alert pop-ups or change the recurrence interval through Tools > User
Preferences > System Status.

User Preferences — ¥
Calendar Mavigator Colors
Graphs pdates I System Status I Performance Analysis
System Status Refresh Interval
|5 Iill Seconds w |
Show Successful Tasks for up to
|15 Ell Seconds w |

The following colors correspond to the different alert levels:

Alert
Level

Description

Green A green status indicates that there are no alerts.

A yellow status is the warning level indicator. Warning level alerts are generated when
there is a problem that limits the full functionality of SQL Sentry. This could include the
SQL Server agent being offline.
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Alert
Level

Description

Red A red status is the error level indicator. Error level alerts are generated when there is a
significant problem in your monitored environment, such as when an instance has been
detected as offline, or if there is a problem synchronizing data.

1 Important: To configure notifications for instance status and monitoring service errors, see
the Failsafe Conditions topics.

Concerning the History Synchronization Failed Alert

History Synchronization Failed: Message: SQL Server Agent has information logging turned
on. The log will fill quickly in this state. Agent log history synchronization will be paused until
information logging is turned off.

This error message indicates that information logging is enabled for the SQL Server Agent Log. With

this level of logging enabled, the agent log quickly grows beyond one megabyte in size. The overhead
associated with reading the SQL Server Agent Log when it grows to this size can cause performance
problems. SQL Sentry doesn't synchronize the agent log until information logging is disabled.

Information logging can be turned off by completing the following steps.

1. From SSMS (SQL Server Management Studio), right-click the Error Logs folder within the SQL
Server agent group node for the associated server, and then select Configure.

Object Explorer > X
Connect- ¥ ¥ ¢ w

= i@ QA-SRV-1
Databases
Security

Server Objects

Replication

PolyBase

Always On High Availability
Management

Integration Services Catalogs
Bl o3 SOL Server Agent

Jobs

BEEEEEEE

& Job Activity Monitor

Alerts

Operators
Proxies

g

= {#] XEvent Profiles Cenfigure % f—
i"ﬂ Standard
FE TSOL

Recycle

Reports 3

Refresh
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2. Uncheck Information, and then select OK to save.

#8 Configure SOL Server Agent Error Logs - m} *
5;"2:;:'." [T Seript ~ e Help
Emor log file:

|Jgram Files"Microsoft SQL Server\MS5QL13.MS5GLSERVERWMSSAL \Log \SQLAGENT.OUT|
[] Write OEM ermor log

Agent log level:

Emors
WWamings
Information

Connection

Server:
QA-SRV-1

Connection:
jesse sindelar

y¥ \iew connection properties

Progress
Ready

(i) Additional Information: For more information about SQL agent log synchronization issues, see
the History Synchronization Failed article.

SQL Sentry Data Grids & Filters

Overview

On the different tabs in SQL Sentry, various types of grids are used to display data. The grids contain

information applicable to the tab they are on. These grids are customizable and provide the user with
a variety of organizational methods.

Customize your available grids in SQL Sentry. Add additional columns to the desired grid by right
clicking the column header and then selecting Column Chooser to open the Column Chooser.
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Dashboard Processes Disk Activity Disk Space Top SQL Indexes Alwayson Query Plans Blocking 5QL
Showin aroups | Browser, Hyper-V, I15... [~ | (] Show wellmown processes only

~
‘PrcessNamE A‘P[D |SErv\cENamE ‘Desmphnn User name ‘CPU% |KEmEI% Mem usage (ME) | Page faults/sec | Read bytesjsec | Write bytes/sec | Other bytes/sec | Command Line |

-1 80 0 4,282.0 ] 213,630 429,966 18,786 4] Sort Ascending
SOLAGENT.exe 2124 SElsalsrvsve 17 0 341 32 166,302 7,472 3,118 | "C:Progra... | 5
Z] Sort Descending
sobronser.exe 1412 NT AUTHO. 0 0 42 o o 0 0| "Co\Progra...
salservr.exe 1220 SEisglsrusve 53 0 4,238.0 7 47,327 422,494 15,668 CriProara...|  Clear Al Sorting
salwriter.exe 1300 SQLriter QL Server... | NTAUTHO... 0 0 5.7 0 0 0 0| CrProgra..
4| Other 1 0 97.3 45 7,043 2,152 5,678
services.exe 520 NT AUTHO... 0 0 a5 2 36 1,932 9 services.exe
suchost.exe 880 NT AUTHO... 0 0 84.1 43 7,007 220 5,669 | C:\Window...
wininit.exe 524 NT AUTHO... 0 0 37 0 0 0 0 wininit.exe B (e
Y Filter Editor..
Show Find Panel
Show Auto Filter Row

Group by

Many of the grids found in SQL Sentry can be grouped by column fields. To group grids by column
fields, drag the column to the title area of the grid. This groups all of the data into the respective
categories of the column selected. The Group By function can also be used by right-clicking on the
column header and selecting the option from the menu.

Dashboard rocesses sk Actvty Dk space TopsaL inderes Awayson Query Pl Hocing 52U Deadods
i ries (1) Filter

P [emces  [Toroem [Aocaton[Database [ et Duraton] CPU[CPU %] Reads] Reads %] Wites | Vintes %[ Strtine EndTine < infornaton Eror| ] FostProcess o] Gantedimenery 0] Gan
Open | 50 BatchConpl... CREATE TABLE #hg oo VARCHAR (25, G SenyOne... moster  WLSESETASIC | 0000:03.3% 15 ) ; 220-201071184... DR-2OL07 1146, Rows:0 ot 66 036 B
Open | SQL:BatchComple.... | SELECT MakeName, ModelName, PackageName, VIN, SoldPrice F... SQLAgent... AutoDeal... REDMONDSQLO3  00:05:09.152 161,. 63% | 4,653, 3% 2020-12-0107:05:01.... | 2020-12-0107:10:11.... Rows: 216,418 0=0K 52, 3272 754,408
Open QL :BatchComple (CREATE TABLE #log (! , info VARCHAR (25) , d... SentryOne... master VM-SE-WINSRV2 | 00:00:03.564 15 1,109 11 2020-12-0107:10:04. 2020-12-0107: 10:07. Rows: 226 0=0K 63 2732
Open QL :BatchComple (CREATE TABLE #log (! , info VARCHAR (25) , d... SentryOne... master VM-SE-BETA-SVC | 00:00:03.541 7 1,065 10 2020-12-0107:09:39. 2020-12-0107:09:42. Rows: 225 0=0K 95 13936
Open QL :BatchComple (CREATE TABLE #log (! , info VARCHAR (25) , d... SentryOne... master VM-SE-WINSRV2 | 00:00:03.966 47, 1,099 10 2020-12-0107:07:58. 2020-12-0107:08:02. Rows: 224 0=0K 71 2732
Open QL :BatchComple (CREATE TABLE #log (! , info VARCHAR (25) , d... SentryOne... master 2020-12-0107:07:33. 2020-12-0107:07:35. Rows: 223 0=C

s 1393
Open Sentyone... master | WLSEWINSRV2 | 0000:03673 DDA20L07065H,.. DDLOOLSST... Rows0 et 7w
Open QL :BatchComple CREATE TABLE #og ( , info VARCHAR (25) , d... SentryOne... master VM-SE-BETA-SVC | 00:00:03.661 16 2020-12-0107:05:28. 2020-12-0107:05:32. Rows: 222 7 13936
Open | sQL:BatchComple... BACKUP LOG [AdventureWorks2014_P2P] TO DISK = NU:Wicro... | SQLAgent. REDMONDSQLO3 | 00:01:49.629
QL :BatchComple CREATE TABLE #og ( , info VARCHAR (25) , d... SentryOne... master VM-SE-WINSRV2 | 00:00:03.901 2020-12-0107:04:48. 2020-12-0107:04:52. Rows: 221

QLBatthConpke... | CREATE TABLE =g (  nfo VARCHAR (25, ... SenfryOne... mester  WISEAINRV2  00:00:03.479 1

Open | SQUBatchConpe... | SET TRANSACTION ISOLATION EVEL SERIALIZABLE BEGINTRA... | SQLAGent.. AutoDeal.. REDMONDSQLOS | 00:00:25.415 22464 9% 37,95 2% 220-120106:96123.... | 2020-120106:46:.... Rows: 12,629,544
Open | sQuBatchConple... | SET TRANSACTION ISOLATION LEVEL SERIALIZABLE BEGINTRA..._ SQUAgent .. AutoDeal.. REDWONDSQLO3  00:00:25.574 2/ 5% | 37,5 2% 25,455 8% 020120106955, | DD-120106:46:25,.. Rows: 12,629,3%
Open  SQLBaIConpe.. | SET TRANSACTION ISOLATION LEVEL READ COMMITTED SELEC... | SQUAgent .. Auobesl.. REDNONDSQLOS  o0doos.ss  s0 | 287 2

<

2020-12.0107:03:03.

2020-12.0107:04:53.... | Rows: 7

master

020-12:0107:01:33... | 2020-120107:01:%.... Rows: 218

Group the queries by dragging a header into the Group by box.

Dashboard Processes Disk Actvity Disk Space Top sQL Indexes Awayson Query Plans Blocking SQL Deadodks

Filter

|

ot [T [t [t | owatn] G| U] Rendh| Resdeve] wntes] Wntes % strtTime [EvdTme < [nfomatn [ G| S| rostrraces | Ganied Merary ()| Granted ueryen

3 i cPu=255,891; =

e

Hide the Group by box by right clicking the Group by area, and then selecting Hide Group by box from
the context menu.

21 Sort Ascending

Z] Sort Descending

‘@' Group By This Column

Hide Group By Box L

Hide This Column
= Column Chooser
s+ Best Fit

Best Fit (all columns)

Y Filter Editor...
Show Find Panel
Show Auto Filter Row

Reset Grid
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Sorting

The grids that are shown in SQL Sentry can be sorted easily to organize data. Select the column
header to automatically sort according to the values in that column.

Dashboard Processes Disk Activity Disk Space Top SQL Indexes
] Show in groups | Browser, Hyper-, IIS.., |~ Show well-known processes only
A

Group PID |Service Name | Description CPU % |Kernel % | Memusage (MB) |Page faults/sec |Read bytesfsec | Write bytesfsec | Other bytesfsec | Command Line

4 S5RS o 0 697.9 1 o 0 o
ReportingServicesService. exe 1584 0 0 697.9 1 0 0 0 "C:'Program F...

4 | S0L Se... ] 0 562.8 0 ] 51 o
sqlservr.exe 1348 MSSQLSSQL2... SQL Server... o 0 562.8 0 o 51 0 "C:'Program F...

4 Other ] 0 4041 471 123,506 2,552 115,687
dwm.exe 3256 0 0 48.4 0 0 0 0 “dwm.exe”
sqglceip.exe 1920 1] 0 50.7 0 1] 1] 0 "C:'Program F...
winlogon.exe 7740 o 0 5.2 0 o o 0 winlogon.exe

» svchost.exe 716 1] 0 12,3 0 1] 1] 0 C:\Windows\s...

SErvices.exe 636 o 0 10.1 1 39 2,227 9| services.exe
wininit.exe 540 a 0 3.8 0 a a 0| wininit.exe
svchost.exe 884 ShelHWDete... | ShellHard... o 0 7.7 470 123,467 32 115,696 C:\Windows's...
svchost.exe 3344 TermService Remote De... 1] 0 18.5 0 1] 1] 0 C:\Windows\...
explorer.exe 2032 o 0 100.6 0 o o 32| C:\windows)\...
ServerManager.exe 2992 1] 0 82.0 0 1] 1] 0 "C:\Windows\...

Selecting the same column again toggles between ascending and descending order for data in that
field. This can also be done by right clicking the column header and selecting Sort Ascending or Sort
Descending.

Dashboard Processes Disk Activity Disk Space Top SQL Indexes
| Show in groups | Browser, Hyper-V, IIS... |~ Show wellknown processes only
~
Group Process Name & |PID |Service Mame | Description CPU % |Kernel % | Memusage (MB) |Page faultsfsec | Read bytesfsec | Write bytesfsec | Other bytesfsec | Command Line
4 | SSRS m Sort Ascending R ‘— D.! 1] 697.9 1 0 ] 0
ReportingSer} = = 1] 697.9 1 0 1] 0 "C:'ProgramF...
4 50LSe... il Sort Descending I‘_ 0 562.7 0 0 51 0
sqlservr.exe Clear Sorting DL2... SQL Server... 0 1] 562.7 0 0 51 0 "C:'Program F...
4 | Other 1 o 4041 434 124,385 4,898 117,430
Clear Sorting
dwm.exe 0 ] 43.4 0 0 0 0 “dwm.exe"
explorer.exe| & Celumn Chooser 0 a 100.6 0 0 a 32| C:\Windows\...
ServerManag e Best Fit 0 a 82.0 0 0 a 0 "C:\Windows\,...
+na+ Best Fi
services.exe 0 1] 10.2 1 79 4,459 19 | services.exe
sglceip.exe Best Fit (all columns) 0 1} 50.7 0 0 0 0 "C:\Program F...
b svchost.exe 0 1] 12,2 0 0 1] 0 C:\Windows\s...
suchost.exe | Y Filter Editor. tte... Shel Hard... 0 0 72.7 483 124,806 399 117,373 | C:\Windows\s...
svchost.exe ShouERrlEanel <] Remote De... 0 a 18.5 0 a 0 C:\Windows\,...
wininit.exe Show Auto Filter R 0 o 3.8 0 0 ] 0 wininit.exe
it It
winlogon, exe o Adto hifter Row 0 ] 52 0 0 0 0 winlogon.exe

You can also sort rows by ascending or descending order by selecting the arrow icon on the desired
column header.

Process Name el E‘?

Filters

A filter can be used along with different sorting methods to organize data on many of the fields found
on grids in SQL Sentry. The filters show up on applicable column headers on the top right side of the
cell when the mouse is hovering over it. Choose the filter by selecting the small filter button, which
brings up the filter menu options.
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Dashboard Processes Disk Activity Disk Space Top SQL

| Show in groups | Browser, Hyper-V, IIS... | = Show well4mown processes only

Group Process Name h hd E=lin} eruice Name | Desorintion Pl Kernel % | Mem usage (MB) |Page faultsfsec |Read bytesfsec | Write bytesfsec
4 5SRS Values TextFilters 0 697.9 1 0 0
ReportingServicesService.exd 0 697.9 1 [} [}
4 |50LSe... 0 563.2 Q ] 1,371
sqlservr.exe (ally - 0 563.2 a a 1,371
4 | Other (Blanks} 0 403.9 244 62,213 6,822
dwm.exe dwm.exe 0 48.4 a a a
explorer.exe explorer.exe 0 100.6 0 0 0
ServerManager.exe ReportingServicesService.exe 0 33.5 0 0 0
SErvices.exe Serv.ErManager‘exe 0 9.7 1 116 6,655
services.exe
sqlceip.exe . 0 50.7 a a a
sqlceip.exe
3 svchost.exe selservr.exe ) 0 12.2 0 0 0
svchost.exe 0 71.5 242 62,097 268
svchost.exe : 0 18.5 ] 0 0
wininit.exe Clos= 0 3.8 0 0 0
winlogon. exe =T 0 5.2 a a a

Other bytes/sec

SQL Sentry Data Grids & Filters

Indexes

Command Line
0
0 "C:\Program F...
0
0 "C:\Program F...

0 "dwm.exe”
32 C:\Windows\...
0| "C:'\Windows\...
29 | services.exe
0 "C:'Program F...
Ci\Windows's. ..
C:\Windows's...
C:\Windowsh, ..
wininit.exe

o

58,359

o oo

winlogon. exe

Filter Editor is also available by right-clicking the desired column header. This feature allows the user

to specify filter conditions by typing them into the window that opens.

Dashboard Processes Disk Activity Disk Space Top SQL

| Show in groups | Browser, Hyper-V, IIS... |~ Show wellnown processes only

Group ProcessName & |PID | Service Name  |Description User name CPU % |Kerrmel 3% | Mem usage (ME) Page faultsfsec | Read bytes/sec
e @ Sort Ascending "o A = = = = = -
4 501 Se... - 1 0 4,281.3 17 20,486
Al S By SElsglsrsve 0 0 34.0 15 3,806
Clear Sorting NT AUTHO. .. 0 0 4.2 0 0
ClemSeniay SE'sglsrvsvc 1 0 4,237.4 2 16,679
r SQL Server... | NT AUTHO... a 0 5.7 0 a
4 Other =| Column Chooser 0 0 100.5 79 75,207
1| sae BestFit NT AUTHO. .. a 0 9.6 3 78
NT AUTHO... o 0 87.2 27 75,129
Best Fit (all columns) MNT AUTHQ. .. a 0 3.7 0 ]
Show Find Panel
Hide Auto Filter Row

Exporting Grids

Write bytes/sec

103,442
5,397
a
98,045
a
15,702
4,140
11,562
a

Other bytes/zec
- allc

Indexes

Command Line

15,360
2,126 "C:\Progra...
0 "C:\Progra...
13,234 "C:'Progra...
0 "C:\Progra...
65,432
19| services.exe
65,413 C:\Window...
Q| wininit.exe

Data grids found in SQL Sentry provide a great deal of information to the user in customizable format.
Once the columns are organized as desired, the user can export the information in a variety of

formats.

To export your data, select File from the client toolbar, and then select Export Data.

File| View Reperis Tocls Window Help
Mew Target... 20 |+ ||5:15:34PM |5 End |12/4/2020 |v| 5:15:35PM 5 (%) 68 2L # Q) © sy;ne P on G %8 & Report
% Mew Plan Explorer Session 01.5E.LOCAL X
[ Open Processes Disk Activity Disk Space Top 5QL Indexes
Gontectio/Ralallatioes Is... [~ Show well-known processes only
Service Mame | Description User name CPU % |Kerrmel 3% | Mem usage (ME) Page faults/sec  |Read bytesfsec | Write bytesfsec | Other bytes/sec | Command Line
Cirl =W " "0 e = = = = - - - e
I [\ 77 0 4,282.0 45 1,074,626 677,778 20,115
g Cirl+E
4 SElsqlsrvsve 17 0 349 35 225,990 7,793 3,401 "C:¥Progra...
2 NT AUTHO. .. ] 0 4.2 0 Q ] 0 "Ci\Progra...
£nnt Ciri+P - by SE\sglsrusve &0 0 4,237.2 9 848,636 669,985 16,714 "C:'\Progra...
Print 0 SQLWriter SQL Server... | NT AUTHO... 1] 0 5.7 0 1] 1] 0 "C:\Progra...
Recent Eiles 3 1 0 98.9 274 73,580 3,784 59,511
Exit Cirl=0 20 NT AUTHO. .. o 0 9.4 3 67 3,556 16 | services.exe
T SVOTOSLERE NT AUTHO... 1] 0 85.8 270 73,513 228 59,4394 C:\Window...
wininit.exe 524 NT AUTHO. .. a 0 3.7 0 a a 0| wininit.exe
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Give the data a file name, select the desired file type, and then select Save to save your exported data.

Save As *
« v » ThisPC » Documents » v O 2 Search Documents
Organize « Mew folder Bz ~ 9
[&] Pictures 2 Mame Status Date modified Type Size
[ This PC Custom Office Templates @ File folder
J§ 3D Objects Excel Data @ File folder
I Deskiop My Projects @ File folder
. Offline License Keys @ 13:49 PM File folder
Documents . - .
QASRV1 Database Comparison_20210602.. @ 3:54 PM File folder
¥ Downloads SentryOne @ File folder
b Music Snagit @ File folder
[&] Pictures SOL Server Management Studio @ File folder
m Videos Wisual Studie 2017 @ File folder
% Local Disk (C3) Visual Studio 2019 @ File folder
@ Sample Data @ Microsoft Excel W... 16 KB
|_ﬂ' MNetwork
v
File name: | Exported SOL Sentry Data Example] v
Save as type: |Microsoft Excel (*xlsx) ~
A Hide Folders — Cancel

(i) Note: Supported File Types include:

« CSV Files (*.csv)

« Microsoft Excel (*.xls)

« Adobe Acrobat Files (*.pdf)
« Web Pages (*.htm; *.html)

Copying Queries

Copy query cells, rows, or all data by selecting and right clicking a query, and then selecting the
desired option from the context menu.

Dashboard Processes Disk Activity Disk Space Top SQL Indexes
Show in groups [] Show well4nown processes only
A
Group | Process Name & | PID | Service Name |Desmpﬁun | User name | CPU % |Kemel % | Mem usage (MBE) Page faults/sec  |Read bytesfsec | Write bytesfsec | Other bytes/sec | Command Line |
o o = o o = = = = = = = o
4 SQLSe... 42 0 4,281.0 42 45,096 177,313 26,153
SQLAGENT. exe 2124 SE\sglsrvsvec a 0 33.8 38 5,296 7,773 3,023 "C:\Progra...
sglbrowser . exe 1412 NT AUTHO. .. ] 0 4.2 0 a ] 0 "C:\Progra...
sqlservr.exe 1220 SElsqlsrusvec 42 0 4,237.4 4 39,850 169,539 23,130 "C:\Progra...
sglwriter,exe 1300 SQLWriter SQL Server... NT AUTHO... a 0 57 0 a a 0 "C:\Progra...
4 Other o 0 98.0 302 74,875 10,446 68,292
services.exe 620 MNT AUTHO. .. a 0 2.4 2 192 10,250 47 services.exe
svchost.exe 880 MNT AUTHO. .. 1] 0 84.8 300 74,683 196 68,245 C:\Window...
Dwinintexe i 524 NT ALTHO. . 0 0 37 o 0 0 0 wininit.exe
Expand All
Collapse All
Copy E:r » Cell
Row
All
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Additional Context Menu Options
Access the following additional context menu options by right-clicking a column header in any grid:

Context menu .
Description

option

Sort Ascending Sorts the selected column by ascending order.
Sort Descending  Sorts the selected column by descending order.
Clear Sorting Clears the sorting options for the selected column.
Clear All Sorting Clears all sorting options for the selected pane.

Group By This Groups the displayed information by the selected column.
Column

Show Group By Shows the group by box for the selected pane.
Box

Hide Group By Hides the Group by Box.
Box

Hide This Column Hides the selected column.

Column Chooser Opens the Column Chooser. The Column Chooser provides additional columns
to sort information.

Best Fit Expands the information for the selected column.
Best Fit (all Expands the information for all columns.
columns)

Filter Editor Opens the filter editor.

Show Find Panel Opens the Find Panel. Use this panel to locate specific text within your selected
pane.

Show Auto Filter Opens the Auto Filter Row. Use the Auto Filter Row to add specific filters within
Row your selected pane.

Reset Grid Reset the grid to its default configuration.

SQL Sentry User Preferences

Getting Started Guide: SQL Sentry page 276



‘g SOLARWINDS SQL Sentry User Preferences

Overview

User Preferences allows you to customize the behavior and appearance of your SQL Sentry client.
Select User Preferences from the Tools menu to review the User Preferences set in your SQL Sentry
client. Select Restore Defaults to reset all User Preferences to the default value. After making any

changes to your User Preferences, select Save to save your changes.
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Calendar Settings
User Preferences =
Graphs pdates System Status Performance Analysis
Calendar I Mavigator Colors

Calendar Refresh Interval

L minutes 7|
Show Events As Conflicts After

30 ¥]seconds 7|
Show Popups Faor

30 2]seconds v

Default days for Global and Group views
1o
[«] Persist Calendar Filter Between Views

[+] Auto-scroll Calendar to Current Time

Maximum rows to return for calendar flist views

5000 =

Show Running and Historical Events in Recurring Window if Duration
Exceeds

+ s :

Default interval when using Jump To Instance context menus

Auto v

x

| Restore Defaults | | Save | | Cancel

SQL Sentry User Preferences

Settings Description

Calendar Refresh Interval Sets the refresh rate for the calendar.
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SQL Sentry User Preferences

Settings Description

Show Events As Conflicts After

Show Popups For

Default days for Global and Group views

Persist Calendar Filter Between Views

Auto-scroll Calendar to Current Time

Maximum rows to return for calendar/list
views

Show Running and Historical Events in
Recurring Window if Duration Exceeds

Default interval when using Jump To
Instance context menus

Getting Started Guide: SQL Sentry

Specifies the duration that two or more event instances
must overlap before being shown as a conflict.

Sets the persistence of pop-up messages on the
calendar.

Sets the default number of days to display when
opening these views.

Selects to save the filter settings between views.

Selects to enable auto-scroll for the calendar after there
has been no user activity for a period of time.

Limiting this value helps to avoid delays in loading
views due to a large volume of data.

Determines what events appear in the recurring window
at the top of the calendar.

Sets the time interval that appears when using Jump
To Instance.
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Navigator Settings
User Preferences =
Graphs pdates System Status Performance Analysis

Calendar I Mavigator I Colors

Highlight Event Failures in Mavigator for
|3 Ell Hors w | [] until Cleared

Show navigator highlighting for failures

Automatically dear open failures if a subsequent run is successful
[] show beld text for failures

Refresh Failures in Mavigator Every

|3 Iill Minutes ~

[] Show failures for unwatched objects

[ ] Hide Unwatched Instances

Default Event View Style
| Calendar View w |

Prompt me to select a product when left-dicking to open a node

Default view for Target/Instance nodes
|PEfFon'nan::e Analysis Dashboard  ~

[] Auto-sync Navigator with the selected tab
Auto-sync SettingsfActions with the selected tab
[ ] Single-dick opens new tabs

[ ] Persist last "Jump Ta Time" value

Show warning when Alert watch fails due to disabled SQL Agent Alert
tokens

[ ] Manually manage folders for Reporting Services

x

Default Startup Action
‘Start Page v |
Mavigator Refresh Interval
|1 Ell Minutes V|
| Restore Defaults | | Save | | Cancel

Getting Started Guide: SQL Sentry
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SQL Sentry User Preferences

Settings Description

Highlight Event Failures
in Navigator for

Automatically clear open
failures if a subsequent
run is successful

Show bold text for
failures

Refresh Failures in
Navigator Every

Show failures for
Unwatched Objects

Hide Unwatched
Instances

Default Event View Style

Prompt me to select a
product when left-
clicking to open a node

Default view for
Target/Instance nodes

Auto-synch Navigator
with the selected tab

Auto-synch
Settings/Actions with
the selected tab

Single-click opens new
tabs

Persist last "Jump To
Time" value

Show warning when
Alert watch fails due to
disabled SQL Agent Alert
Tokens

Sets the length of time to display failed events in red within the
Navigator pane. If you enable Until Cleared, failures remain in red until
they are manually cleared.

If the subsequent run of an object is successful, the node is no longer
marked as failed in the Navigator pane.

[tems become bold and red in the event of a failure.

Specifies how often the Navigator pane refreshes to show failures.

Enables this setting to display unwatched objects in red within the
Navigator pane after failure.

Enables this setting to hide unwatched instances in the Navigator pane.

Selects the default view to show when opening an event calendar.

Determines whether or not to prompt for the product to use when
opening an instance. When unchecked, the default view for
device/instance nodes is used.

Determines which action SQL Sentry takes when you select a target or
instance node.

Enables this setting to synch objects selected in the current tab with the
Navigator pane.

Enables this setting to synch objects selected in the current tab with the
Settings and Conditions pane.

Enabling this setting allows the opening of new tabs with a single click.

Enables this setting, and each time Jump to Time is used the previous
time selection is highlighted by default.

If enabled, SQL Sentry warns you if you try to watch an alert on a SQL
Server 2005 and above instance and don't have Agent Tokens enabled.
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Settings Description

Synchronize SQL Server If enabled, SQL Sentry synchronizes registered servers under the SQL
registrations any time a  Servers node any time a registration group is expanded. When not

registration group is checked, Synchronize SQL Server Groups can be used in the Navigator
expanded pane to do this.

Manually manage Allows you to create and manage folders beneath the reporting services
folders for Reporting node.

Services

Default Startup Action Determines the first tab displayed on startup.

Navigator Refresh Determines how often the navigator refreshes.
Interval
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Colors Settings

User Preferences — by
Graphs pdates System Status Performance Analysis
Calendar Mavigator I Colors I

Calendar Background Calor Event Instance Conflict Color
| pick | | Pick
Time Ruler Font Colar Time Ruler Badkground Color
I || Pick
Date Bar Background Color Event Instance Warning Color
I | Pick
Date Bar Font Colar Event Instance Failed Color
| ric | [ | -
Too Much Data Color Event Instance Success Color
| | [ | -
Event Instance Back Color Event Instance Running Color
| pick | | Pick
Event Instance Font Color Event Instance Cancelled Color
I - | D |
Event Instance Duration Color Event Instance Selected Color
I - | -
Default
Restore Defaults Save Cancel

Most of the elements in the Event Calendar view may have their colors customized. Beside each color
selection is a Pick button. When you select Pick, the color palette displays. Default is used to reset all
colors to their defaults.
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Graphs Settings

User Preferences — e

Calendar Mavigataor Colors

Ipdates System Status Performance Analysis

Maximum rows to return for graphs on Runtime Stats

20000 =
Maximum rows to return for performance graphs
20000 =

Setting Description

Maximum rows to return for graphs Limits the amount of data shown in runtime graphs for

on Runtime Stats performance reasons.
Maximum rows to return for Limits the amount of data shown in performance graphs
performance graphs for performance reasons.

Updates Settings

User Preferences — ¥

Calendar Mavigator Colors

Graphs System Status Performance Analysis

Automatically ched: for software updates on startup.

Setting Description

Automatically check  When checked, SQL Sentry automatically checks for updates on startup. It's
for software updates checked by default. An internet connection is required.
on startup

Automatically check  When checked, SQL Sentry automatically checks for an updated custom

for Custom conditions pack when launching the global level conditions list. It's checked
Conditions Pack by default. An internet connection is required.
updates
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System Status Settings

SQL Sentry User Preferences

User Preferences

Colors

I Performance Analysis

Calendar Mavigataor
Graphs Ipdates I System Status
System Status Refresh Interval

|5 Ell Seconds

]

Show Successful Tasks for up to

|15 Iill Seconds

v]

Setting Description

System Status Refresh
Interval

Show Successful Tasks for
up to

Disable Status Pop-ups

Client Alert Recurrence
Interval

Getting Started Guide: SQL Sentry

Controls how often the system status screen refreshes.

Sets the length of time successful tasks display on the System
Status screen.

If enabled, client alert status message pop-ups display.

Controls the recurrence interval for alert pop-ups.
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Performance Analysis Settings

User Preferences =

Calendar Mavigataor Colors

Graphs Ipdates System Status I Performance Analysis

Show Options on QuidkTrace Launch

Tab Auto-rotation Frequency
|1 Ell Minutes W |

Cverview Refresh Interval
|1 Ell Minutes ~ |

Default time span for history mode
|~'5'r’:I Ell Minutes “ |

Cverview Skin
‘Black v

Warn on Actual Plan Execution

Default Actual Plan Collection Mode
|Eollect actual plan with live profile w |

Live Profile Data Collection Interval
|5UC| Iill Miliseconds ~ |

[] only save history when command text or connection settings change

] Allow opening multiple Performance Analysis instances for the same
target using the Mavigator,

Default Link Style
Angled v|

Default Dashboard Mode
History v |

Prompt to Save Session Upon Exit

Restore Defaults | | Save | | Cancel

Getting Started Guide: SQL Sentry

SQL Sentry User Preferences
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SQL Sentry User Preferences

Setting Description

Show Options on Quick Trace
launch

Tab Auto-rotation Frequency

Overview Refresh Interval

Default time span for history
mode

Overview Skin

Warn on Actual Plan Execution

Default Actual Plan Collection
Mode

Live Profile Data Collection
Interval

Only save history when
command text or connection
settings change

Allow opening multiple
Performance Analysis
instances for the same Target
using the Navigator

Default Link Style

Default Dashboard Mode

Prompt to Save Session Upon
Exit

Getting Started Guide: SQL Sentry

When checked, certain options are available when a quick trace
launches manually. When unchecked, the last options configured
are used. Options include duration, rows to collect, etc.

When used in conjunction with Window > Auto-rotate
Performance Analysis, it determines how often the tab changes.

Configures how often data refreshes.

Defines the History Mode dashboard's default time range.

Selects the skin color for the Performance Analysis
Overview screen.

If this option is enabled, when the Actual Plan command is
selected, the user is asked to Confirm Query Execution before the
plan is collected. You can disable these warnings by unselecting
this setting.

Defines whether live profile data is collected by default when an
actual plan is retrieved.

Defines how often live profile data is collected during query
execution.

If enabled, query plan sessions only generate history entries when
the command text or connection settings change.

If checked, performance analysis tabs are not reused for the same
target.

Defines how often live profile data is collected during query
execution.

Defines the default dashboard mode when opening performance
analysis for a target.

If checked, a prompt displays upon an exit to save the active tabs
and panes.

page 287



‘; SOLARWINDS Getting Started with SQL Sentry Portal

Getting Started with SQL Sentry Portal

Introduction

What is SQL Sentry Portal?

SQL Sentry Portal is a browser-based option for accessing your SQL Sentry environment data that
uses your existing SQL Sentry database. It replaces the previous mobile applications and Cloud Sync
options.

(i) Additional Information: See the Using SQL Sentry Portal article to familiarize yourself with the
overall layout.

(i) Note: Chrome and Edge are the recommended browsers for using SQL Sentry Portal.

Are all target types supported with SQL Sentry Portal?
SQL Sentry Portal currently supports the following target types:

« SQL Server (including Amazon RDS)
e Azure SQL Database

» Windows

 VMware

How do | install SQL Sentry Portal?

See the SQL Sentry Portal Configuration article. SQL Sentry Portal may be installed through the
classic SQL Sentry Setup Wizard or through EPl commands, as long as the method you choose
matches your existing SQL Sentry installation.

How do | open SQL Sentry Portal?

1 Important: Feature Based Security is enabled by default for SQL Sentry Portal Versions
2022.2 and greater. The Windows login(s) used to access your portal environment must be
associated with a SQL Sentry User or Group to avoid connectivity issues.
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(i) Additional Information: During a new installation, no roles are assigned to default
users/groups. You need to assign roles to your users/groups on the SQL Sentry Portal
Permissions Page using the Feature Access Grid. For more information about Security in SQL
Sentry Portal, see the Portal Security article.

Once you've installed SQL Sentry Portal, you can open it by completing the following steps:

1. Enter your domain for the SQL Sentry Portal in your preferred browser.

(i) Note: In this example, the SQL Sentry Portal is bound to localhost, http://localhost/. The
URL to open SQL Sentry Portal includes the port as well: 9991.

(i) You may have a different port to use with your host name. This information can be viewed
or changed with the SQL Sentry Portal Configuration Utility. See the SQL Sentry Portal
Configuration article for details.

2. Enter your authentication credentials to access the SQL Sentry Portal. Use your
DOMAIN\Username if needed.

Signin
http://squadb-dev:3080
Your connection to this site 1s not private

Username  jsindelar

Pazoword  sessssssssssss

(i) Note: Accounts logging into the SQL Sentry Portal must have access to the Windows
Server hosting SQL Sentry Portal.

3. The browser opens SQL Sentry Portal. See the Using SQL Sentry Portal article for help
navigating SQL Sentry Portal's features.

4. Select the User Management button to open the User Management page. The Users tab is
displayed by default.

5. Select the applicable permissions that you want to assign to your user. Repeat this step for all

Getting Started Guide: SQL Sentry page 289


security.htm
security.htm
http://localhost/
configuration.htm
configuration.htm

‘g SOLARWINDS Which features are available in Portal?

of your SQL Sentry Portal users.

®© INVENTORY 08 DASHBOARDS @ USER MANAGEMENT

® User Management

GROUPS

Test Editedhey

2 Users

Filter Users

Y Filter B User Details

First Name Last Name Email

=y Test Editedhey hello@gmail.com

Rob

smi
i 2+ Groups

Suril
22% Testaustin @) 221 TestAustin2o €

Taylor

Tee © Edit Permissions

Target Performance = Query Tuner
Test Editedhey
hello@gmail.com >  UATMaster (46) O O

Trent 1 row selected Rows per page: 15 « 1-10f1
4 G

Success: The permission assigned successfully prompt displays when you've made changes to the
selected user permission.

i) Additional Information: For more information about Security in SQL Sentry Portal, see the
Portal Security article.

Which features are available in Portal?

SQL Sentry Portal does not have feature parity with the SQL Sentry client for SQL Sentry. By offering a
simpler view, it creates an option that can be more attractive for different stakeholders who don't
need the depth of information and functionality offered in the client, or as more of an everyday view
for DBAs who may only need to open the client for more advanced troubleshooting.

i) Note: Remember, you still have access to all the additional SQL Sentry features through the
SQL Sentry client.
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Health

The Health Inventory view is the default view when opening SQL Sentry Portal. The Inventory screen is
separated into the health, and alerts tabs. The Health tab displays the health scores for all targets
globally within your SQL Sentry environment. Critical, Unhealthy, and At Risk targets are sorted by
ascending Health Score by default. Click an individual group, or target to drill down into more granular
views.

(i) Additional Information: For more information about Health Views in the SQL Sentry Portal, see
the Health Views article.

Performance

The Performance tab displays performance charts for the monitored target type. For example, the
Performance tab for a SQL Server target displays charts such as Network, CPU, System Memory, SQL
Server Activity, SQL Server Waits, SQL Server Memory, Disk, and Database 1/0.

(i) Additional Information: The charts that are available in the Performance tab vary based on the
target type selected. See the SQL Sentry Portal Performance article for more information about
the Performance tab.

Storage

The Storage view provides details about the disk space and disk activity in your monitored
environment. The Storage is only available on SQL Sentry Portal and acts as a combined view of the
Disk Activity and Disk Space tabs in the SQL Sentry Client.

(i) Additional Information: For more information about the Storage tab, see the Storage article.

Always On

The Always On view displays availability group topology information, data transfer graphs between
primary and secondary replicas, availability databases, and any changes in the state of replicas for
the selected cluster.

Top SQL

The Top SQL view displays a unified picture of collected SQL statements. It's designed to help you
quickly identify queries, applications, logins, and more that are causing the most waits, using the most
resources, taking the most time, and putting the most load on your SQL Server.
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(i) Additional Information: For more information about Top SQL in the SQL Sentry Portal, see the
Top SQL article.

Alerts

Alerts displays a list of all the conditions that have evaluated to True. View Alerts globally, or at group
or target levels.

(i) Additional Information: For more information about Alerts in the SQL Sentry Portal, see the
Alerts article.

Blocking

The Blocking view maps the relationships between all blocking and blocked sessions (SPIDs) in a
blocking chain, allowing you to pinpoint the cause and fix the blocking issue.

(i) Additional Information: For more information about Blocking in the SQL Sentry Portal, see the
Blocking article.

Deadlocks

The Deadlocks view provides details about deadlocks within your monitored environment. Use it to
identify and fix deadlock issues on your monitored servers.

(i) Additional Information: For more information about Deadlocks in the SQL Sentry Portal, see the
Deadlocks article.

TempDB

The TempDB view displays a wealth of information about what is using your tempdb database and
how effectively it is being used. This feature is specific to SQL Sentry Portal and is not available in the
SQL Sentry client.

(i) Additional Information: For more information about TempDB in the SQL Sentry Portal, see the
TempDB article.

Dashboards

The Dashboard view displays the performance charts for monitored targets.
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(i) Additional Information: For more information about Dashboards in the SQL Sentry Portal, see
the Custom Charts article.

Custom Charts

SQL Sentry Portal offers the ability to create dashboards with configurable custom charts. With
custom charts, you can include the performance metric widgets that you want, and you can have
custom charts for different targets on the same dashboard. This feature is specific to SQL Sentry
Portal and is not available in the SQL Sentry client.

(i) Additional Information: For more information about Custom Charts in the SQL Sentry Portal,
see the Custom Charts article.

Using SQL Sentry Portal

Overview & Navigation

SQL Sentry Portal is a self-hosted feature for SQL Sentry which has a similar Ul experience. See the
Getting Started with SQL Sentry Portal article for information on accessing it.

Default Home View

When you first log in to SQL Sentry Portal, the home view displays the overall health of the monitored
environment.
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SQL Sentry Tenant

{© INVENTORY 85 DASHBOARDS ©® USER MANAGEMENT &5 saLsentyDev -

© Inventory

Search Targets
Q

v B SOLSentryDev
v [ UATMaster

> @ Cloud Databases Health Score Health Score History

v @ TestMachines 100
£ AUS-S1E3533.51englab.local\MSSQLSERVERDT 50
£ AUSS1E3534.51englab.local\MSSQLSERVERDT 0
T EmETEE 10/11 10/13 10115 1017 10/19 10/21 10/23 10/25 10/27 10/29 10/31 112 11/4  11/6  11/8 11710

E ws2016-50L14.s1englab local

Filter By: Critical Unhealthy At Risk ) (O Healthy )| SortBy: Health Score v = ASC . 24 HOURS

E Ws2013-50L19.s1englab.local 4

> @ Tsnsquad CPU: n/a Total Waits: 2ms 0%
anSquadGrou
" 73 SQL Server 16.00.1000 Trans/Sec: 13 0% Regressed Queries: n/a
e
70 CPU: 13% Total Waits: 364 ms
SQL Server 15.00.2000 Trans/Sec: 308 Regressed Queries: n/a

CPU: 63% Total Waits: 7270 ms
SQL Server 15.00.2000 Trans/Sec: 395 Regressed Queries: 5

0 CPU: 1% 0% Total Waits:  5ms
SQL Server 12.00.5687 Trans/Sec: 21 Regressed Queries: n/a

CPU: 1% Total Waits: 4ms
SQL Server 13.00.5426 Trans/Sec: 22 Regressed Queries: n/a

Option Description

1. Options for navigating between Inventory, Dashboards, and User Management pages.
Navigation A multi-tenant drop-down selector that lets you jump between your tenants. Click the
bar vertical ellipsis options menu to see options for a dark/light mode toggle,

documentation link, SolarWinds support link, feature request link, and the SQL Sentry
Portal version number. Full details are provided under the Navigation Bar section
below.

2. Sidebar  The Inventory sidebar has areas for monitored Targets and a search bar filtering
specific targets. Full details are provided under the Sidebar section below.

3. Health Health Overview is the default view when opening SQL Sentry Portal.

Overview
» Overall Health Score shows a summary of your overall health score for the

monitored environment in 24 hour or 1 week periods.

» Environment Score card lets you filter by health score status to quickly identify
critical and unhealthy monitored targets.

See Health for more information.

4. Alerts A table of the most recent alerts that have been triggered across the monitored
environment.

See Alerts for more information.
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Navigation Bar

This is the default view for the navigation bar:

(1) (2) © O 6 0

SQLSentryDev -

@ INVENTORY OF DASHBOARDS @ USER MANAGEMENT

Option Description

1. Inventory The Inventory view is the default screen that displays health and alerts data for
all of your monitored targets in SQL Sentry Portal. From the Health Overview, you
can drill down into individual group or target views.

2. Dashboards Click Dashboards to view, create, and edit all of your existing dashboards,
custom charts, and templates in SQL Sentry Portal. See Custom Charts for more

information.
3. User Click User Management to manage permissions in SQL Sentry Portal.
Management
4. Platform Click Platform Connect to open Platform Connect configuration options.
Connect Platform Connect for SQL Sentry Portal integrates SQL Sentry Portal with
SolarWinds Observability to access SolarWinds Platform Cloud Notification
Services. See Platform Connect.
5. SQL Sentry If you have a multi-tentant SQL Sentry environment, use the tenant drop-down to
Tenant drop- change the selected tenant.
down
6. Click the vertical ellipsis button to open expanded menu options:

Documentation
« Click the theme toggle to change the SQL Sentry Portal view between dark

and light modes.
» Select Documentation to open the SQL Sentry Portal documentation.
» Select SolarWinds support to go to support.solarwinds.com.

» Select Submit a feature request to submit ideas about any issues, features
you'd like to see, or suggested changes.
» View the Version number of SQL Sentry Portal for this installation.

Sidebar

The sidebarcontains the following.
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> 9 Cloud Databases

W ﬁ UAT-Master
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AUS-51E-3534.51englab.local\MSS0QLSERVERD
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LXUbuntu-S0L22 lab.na
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WS2016-50L14.51englab local
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i
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A
Ll

WS2019-500L19.51englab local

3 @ TitanSquadGroup

> (@@ UAT Master Environment

> (% UAT Release Environment

Option Description

1. Targets Start typing a target name in the filter to get to a filtered list of targets or a specific
Filtering target.
Options

Note: The target filtering option only appears when there are five or more targets.
2. Targets Targets provides a list of all targets in your monitored environment.

Unwatched Servers are displayed in light grey in the target list. Unwatched servers are
targets that are not currently being monitored by SQL Sentry. See the Unwatched
Servers section below for more details.

Unwatched Servers

Unwatched servers are not currently being monitored by SQL Sentry. Unwatched servers are greyed
out in the side navigation menu. Use the SQL Sentry client to watch a target (you may need to
purchase additional licenses).
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(i) Note: A banner appears an individual unwatched targets across the SQL Sentry Portal views.

Feature Menu

When you select a target from the sidebar, the target Health view opens by default. From a target view
like Health, the Navigation Bar toggles to a feature menu.

The following options are available for individual targets:
1. Health
2. Performance

Performance Analysis is available in SQL Sentry Portal for VMware targets.

Storage
Top SQL
Blocking

Deadlocks

N o g &~ ©

TempDB

Distributed Databases

If you are using SQL Sentry Portal for SQL Sentry and have multiple SQL Sentry databases, you can
configure your portal to display information for all your SQL Sentry databases through a single
service. See the Distributed Databases article for more information.
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Plan Explorer Navigation

Introduction

The following are the primary features and information about the different tabs found within Plan
Explorer. Since the graphical plan diagram in SSMS was used as a starting point for the design of
Plan Explorer, some features are compared with the current capabilities of SSMS to illustrate the
reasoning behind the feature.

Plan Explorer Menus

File Menu

B S0L Sentry Plan Explorer
m View Tools Window Help

T Mew s [

I 5 Open
[a Save i

| Save As jeDataBefc
@ Saveal

Recent Files »

Exit
New Creates a new Plan Explorer Session in a new tab.
Open Opens an existing Execution Plan file (.sqlplan | .xml | .queryanalysis | .pesession),
deadlock file, or SQL file.
Save Saves the current file.
Save As Saves the current file with a new name/new location.
Save All Saves all files opened in any tabbed sessions.

Recent Files Displays a list of recently opened files.
>

Exit Exits the program.
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View Menu

B S0L Sentry Plan Explorer
File | View | Tocls Window Help

b Plan History

Comments

Start Page

[

Com

Plan Layout Control rel

Command Description

Plan History Opens the Plan History pane.

Comments Opens the Comments pane.
Start Page Opens the Start Page pane.

Plan Layout Opens the Layout Editor. Use the Layout Editor to customize the position of the
Control various panes.

Tools Menu

E S0L Sentry Plan Explorer
File View TonlsIWindow Help

b =

Plan3. pesessi

LIser Preferences

W Edit Connection

Anonymize Plan

Command Te

Command Description
User Preferences Allows you to edit the user preferences.
Edit Connection  Allows you to edit the server connection.

Anonymize Plan Allows you to anonymize a .sqlplan.
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Window Menu

Plan Explorer Menus

E S0L Sentry Plan Explorer

File View Tools |Window | Help

-I.lj = d a Float Ftion
Start Page B MNew Horizental Tab Group
Command Text | Rd [T] Mew Vertical Tab Group

Close All Documents
Reset Window Layout
1 Planl

2 Start Page

Windows...

Command

Float

Close All
Documents

Reset Window
Layout

New Horizontal
Tab Group

New Vertical Tab
Group

Move to Next
Tab Group

Move to
Previous Tab
Group

1 Plan

Windows...

Description

Allows the selected panel to detach from the main window rather than being
docked.

Note: This can also be done by dragging the panel by its titlebar.

Closes all open query plans.

Resets the windows to the default state.

Creates a new Horizontal tab group with the selected tab.

Creates a new Vertical tab group with the selected tab.

Moves the selected tab group to the next group.

Moves the selected tab group to the previous group.

Opens the desired query plan.

Uses the Windows command to manage all your open windows. Uses the
Activate command to set focus to the selected window.
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Help Menu

B S0L Sentry Plan Explorer
File View Tools Window | Help

U S @ E3 0% | @ PlanExplorer Help

Start Page m Check for Updates

Command Text Results W About

End User License Agreement

Command Description

Plan Explorer Help Opens to Plan Explorer in the SQL Sentry User Guide.
Check for Updates Checks for the newest version of Plan Explorer.
About Views information about Plan Explorer, including build number and

contact information.

End User License Opens the www.solarwinds.com/legal/eula article about licensing
Agreement information.
Toolbar

% | @ Edit Connection 53 Get Estimated Plan ¥ GetActualPlan ~ [l Stop % Show Estimated Plan =] &)

NEH@ B

Button  Description

B New—Creates a new Plan Explorer Session in a tab.
3 Open—Opens an existing Session file, Execution Plan, Deadlock, or SQL file,
=] Save—Saves the current file.
= | Save All—Saves all the currently open files.
Ep Copy—Copies the selected text to the clipboard.
A Paste—Pastes the selected text from the clipboard.
= Comment selected lines— Makes the selected line(s) a comment.
7% Uncomment selected lines— Removes the comment tab from the selected line(s).
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Button Description

w! Edit Connection Edits the current connection information.
3, Get Estimated Plan Generates an Estimated Plan. (Shortcut Key: CTRL-L)
! GetActual Plan ~ Generates an Actual Plan. (Shortcut Key: F5 or CTRL-E)

Select the With Live Query Profile option from the drop-down list. A

v  With Live Query Profile )
usage chart appears that plots CPU, I/0 and waits.

Note: Disable the Query Execution warning message with User
Preferences (Tools > User Preferences > Warn on actual execution).

Stops the execution of a query.

| Stop

‘% Show Estimated Plan Toggles the Plan Diagram tab between the Estimated and Actual
Plan.

= Horizontal Layout—Switches the current tab to a horizontal layout.

= Vertical Layout—Switches the current tab to a vertical layout.

Command Text

SOL Sentry Plan Explorer
File View Tools Window Help
NEHd 2@

Start Page

Command Text I Resuilts Wait Stats

Select [DBVersion], [VersionDate]
From [dbo]. [AdventureWorksDWbuildVersion]:

% | i Edit Connection | 33 GetEstimated Plan ¥ GetActualPlan - | [l Stop | ¥ Show Estimated Plan | ] &=

Select [PostTime], [DatakaselUser]
From [dbo].[DatabaseLog]:

Select [CurrencyhlternateFey], [Currencylame]
From [dbo].[DimCurrency]:

Select [ParentEmploveeKey], [FirstName], [MiddleName], [LastName]
From [dbo].[DimEmployes]:

The Command Text section shows an editable version of the query text for the statement or batch
being analyzed. Make changes to the query, then see how this impacts the execution plan by
selecting GetEstimated Plan or GetActual Plan on the toolbar.

When retrieving a plan, you're asked for the server, database, and credentials to connect (unless you
launched Plan Explorer from within SSMS using our Management Studio Add-In).
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To generate the Actual Plan, the query is run against the target server. By design, the actual query
results aren't returned to the Plan Explorer interface. By default, there's a message box explaining this
behavior when an Actual Plan is captured.

(i) Note: Disable the Query Execution warning message with User Preferences (Tools > User
Preferences > Warn on actual execution).

If query execution fails, a message displays in the Status bar, located at the bottom of the Plan
Explorer window.
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