
The Complex Shape of Anonymity in
Cryptocurrencies: Case Studies from a

Systematic Approach

Niluka Amarasinghe, Xavier Boyen, and Matthew McKague

Queensland University of Technology, Brisbane, Australia

Abstract. The modern financial world has seen a significant rise in the
use of cryptocurrencies in recent years, in no small part due to convincing
levels of anonymity promised by such schemes. Bitcoin, despite being
the most widespread, has significant lapses of anonymity. Several recent
constructions aim to bridge some of those gaps. Amid such developments,
there have been many attempts to evaluate the anonymity prospects of
such schemes, but always with a rather narrow view based on metrics
tailored to the schemes being studied.

Here, we employ a common universal framework to characterise the many
aspects of anonymity achieved, or not, by any (crypto, digital, or phys-
ical) currency schemes, irrespective of the underlying implementation.
We focus on a few high-profile practical cases of interest (including Bit-
coin, Monero, Zcash) and use our common framework to draw detailed
and meaningful comparisons.
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1 Introduction

Cryptocurrencies are undeniably one of the most attention-grabbing develop-
ments in security research of the last decade. They continue to open up new
classes of inquiries for the crypto- and distributed-systems communities, while
also arguably offering tangible financial benefits as alternatives to traditional
fiat currencies.

Thanks to the blockchain technology, trust, the grease of financial transac-
tions, can now be inferential rather than axiomatic. The decentralised nature,
ease of conducting cross-border transactions, resistance to censure, and promises
(or hopes) of privacy and anonymity, are factors that have contributed towards
this popularity. Bitcoin is the first and by far the most widely used true1 cryp-
tocurrency at the time of this writing, and has attracted much attention with
respect to its privacy and anonymity aspects.

1 By which we mean: permissionless, fully decentralized, with democratic governance,
and transparently operated—in other words, conducive to trust from first principles.
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Anonymity broadly means that an entity cannot be uniquely identified in a
given setting. This concept has been widely discussed in the context of anony-
mous communication and information sharing. Consequently, many terminolo-
gies [22, 30] and theoretical models such as k -anonymity have been developed to
model anonymity [10, 29]. For better or worse, these available theoretical frame-
works have been borrowed for discussing anonymity in cryptocurrencies.

Many traditional currency schemes are centralised systems where customers
depend on another party to preserve their privacy. For example, in a banking
model, banks are bound by regulation to preserve the confidentiality of customer
information. If the transaction history of a particular individual or entity were
exposed to an outsider, it could result in many undesirable consequences, from a
subjective sense of betrayal, to more concrete abuses such as misuse of informa-
tion to gain undue advantages in contract bidding. Even worse, if currency units
came attached with transaction histories, that could lead to the blacklisting of
specific units based on their use in unlawful activities in the past, even though
the units may have had only uncontroversial uses afterwards.

Anonymity of cryptocurrencies has received much attention since the current
Bitcoin framework is claimed to provide only a form of ‘pseudonymity’ as trans-
actions are linked to payment addresses in a big graph that is visible to all [15, 9].
Detailed analyses of public transaction data, such as the work presented in [19,
6, 26], have shown that it is possible to uncover behaviour patterns of Bitcoin
users and trace their identities in real life.

As a result of this tension between the need for, and the lack of, improved
anonymity in cryptocurrencies, a lot of energy has been expended to fulfil that
demand. Some solutions are centered around improving the Bitcoin framework
(e.g. Zcash) whereas other approaches have sought to revisit the blockchain
machinery in the design of new cryptocurrency schemes (e.g. Monero). Despite
many such solutions making claims of “anonymity”, some studies claim that
those could still be subject to deanonymisation [18, 20].

As rationalised in [4], despite a large number of studies on cryptocurrency
anonymity, no standardised means are available to evaluate the actual level of
privacy achieved by different cryptocurrencies. Many studies have been con-
ducted in isolation using various metrics, with the consequence that it is not
feasible to compare and benchmark the anonymity landscape in a reliable man-
ner across various schemes. To make matters worse, it turns out that the very
notion of anonymity itself, in such complex multi-party systems as decentralized
cryptocurrencies, has been until now very poorly understood, and is anything
but clear-cut. We discuss the specifics in a separate report [5].

1.1 Our Contribution

The present study was initially motivated by the works of [3, 4, 9, 15], which
lifted the veil on the multiplicity of anonymity notions for cryptocurrencies, but
stopped short of actually providing a crisp formalism for defining and using
those notions. Over the course of this study, we identified a very fine-grained
structure for the intuitive notion of payment anonymity, parameterised through



The Complex Shape of Anonymity in Cryptocurrencies 3

qualitative distinct definitions that are all sensible and justifiable in appropriate
scenarios [5].

Our purpose in this work, is to analyse the multiple precise ways in which a
broad notion of anonymity can be envisaged, and we provide a common game-
based security template that combines a massive group of explicit attacker sce-
narios. Indeed, our notions generalise many security notions familiar to cryptog-
raphers such as known vs. chosen plaintext, forward security, indistinguishability,
active vs. passive adversaries, and so on. The fact that we consider all of these se-
curity dimensions simultaneously multiplies the number of definitions, but also
allows us to meaningfully understand and compare the anonymity of systems
that differ along multiple dimensions. However, it should be noted that we do
not intend to address the anonymity of the underlying construction of currency
schemes in this work i.e. consensus or communication mechanisms.

Our framework is based around the fundamental notion of distinguishability,
leading to a security concept of indistinguishability, likely familiar to readers
from other security definitions. These notions are further particularized to cer-
tain subjects such as transaction value, sender, recipient and metadata, and
parameterised across multiple dimensions based on which information and ca-
pabilities are given to the adversary [5].

Our main contribution here is to demonstrate the concrete potential of our
model by analysing the anonymity landscape from a few major cryptocurrency
implementations. We start with a simple Trusted Third Party scheme as a bench-
mark and show that it is, as expected, anonymous against all adversaries ap-
propriate to the trusted third party model. We then study Bitcoin, which still
receives much criticism in relation to anonymity. In addition, we also examine
Zcash, Monero and Mimblewimble; three cryptocurrency schemes with diverse
implementations, which have recently become popular due to their claims for
improved anonymity.

The take-away message from our effort is that (financial) anonymity is not
an all-or-nothing binary property; it is far more subtle. We fully intend that
our framework be used to clearly spell out what aspects of privacy a certain
coin does or does not satisfy, across diverse implementations. Of course, one
could be content with asking for absolute fungibility (think: isotopically pure
melted gold), but that is likely not to lead us anywhere, as no cryptocurrency
in existence comes close to reaching that goal. This only makes the need for a
(much) more refined model all the more pressing.

Organisation. Subsequent sections of this paper are organised as follows. We
first present a brief summary of related studies where theoretical notions of
anonymity have been discussed with reference to cryptocurrencies. We then set
forth the preliminaries of our framework, while emphasising its features and
relevant anonymity definitions. Next, we present the analysis outcomes followed
by a detailed discussion on the significance of this work.
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1.2 Other Related Work

As mentioned at the outset, many early studies have focused on quantitative
analysis of publicly available Bitcoin transaction data such as payment addresses
and values as the Bitcoin blockchain records all transaction details publicly. As
claimed in [25, 26, 17, 28], such public transaction data can be used to compro-
mise the anonymity of Bitcoin users by studying behavioural patterns and trans-
action flows etc. Moving forward, some have attempted to formalise anonymity
concepts in a theoretical manner, yet such are not standardised across different
constructions. For example, Androulaki et al. [6] conducted an analysis of Bit-
coin privacy based on activity unlinkability and profile indistinguishability with
respect to addresses and transactions, which was also used in [21] to analyse Bit-
coin network data. Conversely, [33] uses the notion of unlinkability with respect
to linking different entities as formulated by [22].

More recently, new currency schemes have emerged with more promising
anonymity expectations, which has led to more concrete formalisation of anonym-
ity concepts. Zcash is one such scheme which offers improved anonymity levels
through its ‘shielded transactions’, which conceal payment addresses and values.
Yet, experimental studies in [14, 24, 34] have shown that it is prone to linkability
of transactions with corresponding payment addresses.

The Cryptonote protocol, which forms the foundation for several currency
systems, is claimed to satisfy anonymity in terms of unlinkability and untrace-
ability [31]. Their interpretation of unlinkability is more specific in that, given
two transactions, it should not be possible to identify whether both transactions
were intended to the same party. Untraceability on the other hand is defined as
the inability to identify the corresponding sender for a given transaction. Never-
theless, subsequent studies in [20, 32] claim that Monero, which originated from
the Cryptonote protocol, is prone to deanonymisation attacks through analyses
of public transaction data.

Fungibility, which is the property of every currency unit being identical, is
regarded by many as an elementary requirement of any currency scheme, but it
is a tall order. It is well accepted that Bitcoin is not fungible [9, 27]. Although
it has been claimed in [24] that Zcash achieves fungibility through its use of
zero-knowledge SNARK proofs, the survey study of [9] makes the countermand-
ing claim that Mimblewimble [23] is the only cryptocurrency scheme to do so.
Even so, the original Mimblewimble is insecure, and the fix proposed in [11], by
making it preserve a lot more data, reintroduces coin history thereby negating
the original fungibility claim.

Methods such as network analysis proposed in [7] and transaction graph-
based analysis in [8] provide means for modelling anonymity through experimen-
tal analysis, which however may not be possible across different constructions.
In comparison, our model deviates from this as our emphasis is on modelling
anonymity from first principles in any currency scheme.

With the increasing complexity, comparing anonymity of cryptocurrencies
has become a challenge. Surveys conducted in [4, 9, 15] present independent cat-
egorisations of cryptocurrencies based on different anonymity properties such as
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untraceability, unlinkability, fungibility, hidden values and hidden IP addresses.
In a different approach, [3] provides a systematic grouping of a subset of cryp-
tocurrencies in terms of four privacy tiers; pseudonymity, set anonymity, full
anonymity and confidential transactions, based on unlinkability and hidden user
identities. Yet, all such categorisations provide a very high level picture of
anonymity levels based on the techniques used by the schemes, which is or-
thogonal to our work.

Nonetheless, these studies, mostly based on experimental analyses or specific
constructions, do not necessarily facilitate the assessment and comparison of
cryptocurrencies in terms of a common, fine-grained, formal qualitative model
of anonymity.

2 Anonymity framework

Our work is based on an abstract model of a cryptocurrency scheme, depicting
the overall functionality of a generic cryptocurrency scheme. We construct an
anonymity framework for this scheme through a game-based approach. We chose
game-based definitions over the UC framework because the former are intuitive
and can be agreed upon by non-specialists (much less non-cryptographers). This
is essential as a bridge between theory and applications. Further, UC, though
a very nice theoretical methodology, is best suited for small primitives whose
ideal functionalities may still have a clean description, which is certainly not
the case with cryptocurrencies. This abstract anonymity model is formalised in
detail in [5]; here we summarise the points of interest for our purposes in this
paper of analysing concrete cryptocurrency schemes.

2.1 A generic cryptocurrency scheme

We define a currency scheme in terms of a security parameter λ ∈ Z+, and a
system state consisting of payment addresses, each having a public key (apk) and
a private key (ask), and transaction history. A transaction takes place between
senders and recipients with inputs such as values and other metadata (such
as IP addresses). Each transaction comprises private and public parts (ts and
tp), with the latter being broadcast to the network. A mint operation collects
new transactions on the network at any given time and generates a new state.
New currency units may be created as a result of minting, as per its underlying
implementation. Then an adjudicate operation selects the rightful new state of
the system. Accordingly, consecutive states of the scheme form a partial ordering.

It should be noted that we model only the generic functionality of a cryp-
tocurrency scheme in this scheme. Hence, we do not consider the specifics of the
underlying consensus mechanism or the communication here.

Further details of the algorithms are included in Appendix A. The full the-
oretical study [5] details how correctness and security of this abstract currency
scheme are established.
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Definition 1. A cryptocurrency scheme Π, is defined in terms of security pa-
rameter λ ∈ Z+ and with the functionality prescribed by means of a set of algo-
rithms; {Init, CreateAddr, IsValidPubAddr, IsValidSecAddr, GetBalance, Cre-
ateTxn, IsValidPubTxn, IsValidSecTxn, ExtractSenderPubAddr, ExtractRecipi-
entPubAddr, ExtractInputVal, ExtractOutputVal, IsMintable, Mint, Adjudicate,
IsValidState, IsGenesisState, CreateCheckpointState, RetrieveCheckpointState}.

2.2 A comprehensive adversarial capability model

We define a comprehensive adversarial model to include a wide range of capa-
bilities for adversarial power and knowledge, represented by a set of parameters
(Table 1). Adversarial knowledge of public/secret keys of senders/recipients,
values, metadata and other transaction-related data are modelled by ψ. Here,
metadata refers to implementation specific data that appear in a transaction
such as IP addresses, while the knowledge of a transaction represents other re-
lated information as shown in Table 1. Adversarial power is modelled by the
adversary’s ability to modify the state (δ), to control state initialisation in the
experimental setup (α), and to cause minting to fail during the game (β). This
parametrisation accommodates a wide range of adversaries; passive with all pa-
rameters equal to ’0’, static with δ, α ≤ 1 and adaptive with parameter values
greater than 1. It is assumed that the adversary (A) has oracle access to hidden
entities via opaque handles.

Table 1: Parameters of the adversarial capability model

Param. Adversarial knowledge Adversarial power

value Sender
public/
secret keys

Recipient
public
/secret
keys

Transact-
ion value

Transact-
ion meta-
data

Transact-
ion

State
manipul-
ation

State
initialis-
ation

Cause
mint to
fail

ψpks
/ψsks

ψpkr
/ψskr

ψv ψm ψt δ α β

0 Hidden Hidden Hidden Hidden Hidden Hidden Hidden
random-
ness,
honest init

Not al-
lowed

1 Hidden
but re-
vealed at
the end

Hidden
but re-
vealed at
the end

Hidden
but re-
vealed at
the end

Hidden
but re-
vealed at
the end

tp is re-
vealed

Can view
the state

Public
random-
ness,
honest init

Allowed

2 Access
pub-
lic keys
through
oracle

Access
secret keys
through
oracle

Chosen by
Oracle and
known

Chosen by
oracle and
known

ts is re-
vealed

Can ma-
nipulate
the state

Public
random-
ness, ad-
versarial
init

-

3 A chooses
identity,
oracle
creates
addresses

A chooses
random-
ness,
oracle
creates
addresses

A chooses
values

A chooses
metadata

Random-
ness is
revealed

- Hidden
random-
ness, ad-
versarial
init

-

4 A gen-
erates
address

A gen-
erates
address

- - A chooses
random-
ness

- - -

5 - - - - A creates
transac-
tion

- - -
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Exp
Anonymity
π,A,O,ω,ψ,δ,α,β(λ)

1. Initialises the state based on the parameter α.
2. A provides inputs based on the capabilities decided by the parameters ψ and δ.
3. C checks the inputs against the parameters and if there is any discrepancy, A loses the game.
4. If ψt 6= 5, C creates two transactions tp0 and tp1 based on the test variable/s parameterised

by ω. A continues to evolve the state through appropriate oracle calls. If β = 0, then A loses
the game if any mint operation fails. If ψt = 5, C accepts the transactions provided by the
adversary.

5. C picks a bit b ∈ {0, 1} and mints the transaction tpb .
6. Based on the parameter values of ψ, corresponding data are revealed to A, but A is not allowed

to create or mint any further transactions.
7. A makes a guess for the bit and wins the game if the guess is correct.

Fig. 1: Anonymity Game

2.3 All-in-one generic flexible Anonymity game

We now formulate a generic game, that captures different attacker scenarios, each
depicting a unique aspect of anonymity. We use the variable ω = (ωsωrωvωm)
to set the test variable/s (the attacker’s goal); sender (s), recipient (r), value
(v) and metadata (m). Accordingly, we develop a set of definitions around the
fundamental concept of indistinguishability, which requires the adversary to dis-
tinguish between two known entities in the game. We also define a weaker notion,
unlinkability, in which case, the two entities to choose between are not known to
the attacker explicitly, but rather by their history in previous transactions. We
define the Anonymity game between a challenger (C) and an adversary (A) as
given in Figure 1 and further explained in Appendix B.

2.4 Notions of anonymity

Unsurprisingly, there are over 600,000 distinct combinations of ω, ψ, δ, α and
β alone, resulting in different attacker scenarios, which reveal the complexity of
what it means for a currency scheme to be anonymous. While some notions may
not result in apprehensible real world scenarios, others may assist in assessing dif-
ferent aspects of anonymity. Each notion is defined based on a unique adversary,
as per the goal, knowledge and power (i.e. GOAL-KNOWL-POWER), which
is also given as a unique parameter vector, ω-ψ-(δ,α,β) setting the game. The
strongest adversary is assigned the full power (to manipulate the state setup, the
state, and minting) and the full knowledge (of secret keys of senders/recipients,
values, metadata, transaction), which we call a FULL-FULL adversary. The
weakest is named a NIL-NIL adversary, with no power nor knowledge. Others
are named accordingly to reveal relevant adversarial capabilities.

3 Analysis

Formally proving consistency and all implications and separations that exist
across our 600,000 flavours of anonymity would be far beyond the scope and
space available in this paper (but see [5] for details). Instead, we will focus on
specific notions of interest towards our purpose here to demonstrate how our
framework can be deployed to very precisely characterise concrete properties
of actual cryptocurrencies. We consider Indistinguishability (IND) and Unlink-
ability (ULK) notions related to sender (S), recipient (R) and value (V) (not
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metadata which may be different in each implementation), in a bid to provide a
meaningful comparison across real-world currency schemes.

We start by analysing a Trusted Third Party scheme, which has a very high
level of anonymity, as a benchmark for comparison. Then, we study the Bitcoin
system, followed by Zcash, Monero and Mimblewimble, all three of which claim
to have convincing anonymity levels, yet have very diverse implementations.

3.1 A Trusted Third Party (TTP) scheme

Consider a TTP scheme where a trusted Central Authority (CA) operates a cur-
rency scheme. The CA registers users, validates, creates and mints transactions
upon request by users. We also assume that the CA communicates with all other
parties over authenticated channels and only honours requests from the right-
ful owners of accounts. A user registers one or more accounts with the CA and
maintains funds under those registered identities. No negative fund balances are
allowed at any given time. A user can request the CA to create a transaction,
and subsequently to mint the transactions and the CA performs corresponding
fund transfer/s and creates a transaction record internally. The CA can view
the transaction history at any time. With this functionality, there are no pub-
lic/private keys involved in the scheme and transactions will always be secret,
hence the system state is always internal and private.

Adversarial capabilities In the TTP model, CA can have its own state vari-
ables outside the challenger and the adversary, and thus is not required to accept
the adversarial state. Also, the initial state will be an empty list of transac-
tions, accounts etc., allowing any method of state initialisation possible. Hence
we can allow the adversary to take any value for δ and α in our model (Ta-
ble 1). Further, we assume that transactions are encrypted with an asymmetric
system using CA’s public key, and hence can be revealed in the end without
revealing any information. We model user identities in terms of a single ad-
dress thereby setting apk = ask in our model. To enable the adversary to supply
sender/recipient addresses to the challenger, we provide access to an additional
oracle DelegateAccess to transfer the authority of the addresses controlled by
the adversary to the challenger. Thus, the challenger is able to create the trans-
actions required for different scenarios. Note that this oracle is only specific to
the TTP functionality, and is reminiscent of how ideal functionalities must be
augmented with corruption functions in the UC model.

Analysis of anonymity First, we consider a FULL power adversary (denoted
by (2δ,3α,1β)), who has the complete knowledge of recipients, value and meta-
data, but knows senders only by public keys and provides the input transactions
to the game (named as PUBS knowledge denoted by ((3, 0)s, (4, 4r), 3v, 3m, 5t)ψ)
against the goal of S-IND. We name this adversary as S-IND-PUBS-FULL, who
in this case cannot learn any new information about the sender correspond-
ing to the minted transaction as the state is private, and thus has negligi-
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ble advantage of winning the Anonymity game (given by the parameter vec-
tor (1s000)ω-((3,0)s, (4, 4)r, 3v, 3m, 5t)ψ-(2δ, 3α, 1β)). Hence, the TTP scheme is
secure against S-IND-PUBS-FULL adversary and also against a S-ULK-NILS-
FULL adversary having no knowledge of senders (NILS knowledge) represented
by (1s000)ω-((0,0)s, (4, 4)r, 3v, 3m, 5t)ψ-(2δ,3α,1β) by implication. Similar anony-
mity notions hold for R and V as well. Accordingly, we can say that the scheme
is secure even against an adversary with FULL-FULL capabilities, for all enti-
ties; i.e. ALL-IND-FULL-FULL setting, as the scheme does not leak any in-
formation to the adversary. This is modelled by the vector (1111)ω-((4, 4)s,
(4, 4)r, 3v, 3m, 5t)ψ-(2δ,3α,1β), which depicts ‘absolute fungibility ’ demonstrat-
ing the strongest possible level of anonymity in our model.

3.2 Bitcoin

The Bitcoin peer-to-peer cryptocurrency relies on a public blockchain where
transaction data are public. Users are identified via public addresses and they
initiate transactions using their private keys to spend funds (unspent transaction
outputs). Transaction inputs include references to unspent transaction outputs
and a set of new outputs with corresponding values, which later becomes inputs
to another transaction. In addition, transactions also contain additional data
which help in the verification. Participating network nodes compete to create new
blocks (mining) to include new transactions in the blockchain and a qualifying
block is accepted by the network based on a Proof-of-Work system.

Adversarial capabilities Most parameters in our model directly corresponds
to Bitcoin except that there is no secret transaction part of the transaction ts.
Since the scheme does not have a private state, this can be modelled with δ 6= 0
in our model. Similarly, honest state initialisation with hidden randomness is
not allowed, and hence we model this by setting α 6= 0.

Analysis of anonymity As all Bitcoin transaction details are public, any
adversary has non-negligible advantage in winning the game against any test
variable (i.e. S, R or V), since they can observe the topology of the transaction
graph. Adversaries can create a specific set of transactions (through the oracle)
chosen in a way that they can correctly identify the graph (by analysing starting
balances of inputs etc.). Hence, it is not secure in any adversary with respect to
indistinguishability or unlinkability of S, R or V.

Conversely, consider a weak adversary in our game against an empty test vari-
able, who has no information of the transaction (NIL knowledge), but can view
the state setup and the state (VIEW power), denoted by NIL-IND-NIL-VIEW
and parameterised by (0000)ω-((0, 0)s, (0, 0)r, 0v, 0m, 0t)ψ-(1δ,1α,0β). Here, the
adversary has to distinguish between two identical transactions carrying same
data, except with different randomness. Despite the public transaction history,
the adversary cannot identify the correct transaction with a substantial proba-
bility, thus making the Bitcoin system secure against this attacker. However, if
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we increase at least one capability, the scheme becomes insecure. Thus, we con-
clude that Bitcoin only satisfies an extremely weak notion in our model, which
only provides anonymity against two identical transactions that only differ in
the randomness. It should be noted however that we make this claim subject to
the computational and operational assumptions of the Bitcoin construction. In
fact, the only way to make the scheme anonymous is to make the state private
(i.e. δ = 0), which is impossible with the current Bitcoin construction.

3.3 Zcash

Zcash emerged as a result of the efforts of improving the anonymity of Bit-
coin. We consider the Zcash Sapling specification for this study. This scheme
consists of shielded and transparent payment addresses where transparent ad-
dresses and related transactions operate similar to Bitcoin [12]. Here we only
consider the transactions between shielded addresses (referred to as addresses
hereafter). Each address has a private spending key that allows the owner to
spend the coins (notes) sent to that address. Each note is coupled with a unique
nullifier generated using the spending key and a note commitment, which is pub-
licly revealed when the note is created. Without the private key, it is infeasible
to link a note commitment to its nullifier. An unspent note in Zcash is a note
with a publicly revealed commitment and a hidden nullifier. When a shielded
transaction is created, nullifiers of input notes and commitments of output notes
are revealed. In addition, the value of a shielded transaction is also hidden, and
is revealed through value commitments related to input and output notes, and
relevant balancing operations are carried out as homomorphic operations. Fur-
ther, zk-SNARK primitives are used for functions such as proving the ownership
of notes, verifying and validating transactions [12].

Adversarial capabilities Similar to Bitcoin, we can model Zcash addresses
through the payment addresses apk, ask in our model. As the state is public, it
can be modelled by setting δ ∈ {1, 2} and α ∈ {1, 2, 3}. In shielded transactions,
senders and recipients correspond to the nullifiers of input notes and to the com-
mitments of output notes respectively. Further, the values of input/output notes
are also concealed as value commitments. tp represents nullifiers of input notes,
output note commitments and value commitments whereas actual input/output
notes and relevant data can be modelled by ts. The knowledge of secret keys (i.e.
(ψsks)) is required to link the nullifiers of input notes to their owners (senders)
and the private keys of recipients (i.e. ψskr ) should be known to link the note
commitments of output notes to their owners (recipients).

Analysis of anonymity We begin by analysing the unlinkability property. Al-
though the linkability of Zcash transactions is explored in literature such as [24]
with respect to transactions involving both shielded and transparent addresses,
we only consider shielded addresses here. Consider an adversary for S-ULK who
has all powers except to cause minting to fail (ACTIVE power), and has full
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knowledge of recipients, values, metadata and public transaction data (output
note commitments), except the senders (NILS-PUBT knowledge) which we cap-
ture in a parameter vector ((0, 0)s, (4, 4)r, 3v, 3m, 1t)ψ-(2δ,3α,0β). The adver-
sary cannot obtain any additional knowledge of the transaction as output note
commitments do not leak any information about the sender, and thus has a
negligible advantage over winning the game. Hence, Zcash scheme is secure in
S-ULK-NILS-PUBT-ACTIVE. If the adversary is given more powers to cause
minting to fail (i.e. FULL power), then he may gain additional information
about account balances etc., making the system insecure against S-ULK-NILS-
PUBT-FULL. Further, for any ψt > 1, the adversary has access to additional
knowledge about the transaction which makes the system insecure. Hence, we
can also show that Zcash is secure in R-ULK-NILR-PUBT-ACTIVE, but not in
R-ULK-NILR-PUBT-FULL.

The scheme also satisfies S-IND-PUBST-ACTIVE security, as the knowledge
of senders’ public keys and public transaction data (PUBST knowledge) does not
reveal any information about the nullifiers of input notes (i.e. ((3, 0)s, (4, 4)r, 3v,
3m, 1t)ψ-2δ-3α-0β). Yet, with the same reasoning as with S-ULK, Zcash fails in
S-IND-PUBST-FULL. Similarly, Zcash is secure in R-IND-PUBRT-ACTIVE,
but not in R-IND-PUBRT-FULL.

When testing for the value (i.e. ωv = 1), the system is secure against a
FULL power adversary, having only the knowledge of public keys of senders,
recipients and public transaction, but with no knowledge of the values (NILV-
PUBSRT knowledge) as in V-ULK-NILV-PUBSRT-FULL (given by (001v0)ω-
((3, 0)s, (3, 0)r, 0v, 3m, 1t)ψ-(2δ,3α,1β)), since failed minting attempts do not re-
veal any information despite knowing public keys. Hence, the level of anonymity
with respect to V depends on the knowledge of secret keys as the value is
hidden. Therefore, V-IND property holds only for an adversary with ACTIVE
power and PUBSRT knowledge; i.e. V-IND-PUBSRT-ACTIVE notion denoted
by (001v0)ω-((3, 0)s, (3, 0)r, 3v, 3m, 1t)ψ-(2δ,3α,0β).

Accordingly, we can say that Zcash satisfies the strongest level of anonymity
against a PUBSRT-ACTIVE adversary for all test variables given by ALL-IND-
PUBSRT-ACTIVE setting and parameterised by (1111)ω-((3, 0)s, (3, 0)r, 3v, 3m,
1t)ψ-(2δ,3α,0β). Hence, Zcash achieves higher anonymity prospects compared to
Bitcoin, and is bounded by the knowledge of secret keys of payment addresses.

3.4 Monero

Monero is another cryptocurrency that claims improved anonymity based on
several cryptographic primitives such as ring signatures and stealth addresses
to achieve anonymity with respect to senders and recipients [32]. In addition,
Ring Confidential Transactions (RingCT) are used to conceal transaction values
through value commitments [32]. Each user has two pairs of private/public keys
as spend and view keys. A sender creates a one-time public key (stealth address)
for each output using recipients’ public keys. The sender mixes the actual inputs
with a set of additional random public keys (aka mixins) using ring signatures,
to produce a signature for the ring of inputs. The one-time public key, the
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signature and the public keys of inputs (in the ring) are submitted to the network
along with other transaction data [2, 32]. A sender can include an (optional)
pre-agreed, encrypted payment ID, enabling respective recipients to identify the
sender using their private keys. The recipients can retrieve outputs using both
their private/public view keys and can spend them using the spending keys.
Outsiders can only view the public keys in the ring (of probable senders), with
each being an equally probable input to the transaction.

Adversarial capabilities Similar to others, the Monero Blockchain state is
also public, thus we set the parameters δ ∈ {1, 2} and α ∈ {1, 2, 3} as before.
However, most of the transaction data (e.g. actual senders, recipients, values
etc.) are hidden from the public. We map public and private keys of both spend
and view keys collectively to public/private keys in our model. We represent
mixin data by metadata in our model, i.e. ψm. The knowledge of secret keys
of a sender/recipient is sufficient to identify the respective sender/recipient of a
transaction, respectively. Conversely, the knowledge of ψskr alone is not enough
to identify the sender, if the transaction does not contain a payment ID.

Analysis of anonymity First we look at the unlinkability property of Monero,
which is analogous to the notion of traceability of Monero, referred to in [16,
32]. We consider the S-ULK-NILS-PUBT-ACTIVE notion as with Zcash, with-
out the knowledge of likely senders (i.e. ((0, 0)s, (4, 4)r, 3v, 3m, 1t)ψ-(2δ,3α,0β)).
The state only reveals the public keys of a possible set of senders, but not the
recipients nor the value. Yet, if the adversary chooses the mixins, then he has
additional information about the sender as ring participants are public. Thus,
Monero cannot be secure if the adversary knows the mixins in the ring. Hence,
we define a weaker adversary by setting ψm = 0 in our model, with an adver-
sary having no knowledge of sender or metadata (NILSM-PUBT knowledge), in
which case Monero is secure in S-ULK-NILSM-PUBT-ACTIVE (modelled by
(1s000)ω-((0, 0)s, (4, 4)r, 3v, 0m, 1t)ψ-(2δ,3α,0β)).

With S-IND-PUBSMT-ACTIVE, Monero cannot be secure as the knowledge
of mixins along with the public keys of probable senders may leak information
about the actual sender. Further, the knowledge of the transaction tp can also
leak information about the mixins. Hence, we consider a weaker adversary with
no knowledge of metadata or the transaction (i.e. NILMT-PUBS knowledge)
with S-IND-NILMT-PUBS-ACTIVE, represented by (1s000)ω-((3, 0)s, (4, 4)r,
3v, 0m, 0t)ψ-(2δ,3α,0β), who fails against Monero. However, these claims may
be broken if the mixins are not chosen carefully by the sender.

With recipient anonymity, we can see that Monero complies with R-ULK-
NILR-PUBT-ACTIVE as funds are received by stealth addresses which can be
claimed only by the recipient with the matching private key. This notion of un-
linkability closely relates to the notions described in [16, 32]. Similarly, Monero
is also secure in R-IND-PUBRT-ACTIVE as the knowledge of recipients’ pub-
lic keys do not reveal anything about the stealth addresses. Further, as values
are hidden, Monero’s anonymity in V reduces to the knowledge of the secret
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keys of the senders/recipients similar to Zcash and hence it satisfies V-ULK-
NILV-PUBSRT-FULL and V-IND-PUBSRT-ACTIVE notions. As with Zcash,
S-IND, S-ULK, R-IND, R-ULK and V-IND goals fail against a FULL power
adversary with the information leakage from failed minting. Thus, we can see
that the maximal anonymity level satisfied by Monero is the ALL-IND-NILMT-
PUBSR-ACTIVE security given by the parameter vector (1111)ω-((3, 0)s, (3, 0)r,
3v, 0m, 0t)ψ-(2δ,3α,0β).

3.5 Mimblewimble

The Mimblewimble protocol focuses on improving anonymity and scalability
through confidential transactions and transaction aggregation [13, 11]. We study
the Grin implementation for this analysis [1]. A coin in this is a commitment,
C = vH + rG where v is the value, r is the randomness (hence the private key
of the coin), and H,G are generators of a discrete logarithm [11]. The opening
of the commitment of a coin is necessary to spend that coin, which requires the
corresponding secret key (r). The sender sends the input coins (commitments)
to the recipient over an authenticated channel, who then adds the commitments
to the output coins (by including individual private keys) and a partial signature
for the transaction (using a random nonce), which is sent back to the sender.
The sender validates the received signature and generates his portion of the
signature and broadcasts the transaction on the network, which is verified (via
the relevant public key generated through public transaction data) and minted
by the network nodes subsequently. Transactions are included in the blockchain,
subject to transaction aggregation which hides the actual transaction graph [1].
A typical transaction consists of input/output coins (commitments) and relevant
range proofs (proving that values are positive), transaction fee and a signature.

Adversarial capabilities As before, the Mimblewimble state is public. How-
ever, transactions hide the senders, recipients and the values while revealing
only the commitments required to validate a given transaction by any third-
party. The knowledge of the secret key (r) of the coins is required to produce a
valid signature for a transaction, allowing the rightful owners to spend the coins.
Hence we model the knowledge of secret keys of inputs and outputs as ψsks and
ψskr respectively in our model. The knowledge of the public key of the transac-
tion can be modelled as ψpks and ψpkr . As the sender initiates a transaction by
communicating with relevant recipients, when the adversary knows any of the
secret keys, there there is no anonymity (i.e. when ψsks , ψskr > 0 in the model).

Analysis of anonymity Consider the S-IND-PUBSRT-ACTIVE notion, which
is parameterised by (1s000)ω-((3, 0)s, (3, 0)r, 3v, 3m, 1t)ψ-(2δ,3α,0β). Despite lear-
ning the value, metadata and public transaction data, the adversary is not able to
distinguish between any sender, as secret keys are not known, thus making Mim-
blewimble secure against this adversary. However, any further leakage of informa-
tion (i.e. private keys of recipients) would compromise anonymity. Similarly, the
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Fig. 2: Maximal anonymity notions satisfied by:
TTP (red), Bitcoin(yellow), Zcash(blue), Mon-
ero(pink), Mimblewimble(green)

ωs

ωr

ωv

ωmψspk
ψssk

ψrpk

ψrsk

ψv

ψm
ψt δ

α

β

Fig. 3: Sender indistinguishability satisfied by:
TTP (red), Bitcoin(yellow), Zcash(blue), Mon-
ero(pink), Mimblewimble(green)
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Fig. 4: Recipient indistinguishability satisfied by:
TTP (red), Bitcoin(yellow), Zcash(blue), Mon-
ero(pink), Mimblewimble(green)
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Fig. 5: Value unlinkability satisfied by: TTP
(red), Bitcoin(yellow), Zcash(blue), Mon-
ero(pink), Mimblewimble(green)

notion of S-ULK-NILS-PUBRT-ACTIVE denoted by (1s000)ω-((0, 0)s, (3, 0)r,
3v, 3m, 1t)ψ-(2δ,3α,0β) is also satisfied by implication. With a similar argument,
we can show that it also satisfies R-IND-PUBSRT-ACTIVE and R-ULK-NILR-
PUBST-ACTIVE. With V-IND, we can see that it is secure in V-IND-PUBSRT-
ACTIVE as the value is hidden similar to Zcash and Monero, and hence also se-
cure in V-ULK-NILV-PUBSRT-FULL. Thus, we can conclude that Mimblewim-
ble satisfies strongest anonymity with respect to ALL-IND-PUBSRT-ACTIVE,
denoted by the vector (1111)ω-((3, 0)s, (3, 0)r, 3v, 3m, 1t)ψ-(2δ,3α,0β).

4 Discussion

While anonymity on the surface looks like an atomic notion, it is evident from
the above analysis that it is actually quite quirky and splits apart under a power-
ful microscope. These findings reveal how minute differences of anonymity exist
among the currency schemes studied, as illustrated by the figures 2 to 5. Fig-
ure 2 compares the schemes with respect to the maximal anonymity notion2.
Compared to the TTP scheme, the other four schemes show weaker anonymity

2 I.e. where the adversary has to distinguish between two transactions that differ in
all aspects: sender, receiver, value and metadata
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prospects, proving that they do not meet the criteria for “absolute fungibility”.
As expected, Bitcoin demonstrates the weakest anonymity of all. Conversely
Zcash, Monero and Mimblewimble demonstrate improved anonymity with mi-
nor deviations among them. Zcash shows the highest level while Mimblewimble
shows weaker anonymity with respect to the participants of a transaction and
in Monero, anonymity is compromised when details of the choice of mixins are
leaked to the adversary. Nevertheless, the knowledge of the randomness of the
coins (i.e. ψt > 1) hinders the anonymity in all three schemes above. Figures 3
to 5 compare three individual anonymity notions related to S-IND, R-IND and
V-ULK, and accordingly Zcash is secure against a stronger adversary, compared
to other two. However, we only consider shielded addresses here whereas in re-
ality Zcash users have the option to choose transparent addresses, in which case
its anonymity is degraded to that of Bitcoin.

On that account, our work shows the very complex nature of the level of
anonymity realised by various currency schemes. Consequently, our analysis
demonstrates how one can effectively evaluate anonymity in a unified manner
across dissimilar implementations as opposed to different categorisations pre-
sented in studies such as [4, 9, 15]. Hence, claims for anonymity cannot be made
lightly in the presence of such granularity.

Therein, we have presented a qualitative recap of anonymity of a subset of real
world cryptocurrency schemes as our major contribution in this work. One may
wonder why we need such granularity in modelling anonymity in the context of
cryptocurrencies, yet the findings of our case studies show how a minute change
such as varying one value along a single dimension, could drastically affect the
level of anonymity. The study of such impact and the interdependencies can be
regarded as a separate study by itself and hence is recommended as a future
work in this context.

As noted earlier, this study does not investigate the privacy aspects of the
underlying consensus mechanism or the network of a cryptocurrency scheme,
which may leak information independently from the currency scheme in which
case it may affect the achievable level of anonymity. Our model already provides a
way of capturing this leak as an instance of metadata, but the exact mechanisms
by which such leaks occur would have to be studied on a case by case basis and
it would be another direction for further study.

5 Conclusion

In this paper, we have demonstrated how anonymity of cryptocurrency schemes
can be analysed rigorously by means of a common framework, regardless of the
implementation method. Our analysis is centered around an extensive group of
anonymity properties based on the fundamental property of indistinguishabil-
ity, further particularised to varying security subjects and adversarial models.
Together, these represent a precise and exhaustive recount of true anonymity
achieved by any currency scheme. We are first to be surprised by the richness of
this formal financial anonymity landscape, which is unlike other formal notions
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of security and privacy seen in cryptography. This reality is well demonstrated
through the case studies presented in this work.
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Appendix A Anonymity framework

We provide a summary of the framework here while a comprehensive explanation
is available in the report in [5]. We use the notation in Table 2.

Table 2: Notation

Description Notation

Security parameter λ : λ ∈ Z+

A tuple of random bit strings ρ : ρ ∈ ({0, 1}∗)∗
A system state/Current state, a set of states p, P

Public key/Private key of a payment address apk, ask
Ordered tuple of one/more addresses (senders/recipients) of secret keys S̄, R̄

Ordered tuple of one/more addresses containing only public keys S, R

Public and private parts of a transaction tp, ts
Ordered tuples of input and output values of a transaction Vold, Vnew

Metadata for a transaction m

Excess value of a transaction (fees + minted value) Vx
A tuple of addresses of miners Rm
Return X if y, otherwise return 1 Xy

If a = ⊥ then return c, else return b a?b : c

If a = ⊥ then return b, else return a a? : b

Table 3: Functions.

Algorithm Syntax

Init p0 ← Initπ(1λ)

CreateAddress ⊥ ∨ (apk, ask, tp, ts)← CreateAddrπ(p, d; ρ)

IsValidPubAddr {0, 1} ← IsValidPubAddrπ(apk, p)

IsValidSecAddr {0, 1} ← IsValidSecAddrπ(apk, ask, p)

GetBalance ⊥ ∨ Bal ← GetBalanceπ(apk, ask, p)

CreateTxn ⊥ ∨ (ts, tp) ← CreateTxnπ(R, Vnew, S̄, Vold,m, p, ρ)

IsValidPubTxn {0, 1} ← IsValidPubTxnπ(tp, p)

IsValidSecTxn {0, 1} ← IsValidSecTxnπ(tp, ts, p)

ExtractSenderPubAddr ⊥ ∨ S ← ExtractSenderPubAddrπ(tp, ts, p)

ExtractRecipientPubAddr ⊥ ∨ R ← ExtractRecipientPubAddrπ(tp, ts, p)

ExtractInputVal ⊥ ∨ Vold ← ExtractInputVal(tp, ts, p)

ExtractOutputVal ⊥ ∨ Vnew ← ExtractOutputVal(tp, ts, p)

IsMintable {0, 1} ← IsMintableπ({tp}, p)
Mint ⊥ ∨ (p

′
, Vx) ← Mintπ({tp}, Rm, p)

Adjudicate p
′
∈ P : p ∨ p

′
← Adjudicateπ(P, p)

IsValidState {0, 1} ← IsValidStateπ(p, λ)

IsGenesisState {0, 1} ← IsGenesisStateπ(p, λ)

RetrieveCheckpointState ⊥ ∨ pc ← RetrieveCheckpointStateπ(p)

CreateCheckpointState ⊥ ∨ pc ← CreateCheckpointStateπ(p)

AdditionalFunctionality (outputs) ← AdditionalFunctionality(inputs)
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Functionality of a generic cryptocurrency scheme We define the algo-
rithms of the currency scheme in Table 3. There may be additional functionality
associated with real world cryptocurrency systems, e.g. Smart contracts with
Ethereum. In order to capture such additional features, we define a supplemen-
tary function AdditionalFunctionality. This enables us realise the security
implications of functionality of a scheme that may be outside our base model.

Appendix B Anonymity

We present the Anonymity game and required helper functions here. Helper
functions check the adversarial conditions of inputs at the start of the game
(CheckAdvConditions) and reveals data in the end (RevealData) based on the
parameter ψ (Figure 6). Moreover, the test variable, ω = (ωs, ωr, ωv, ωm) with
each ωx ∈ {0, 1} indicates which entity is being tested in a given instance of
the game. The adversarial inputs are crafted based on the ω, ψ, δ, α and β
parameters. Figure 7 illustrates the game.

RevealData(tp, ω, ψ,A
∗
O, T

∗
O, TO, p1)

1. (ψspk
, ψssk

, ψrpk
, ψrsk

, ψv, ψm, ψt)← ψ; (ωs, ωr, ωv, ωm) ← ω

2. tp ← LookupPubTxn(tp, T
∗
O)

3. ts ← AA.Lookup(tp, TO)
4. S ← ExtractSenderPubAddrπ(tp, ts, p1)
5. R← ExtractRecipientPubAddrπ(tp, ts, p1)
6. Vold ← ExtractInputValπ(tp, ts, p1)
7. Vnew ← ExtractOutputValπ(tp, ts, p1)
8. m← ExtractMetadataπ(tp, ts, p1)

9. Us ← (S
ψspk , (LookupSecAddr(S,A∗O))

ψssk )

10. Ur ← (R
ψrpk , (LookupSecAddr(R,A∗O))

ψrsk )

11. Uv ← ((Vold, Vnew)ψv ); Um ← (m)ψm

12. Ut ← (tψtp , t(ψt=2)
s , ρ

(ψt=3)
t )

13. return (Us‖Ur‖Uv‖Um‖Ut)

CheckAdvConditions(ω, ψ, S0, S1, R0, R1, Vold0
, Vnew0

, Vold1
, Vnew1

,m0,m1, A
∗
O, AOjk , D

∗
O)

1. (ωs, ωr, ωv, ωm) ← Ω; (ψpks
, ψsks

, ψpkr
, ψskr

, ψv, ψm, ψt)← ψ

2. if (ψpks
∈ {0, 1}) ∧ (ψsks

∈ {0, 1}) ∧ ¬(S0, S1 ⊆ A∗O), return 0

3. if (ψpks
∈ {0, 1, 2}) ∧ (ψsks

∈ {0, 1, 2}) ∧ ¬(S0, S1 ⊆ AA.keys(AO11
)), return 0

4. if (ψpks
= 3) ∧ (ψsks

/∈ {3, 4}) ∧ ¬(S0, S1 ⊆ AA.keys(AO01
)), return 0

5. if (ψpks
/∈ {3, 4}) ∧ (ψsks

= 3) ∧ ¬(S0, S1 ⊆ AA.keys(AO00
)), return 0

6. if (ψpks
= 3) ∧ (ψsks

= 3) ∧ ¬(S0, S1 ⊆ AA.keys(AO10
)), return 0

7. if (ψpkr
∈ {0, 1}) ∧ (ψskr

∈ {0, 1}) ∧ ¬(R0, R1 ⊆ A∗O), return 0

8. if (ψpkr
∈ {0, 1, 2}) ∧ (ψskr

∈ {0, 1, 2}) ∧ ¬(R0, R1 ⊆ AA.keys(AO11
)), return 0

9. if (ψpkr
= 3) ∧ (ψskr

/∈ {3, 4}) ∧ ¬(R0, R1 ⊆ AA.keys(AO01
)), return 0

10. if (ψpkr
/∈ {3, 4}) ∧ (ψskr

= 3) ∧ ¬(R0, R1 ⊆ AA.keys(AO00
)), return 0

11. if (ψpkr
= 3) ∧ (ψskr

= 3) ∧ ¬(R0, R1 ⊆ AA.keys(AO10
)), return 0

12. if (ψm ∈ {0, 1}) ∧ ¬(m ∈ D∗O), return 0
13. return 1

Fig. 6: Additional helper functions for the Anonymity game
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Exp
Anonymity
π,A,O,ω,ψ,δ,α,β(λ)

1. AO, AO11
, AO10

, AO01
, AO00

, TO, T
′
O ← AA.Init(); A∗O, T

∗
O, D

∗
O ← ()

2. U ← ∅; MO ← {}; fO ← 0 . Initialise variables
3. (pO, r, s) ← SetupStateπ,O,A(λ, γ) 〈 pO 6= ⊥ 〉 . State initialisation

4. (pO, (S0, S1, R0, R1, Vold0
, Vnew0

, Vold1
, Vnew1

, T, Rm,m0,m1, t0, t1, ρ0, ρ1), s) ←
RunAdversaryπ,O(A2, pO, (∅), r, s, δ) 〈 pO 6= ⊥〉 . Adversary inputs

5. (ωs, ωr, ωv, ωm) ← ω . Testing entities
6. (ψpks

, ψsks
, ψpkr

, ψskr
, ψv, ψm, ψt) ← ψ . Adversary capabilities

7. if ¬{CheckAdvConditions(ω, ψ, S0, S1, R0, R1, Vold0
, Vnew0

, Vold1
, Vnew1

,m0,m1, A
∗
O,

AOjk , DO)} then return 0 . Check adversarial conditions on inputs

8. if (ψt = 5) then

9. (tp0 , ts0 )← t0 〈IsMintableπ({tp0} ∪ T, pO)β̄ 〉
10. (tp1 , ts1 )← t1 〈IsMintableπ({tp1} ∪ T, pO)β̄ 〉
11. else
12. tp0

← Otxn(R0, Vnew0
, S0, Vold0

,m0, ψ, pO, ρ0) 〈IsMintableπ({tp0
} ∪ T, pO, ρ1)β̄ 〉

13. tp1 ← Otxn(Rωr , Vnewωv
, Sωs , Voldωv

,mωm , ψ, pO) 〈IsMintableπ({tp1} ∪ T, pO)β̄ 〉

14. b
$←− {0, 1} . Challenger picks a bit

15. (p1, Vx)← Mintπ({tpb} ∪ T,Rm, pO)

16. U ← RevealData(tpb , ψ, ω,A
∗
O, T

∗
O, TO, p1)

17. (·, b
′
, ·)← RunAdversaryπ,O(A3, p1, (U), r, s, δ) 〈 β ∨ (fO 6= 1) 〉

18. return b
′ ?

= b

Fig. 7: Anonymity Game

In this game, we use ‘〈condition〉’ notation after an action to check if a valid
outcome is obtained and if the condition inside the brackets is false, then the
game terminates and the adversary loses the game. Upon submission of valid
inputs, the adversary continues to evolve the current state through appropriate
oracle queries. If ψt 6= 5, then the challenger creates two transactions (Fig 7 -
lines 12 and 13), or chooses the transactions provided by the adversary otherwise.
Out of the two transactions, only one transaction is minted based on the chosen
bit b (line 15). Failed mint operations are not allowed except when β = 1 and
to check this condition, the notation ‘〈IsMintableπ({tp1

} ∪ T, pO)β̄ 〉’ is used.
In this case, when β= 0, β̄ = 1 and the game continues if IsMintable() = 1.
When β = 1, β̄ = 0 and hence IsMintable()0 = 1 always and hence the game
proceeds. After revealing the relevant data (line 16), the adversary is not allowed
to create any transactions involving revealed addresses. The adversary wins the
game if the chosen bit is guessed correctly, subject to the condition β∨(fO 6= 1).

B.1 Anonymity Notions

We summarise some useful anonymity notions with their corresponding parame-
ter vectors in Table 4 below. Formal definitions of these notions are given in [5].
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Table 4: Some useful anonymity notions

Goal Adversarial Adversarial Parameter vector

Knowledge Power

ALL-IND FULL FULL (1s1r1v1m)ω-((4, 4)s, (4, 4)r, 3v, 3m, 5t)ψ-(2δ,3α,1β)

ALL-IND NILMT-PUBSR ACTIVE (1s1r1v1m)ω-((3, 0)s, (3, 0)r, 3v, 0m, 0t)ψ-(2δ,3α,0β)

ALL-IND PUBSRT ACTIVE (1s1r1v1m)ω-((3, 0)s, (3, 0)r, 3v, 3m, 1t)ψ-(2δ,3α,0β)

S-IND PUBST ACTIVE (1s0r0v0m)ω-((3, 0)s, (4, 4)r, 3v, 3m, 1t)ψ-(2δ, 3α, 0β)

S-IND NILMT-PUBS ACTIVE (1s0r0v0m)ω-((3, 0)s, (4, 4)r, 3v, 0m, 0t)ψ-(2δ, 3α, 0β)

S-ULK NILS-PUBT ACTIVE (1s0r0v0m)ω-((3, 0)s, (4, 4)r, 3v, 3m, 1t)ψ-(2δ,3α,0β)

R-IND PUBRT ACTIVE (0s1r0v0m)ω-((4, 4)s, (3, 0)r, 3v, 3m, 1t)ψ-(2δ,3α,0β)

R-ULK NILR-PUBT ACTIVE (0s1r0v0m)ω-((4, 4)s, (0, 0)r, 3v, 3m, 1t)ψ-(2δ,3α,0β)

V-IND PUBSRT ACTIVE (0s0r1v0m)ω-((3, 0)s, (3, 0)r, 3v, 3m, 1t)ψ-(2δ,3α,0β)

V-ULK NILV-PUBSRT FULL (0s0r1v0m)ω-((3, 0)s, (3, 0)r, 0v, 3m, 1t)ψ-(2δ,3α,1β)

NIL-IND NIL VIEW (0s0r0v0m)ω-((0, 0)s, (0, 0)r, 0v, 0m, 0t)ψ-(1δ,1α,0β)

NIL-IND NIL NIL (0s0r0v0m)ω-((0, 0)s, (0, 0)r, 0v, 0m, 0t)ψ-(0δ,0α,0β)
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