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Abstract. This paper examines the legal ramifications of Miner / Max-
imal Extractable Value (MEV), a phenomenon in which some entities
(e.g., miners or validators) leverage their positional advantages to gen-
erate extra profits on blockchains. In previous work, Barczentewicz et
al. argued that some MEV extraction techniques could constitute illegal
market manipulation under United States securities law, depending on
the publicness of the victim transactions. While their analysis applies to
typical Ethereum and Flashbots implementations, we contend that the
rapidly evolving blockchain ecosystem and the emergence of new MEV
mitigation measures necessitate a revised test for market-manipulation
liability. Our proposal focuses on the principle of respecting the initiating
user’s intent, rather than simply the network status of the transactions.
We also identify new enforcement challenges that arise from the decen-
tralization nature of blockchains. By offering a nuanced understanding
of the MEV landscape and exploring the legal implications for manipu-
lation liability, this paper contributes to the ongoing discussion on MEV
regulation in blockchain ecosystems.
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1 Introduction

“Miner/Maximal Extractable Value (MEV)” is the potential extra profits some
entities can make by leveraging their power to insert, omit, or reorder blockchain
transactions. MEV concept was introduced in the paper “Flash Boys 2.0,” by
Daian et al. [38], and since then has been a topic of significant discussion and
analysis in the blockchain communities given its substantial economic impact.
Over $2 billion has been exploited through MEV strategies as of the time of this
writing.! MEV exploitations result in revenue for validators but sometimes at
the expense of ordinary users of these blockchain networks.

In recent work [14], Barczentewicz et al. made an initial attempt to analyze
the potential legal liabilities associated with MEV extraction. In particular, they
classified pending transactions by their publicness and discussed legal liability for
extracting MEV from public and private transactions, respectively. They argued
that (i) prosecuting cases involving MEV extraction from public transactions is

! More than $675 million worth of MEV were exploited in the two years leading up
to the Merge on Ethereum [53] and $1.5 billion after the Merge [55].
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likely to be a challenging endeavor, due to the difficulty in proving specific intent
and demonstrating price artificiality (ii) for cases involving extracting MEV from
private transactions, in contrast, there is greater potential for successful fraud-
based manipulation charges, and the demonstration of a breach of trust or duty
could offer a clear route towards establishing liability.

Given the nuance in transaction routing traces in practice and the signif-
icant differences in legal consequences, Barczentewicz et al. emphasized that
whether a pending transaction is classified as public or private shouldn’t be triv-
ially determined by its purported routing. Instead, they proposed a standard for
determining transaction publicness. Specifically, they defined a transaction as
public if “an actor, who did not directly receive the transaction from the user
who submitted it, can access it in an unencrypted state without undue delay
and without any special arrangements with the node that initially received the
transaction.”

Barczentewicz et al.’s legal analysis aligns well with the particular Ethereum
and Flashbots implementation they focus on. However, the rapidly evolving
nature of the blockchain ecosystem, coupled with the emergence of new MEV
extraction techniques and mitigation measures, presents new challenges in estab-
lishing liability for market manipulation. The multi-tiered, multi-entity MEV
extraction supply chain introduced by Flashbots [50] and the increasing reliance
on Trusted Execution Environments (TEEs) [80] introduce additional complexi-
ties to the liability landscape. In particular, a classification standard based only
on transaction publicness is too simple. It overlooks potential fraud resulting
from the abuse of public information and breaches of trust, and does not suffi-
ciently address the complicated MEV landscape of today.

To resolve these issues, we propose a test that respects users’ intentions
rather than focusing solely on the network status of transactions. If an actor
profits by routing a transaction contrary to the sender’s intentions or by ordering
transactions using information not intended for MEV extraction, there is likely
to be liability of fraud-based manipulation. Recent MEV mitigation efforts also
align in spirit with this shift in focus from transaction visibility to users’ intent,
as seen in slippage limits in Uniswap and intent specification in MEV-Share and
SUAVE.

On the other hand, the complexities involved with multiple entities and the
inherent permissionless and decentralized nature of blockchains introduce new
challenges in enforcement. We note that the gap in meeting the prerequisites for
establishing legal liability for MEV extraction largely hinges on the community’s
stance on whether to rely solely on technological solutions for MEV mitigation
or to also embrace legal regulations as complementary measures. From a prac-
tical standpoint, the feasibility of implementing in-protocol accountability also
significantly influences the challenges associated with prosecution.

In this paper, we first review existing attempts on mitigating MEV in Sect. 2.
This backdrop illuminates the complexity of the current MEV landscape.
In Sect. 3, we explore the regulatory framework for market manipulation, revisit-
ing Barczentewicz et al.’s standard for determining the publicness of transactions
and their analysis of market manipulation liability in MEV extraction. Next, we
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introduce our proposed modification of that standard, examine the challenges
in pursuing liability under it, and discuss its implications for the community
in Sect. 4. We conclude our discussion in Sect. 5.

We focus on United States law because of the exceptional global reach of
U.S. financial regulation. U.S. authorities take the position that the U.S. has
jurisdiction over transactions that pass through the U.S. financial system, even
none of the end-user parties to the transaction have any other connection to
the U.S. [43] But because so many transactions are denominated in dollars, pass
through intermediary banks located in the U.S., and/or are cleared through U.S.
financial institutions, a high proportion of all global payments are potentially
subject to U.S. securities, sanctions, or other financial regulations. While there
are limits on the degree to which some of these regimes apply to “foreign” trans-
actions, [36] these are typically regime-specific and others apply broadly.

2 MEV Mitigation Attempts

Various efforts have been made to mitigate rampant MEV exploitation. In this
section, we will discuss general-purpose approaches to mitigating MEV.2 We
specifically examine scenarios when these mitigation schemes have failed or may
fail (due to design vulnerabilities or engineering bugs), to illustrate the complex-
ity and difficulty in addressing this problem from a technical perspective and to
shed light on when regulation may serve as a backup oversight.

2.1 Proposer-Builder Separation

Proposer-Builder Separation (PBS) [83], the increasingly popular design philos-
ophy on Ethereum, aims to divide the tasks of block building and proposing
- previously both dominated by validators - into separate stages. The primary
motivation behind PBS is to prevent market monopolies, based on the view
that MEV is an inherent aspect of DeFi and thus inevitable [37]. In Ethereum
2.0, which employs Proof-of-Stake, there is a risk that MEV exploitation could
become dominated by a few validators with specialized expertise in extracting
MEYV. This could lead to a concentration of capital among these major valida-
tors in the long run, which is counter to blockchain decentralization and may
introduce severe security issues.

Among various designs of PBS [21,81], the one in use today on Ethereum
is MEV-boost [54], developed by Flashbots. MEV-boost introduces three new
types of participants: MEV searchers, block builders, and relays. Any entity can
participate as a searcher or builder, while there is a higher trust bar for relays.
The workflow of MEV-boost is depicted in Fig.1. Searchers scan the public

2 We do not consider application-specific solutions [29,33,63,107,108] due to their
limited scope [64]. A broad introduction to the prerequisite concepts of blockchains,
smart contracts, decentralized finance and MEV is presented in Sect. A.
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Fig. 1. MEV-boost workflow

mempool for MEV opportunities, create sandwiching bundles® and send those
bundles to builders. Builders collect transactions from both the mempool and
searchers, create blocks with transaction ordering that maximizes their profit,
and send those blocks to relays. Next, relays engage in a three-way interactive
protocol with the validator chosen to propose the next block. They first send the
most profitable block header (without the actual transactions) to the validator.
The validator selects the most profitable header, signs it, and sends the signature
back to the corresponding relay. Upon receiving the signed block header, the
relay broadcasts the full block, including transactions, to both the validator
and the entire blockchain network. This allows validators to proceed with the
Proof-of-Stake consensus protocol using the newly created block.

The three-way protocol between relays and validators is designed to prevent
free-riding by validators. Without it, an adversarial validator who is less capable
of exploiting MEV than searchers and builders could replace the sandwiching
transactions with their own, following the same strategy developed by others.
With relays revealing only the block header but not the transactions, the valida-
tor is unable to sandwich any transactions or learn the strategy of searchers and
builders. After signing the block header, the validator is committed to proposing
this particular block. If the validator deviates from this protocol and proposes a
new block, it will be punished by the slashing rules [42], i.e., a proportion of their
locked stake will be slashed. This strategy works as expected only if relays do not
collude with validators or free ride by themselves, thus trust is needed in relays.
In practice, relays are established by reputation [52]; Flashbots, for example,
initially dominated the relay market, relaying over 80% of blocks in the early
days [90]. This number has since decreased to around 30% [15], indicating a
trend towards decentralization in the relays.

MEV-boost aims to abstract MEV extraction to a separate layer, provid-
ing all validators with equal opportunities to extract MEV and prevent market
monopolies. Despite this goal, as previously mentioned, the dominant position
of validators compared to other entities remains largely unchanged, with over
90% of profits eventually going to validators [12]. From another perspective, the
situation might seem even worse for ordinary users due to the open MEV auc-
tions. The total MEV extracted in the network depends on the capabilities of
MEV seekers. Before the open auction market was introduced, validators had
varying capabilities in extracting MEV, and the expected MEV was averaged

3 Sandwiching is a common practice of extracting MEV by injecting one transaction
before the victim one and another after it. For more details, see Sect. A.3.
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out. With MEV-boost, however, the MEV extracted in each block is determined
by the most skilled player in the network, not depending on the power distribu-
tion among validations. A study shows that validators earn more than two times
the MEV than before [102]. Concerns have also been raised within the commu-
nity regarding Flashbots’ assumption that MEV is inevitable [87], as well as its
overall impact on the ecosystem and alignment with the fundamental principles
of decentralization and fairness [70].

MEV-boost was attacked in early April 2023 by an adversarial validator
exploiting $20 million from MEV searchers and builders [76]. To mount the
attack, the adversary sent several transactions that appeared to offer lucrative
MEV opportunities to the public mempool. As anticipated, searchers and builders
injected transactions to extract MEV from these transactions. The validator
signed the block header from the relay and retrieved the transactions. However,
instead of proceeding with the signed block in the consensus protocol, the adver-
sary created a new block, extracting MEV from the injected transactions by MEV
seekers, and proposed it to the network. The attack would not have been so smooth
without a vulnerability in the Flashbots relay software [16]. Nevertheless, such an
equivocation attack (equivocating the relayed block) remains possible in today’s
MEV-boost infrastructure, raising concerns about the effectiveness of the incentive
mechanism aimed at enhancing security of Proof-of-Stake consensus in Ethereum
2.0 [84]. Typically, when the MEV opportunities are significant enough and exceed
validators’ stakes to be slashed for misconduct, there is evident motivation for val-
idators to equivocate. In response to the attack, Flashbots not only patched the
software bug, but also added a blacklist of adversarial validators [31]. However, the
blacklist functionality was removed just a couple of days later [32]. This incident
highlights potential vulnerabilities in the current MEV-boost infrastructure and
challenges in PBS for the ecosystem.

2.2 Private Order Flow

To mitigate ordinary users’ loss in MEV extraction, in contrast to the goal of
PBS, one widely adopted strategy is private order flow (POF), by which users’
transactions remain private at the POF provider before being committed on
chain. Taking Flashbots Protect [51] as an example, users who prefer not to
be a part of the MEV game can send their transactions to Flashbots. These
transactions will not be publicly visible in the mempool; instead, they are secretly
included in blocks created by Flashbots builders. Flashbots promises not to
extract MEV from these transactions and not to disclose their information to
any entity until they are included in a block signed by validators. Transactions
that might fail and revert the state after execution are also excluded to save
users’ transaction fees. There are similar proposals for private order flows, such
as the OFA design [60], which vary by privacy policies. However, transactions
going through Flashbots Protect may experience delays; a higher proportion of
Flashbots-built blocks results in shorter latency. Flashbots also does not protect
privacy if the blockchain is forked, which is technically unavoidable. Furthermore,
Flashbots Protect operates in a centralized manner due to its inherent privacy
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requirements, which leads to a lack of transparency. There is limited public
information available regarding the statistics or details of its policy.*

An alternative implementation of POF without centralized trust uses Trusted
Execution Environments (TEEs). This approach has been gaining traction, as
TEEs offer integrity and privacy guarantees at the hardware level. TEEs are
specially designed, isolated computing hardware enclaves that provide two key
security guarantees, setting them apart from ordinary computers. First, TEEs
ensure that program execution cannot be tampered with by adversaries. In the
context of smart contract execution, for instance, users do not need to explicitly
verify transactions, as the hardware manufacturer’s attestations provide assur-
ance of correct execution. Second, TEEs offer robust privacy protection, ensuring
that the internal execution state remains invisible to external parties, includ-
ing the operating system. To implement anonymous payments using TEEs, for
example, users can encrypt transaction details, including sender, receiver and
amount, before sending them to the TEEs. Transactions are then decrypted and
executed inside the TEE enclaves without revealing any information to a third
party. Intel’s Software Guard Extensions (SGX) [80] is one example of a TEE
that has been adopted for blockchain applications.

By employing TEEs to process POF, MEV exploitation can be mitigated.
For instance, Secret Network [93] provides private smart contract execution
and native MEV resistance by having validators order and execute transactions
within SGX enclaves. Flashbots also recently released a builder implementation
inside SGX [61], paving the way for a forthcoming plan for a more complex
trustless order flow auction system called SUAVE [48]. The use of SGX in this
context has the potential to address the transparency concerns associated with
Flashbots Protect, as well as eliminate the need to trust Flashbots. Another
recent academic proposal, called PROF [12], leverages SGX for private order
flow while remaining compatible with the current MEV-boost infrastructure.
PROF allows for seamless integration by providing economic incentives for all
types of participants in the MEV ecosystem.

While the ideal security and privacy features of TEEs seem promising, incor-
porating them into real-world applications with the expected guarantees has
proven to be challenging, and many issues can arise. For example, a recent
study on Secret Network revealed that all the privacy guarantees it claimed
were broken [68]. In particular, transaction details such as sender, receiver, and
amount could be observed, leading to straightforward MEV exploitation. This
attack could be mounted by any individual validator in the network indepen-
dently, and it is not dependent on the TEE implementation (the underlying
TEE remains intact). Secret Network froze validator registration before patch-

4 To mitigate the need to trust a centralized entity not to abuse its non-public infor-
mation, commit-reveal protocols [9,82,89] have been proposed to allow transactions
to be ordered in their encrypted form first and then revealed for execution. These
protocols trust among validators not to collude and decrypt transactions before the
ordering is committed on chain. This strategy may introduce other concerns, such
as spamming attacks, which are out of the scope of this paper.
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ing the vulnerability. Aside from the intricacies of system deployment, several
side-channel attacks® against SGX have also been demonstrated, including Spec-
tre [77], Foreshadow [100], and AEPIC [59]. These attacks enable adversaries to
breach TEE security guarantees and infer secret states within it.

2.3 Fair Ordering Protocols

Fair ordering protocols offer another possible approach to mitigating MEV
extraction [72-74,78,106]. Unlike private order flow, which keeps transactions
private from MEV extractors, fair ordering protocols aggregate different order-
ings from validators and produce an ordering that respects the majority of val-
idators. This prevents a single validator who is responsible for proposing the
next block from dictating the transaction ordering. Implementing these propos-
als requires fundamental changes to the underlying consensus protocol, making
them more suitable for application-specific scenarios rather than general-purpose
blockchains. For instance, Chainlink [69] is developing Fair Sequencing Service
within its oracle network to fairly order transactions off-chain and send them in
batches to the blockchain for DeFi applications, and Espresso Sequencer [94] is
a shared fair sequencer for Layer 2 rollups.

On the other hand, the effectiveness of fair ordering protocols relies on the
assumption that the majority of validators will follow the protocol and propose
transaction orderings according to the public policy, e.g., based on a first-come,
first-served basis. However, there is no inherent incentive for validators to adhere
to the protocol, and accountability is not easily enforceable. If a validator mis-
behaves, holding them accountable for any unexpected outcomes is challenging.
In the context of MEV resistance, when a significant MEV opportunity arises,
there is no guarantee that the majority of validators will not collude and exploit
it. This presents a potential risk to the effectiveness of fair ordering protocols,
as their security is contingent on the assumption that the majority of validators
will prioritize fairness® over personal gain. To address this issue, future research
and development may focus on devising mechanisms to incentivize validators
to adhere to fair ordering protocols, as well as creating methods to hold them
accountable for any misbehavior.

3 Regulatory Framework

In this section, we describe the key U.S.” regulatory framework potentially appli-
cable to MEV: the rules against market manipulation adopted by the two key
agencies with jurisdiction over financial markets. We review Barczentewicz et

5 Side-channel attacks are privacy attacks that probe secrets using side information
outside the original security model, such as timing and resource consumption.

5 This can be any predetermined ordering policy that promotes public good, such as
first-come-first-served.

7 As discussed in Sect. 1, we focus on U.S. law due to its exceptional global reach in
financial regulation, and also for concreteness of discussions.
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al.’s analysis of market-manipulation liability for MEV extractors, which argues
that transaction publicness has significant regulatory implications.

3.1 Regulatory Agencies

The Securities and Exchange Commission (SEC) and the Commodity Futures
Trading Commission (CFTC) serve as the two primary financial-markets regula-
tory bodies in the United States. They are charged with upholding the principles
of market integrity, transparency, and investor protection. Though both agencies
share the common goal of ensuring equitable and orderly markets, they focus
on regulating different financial instruments. In particular, the SEC regulates
securities (primarily stock and loans issued by companies to raise capital), while
the CFTC regulates trading in futures (contracts for the future delivery of a
commodity, like crude oil or aluminum) and similar contracts.®

The Mango Markets exploit [101] is an example case of crypto market manip-
ulation. The attacker made purchases of MNGO on three digital exchanges that
Mango Markets’ price oracle depended on, in order to drive up the value of much
larger MNGO-USDC swap contracts that he held. Both the SEC and the CFTC
brought charges against the attacker, and he was criminally convicted. To be
clear, the Mango Markets exploit is not an example of MEV extraction. It is
closer in spirit to well-known illegal forms of manipulation in traditional finan-
cial markets, such as “banging the close” by submitting buy orders at the end
of the trading day to drive up the reported closing price and increase the value
of one’s derivatives contracts based on that price. However, similar outcomes
can be achieved with reduced risk by an MEV extractor who has significant
control over transaction ordering [79]. They could employ the same strategy or
even just freeride on the attacker’s. The SEC and CFTC’s action in the Mango
Markets case send a signal that they believe that existing rules against market
manipulation remain relevant for digital assets.

3.2 Price Manipulation

Both the SEC and CFTC have the power to address price manipulation.
Section9(a)(2) of the Securities Exchange Act (SEA) as amended (and cod-
ified at 15 U.S.C. §78i(a)(2)) prohibits price manipulation in securities, and
Sect. 6(c)(3) of the Commodity Exchange Act (CEA) as amended (codified at
7 U.S.C. §9(3)) prohibits price manipulation in swaps and futures. Both these
statutes have been held to require proof of two aspects: the existence of an
artificial price and the specific intent of the defendant to manipulate the price.

CFTC Rule 180.2, 17 C.F.R. §180.2, which implements the CEA prohibition
on price manipulation, makes it unlawful “for any person, directly or indirectly,

8 The regulatory landscape for digital assets is still evolving. Both the SEC and CFTC
have claimed jurisdiction over some digital assets, and both have taken numerous
enforcement actions. The line between their respective jurisdictions is not firmly
established, and several pending legislative efforts such as RFIA [4] may redraw it.
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to manipulate or attempt to manipulate the price of any swap, or of any com-
modity in interstate commerce, or for future delivery on or subject to the rules
of any registered entity.” For the CFTC to apply Rule 180.2, it must satisfy the
following four-part test [3]:

(1) the defendant possessed the ability to influence market prices; (2) an
artificial price existed; (3) the defendant caused the artificial price; and
(4) the defendant intended to do so.

This test creates two significant hurdles to an enforcement action. First, there
are conceptual difficulties in element (2) in distinguishing between a legitimate
market price and an “artificial” price that “does not reflect basic forces of supply
and demand.” The concept of “legitimacy with respect to supply and demand”
remains ambiguous in both law and economics, making the artificial-price test
circular unless the sole consideration is whether the forces were triggered by an
unlawful act.

Second, the intent required under element (4) is the specific intent to cause
an artificial price. Specific intent is the highest standard of culpable mental state
used in law. It is not enough to prove that the defendant was negligent, or reck-
less, or even knew that a result would happen; specific intent is established only
when the accused has a conscious desire to achieve a particular outcome. Some-
times, as in the case of an individual trader who brags about price manipulation
on a logged chat platform, it is easy to prove. But in other cases, anomalous
prices could also plausibly have resulted without a specific intent, and could be
due to a software bug or a trading strategy gone awry.

3.3 Fraud-Based Manipulation

Given the difficulties with the price-manipulation theory, an alternate and often
more viable enforcement strategy is fraud-based manipulation, which does not
require proof of an artificial price or of specific intent. The SEC has traditionally
used this approach under SEA §10(b) and its implementing rule, SEC Rule 10b-
5. The CFTC originally had limited authority to pursue price manipulation
liability. But following the financial crash of 2008, Congress enacted the Dodd-
Frank Wall Street Reform and Consumer Protection Act in 2010, which gave
the CFTC power to make rules against fraud-based manipulation. It promptly
adopted Rule 180.1, 7 C.F.R. §180.1, which mirrors SEC Rule 10b-5.

Both SEC Rule 10b-5 and CFTC Rule 180.1 make it unlawful (1) “to inten-
tionally or recklessly” (2) employ any manipulative or deceptive devices to
defraud. This test departs from price manipulation in two important ways. First,
the violation is complete the moment the defendant acts fraudulently; there is
no requirement that the fraud resulted in an artificial price. Second, it is suf-
ficient to demonstrate recklessness, which is defined as the accused acting in a
highly unreasonable manner, to the extent that it seems implausible they were
unaware of their actions [2], irrespective of whether they foresaw or intended the
result [6]. This standard is generally easier to establish than specific intent.
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What the fraud-manipulation theory does require is that there must be evi-
dence of deceit or false statements. This could be a misleading signal of market
price (as above), but it could also be any other traditional form of fraud, such as
false statements about a company’s financial condition. Similarly, insider trad-
ing is generally regarded as fraudulent behavior and can lead to allegations of
fraud-based manipulation. The existence of fraud typically presumes some level
of trust that was established and subsequently violated.

The typical actions of an MEV extractor—inserting and reordering
transactions—look superficially like legitimate trading activity. This is analo-
gous to open-market manipulation in traditional financial markets: the trans-
actions are real, and are entered into with real counterparties making wholly
aboveboard trades. Courts have split over whether open-market manipulation
qualifies as fraud-based manipulation. The answer usually depends on whether
the defendant disseminated false information. A subset of open-market manip-
ulation, known as covered open-market manipulation, involves trading activity
that creates heightened expectations of trust and honest dealing [14], and is usu-
ally considered illegal. For instance, in the Mango Markets exploit, the MNGO
price oracle depended on the prices on other exchanges, a dependency that sug-
gests a trust relationship.

3.4 Sandwiching Public and Private Order Flow

MEYV extraction via sandwiching—unlike other strategies such as oracle manip-
ulation or arbitrage—is an inherent characteristic of decentralized blockchains
on which transactions are committed in batches. It causes the sandwiched user
to trade at a worse price and is generally viewed as toxic MEV [13]. Thus, our
analysis will focus specifically on its regulatory implications.

Barczentewicz et al. divide MEV sandwiching attacks into two types, based
on whether the sandwiched transaction originates from a public or private order
flow [14]. Under their proposed test, a transaction should be deemed public when
“an actor, who did not directly receive the transaction from the user who submit-
ted it, can access it in an unencrypted state without undue delay and without any
special arrangements with the node that initially received the transaction.” This
standard captures the differing life cycles of transactions that are sent directly
to the public mempool versus those that utilize a private order flow service like
Flashbots Protect. In particular, when a transaction is in the public mempool,
any network participant can access it via a straightforward in-protocol command.
In contrast, for transactions sent through Flashbots Protect, only Flashbots can
access the unencrypted transaction.

As Barczentewicz et al. argue, the act of sandwiching public transactions
unlikely constitutes market manipulation. These are naked open-market trades,
and it will be very difficult for prosecutors to prove the specific specific intent
to create an artificial price that leads to price manipulation liability.

Recklessness may be somewhat easier to show for fraud-based manipula-
tion, but there is another problem. Transaction sandwiching does not inherently
involve misleading statements. Furthermore, no deceptive devices are utilized
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to mislead ordinary traders. It is common knowledge that MEV extraction is
prevalent on blockchains. DEX operators, for example, allow traders to specify
a slippage limit [97], indicating the maximum price deviation they are willing
to accept. Moreover, the broader DeFi market is unlikely to be misdirected by
sandwiching transactions, as an ordinary user’s transaction can either benefit
from the sandwiching or become a sandwiched transaction itself.

Despite these complexities, Barczentewicz et al. propose two arguments to
support a potential fraud-based manipulation liability for sandwiching that relies
on dominance in transaction ordering. These involve proving price artificiality via
market power dominance or conflict of interest. However, both arguments assume
highly moralized courts and regulators, and given the cost of investigation and
prosecution, the certainty of their application remains unclear.

Sandwiching private transactions, in contrast, is much more likely to result
in liability under SEC Rule 10b-5 or CFTC Rule 180.1, provided it can be
established that “(1) the MEV extractor had a ‘pre-existing duty’ with the user
from whom they received [the private order flow], and (2) the MEV extractor
breached this duty in the process of either extracting MEV from the user’s POF
transactions or by ‘tipping’ the user’s transaction to another who then extracts
MEV from the user’s transaction.” [14] For example, Flashbots has explicitly
promised users that their transactions will remain private until they are included
in a proposed block (although the risk of being orphaned still exists) and are thus
resistant to MEV extraction if sent via Flashbots Protect. Users who send their
transactions through private order flow services such as Flashbots Protect do so
for the purpose of avoiding MEV extraction, typically in exchange for paying an
additional fee or accepting a longer latency for transaction settlement. In this
context, there is explicit trust from users towards these private order flow service
providers. Therefore, if these providers sandwich users’ transactions or sell them
to a third party for sandwiching, all entities involved in such misconduct could
potentially be held liable for fraud-based manipulation, or more specifically,
insider trading.

While the classification of public and private transactions and the ensuing
discussions about market manipulation liability as formulated by Barczentewicz
et al. are well-articulated within their specific context of how Flashbots and
Ethereum normally operate today, we contend that this framework may not
be exhaustive due to the overwhelming focus on transaction publicness. This is
particularly true when considering the evolving landscape of MEV mitigation
strategies, and even in the context of the earlier discussed MEV-boost equiv-
ocation attack. A crucial aspect overlooked in the framework is that a breach
of trust leading to fraud-based manipulation does not necessarily involve pos-
session of non-public information. Specifically, when a transaction transitions
from being private to public before being confirmed on chain, there may still
be a breach of trust when sandwiching it. Thus, manipulation liability may be
found without using the moralized reasoning as Barczentewicz et al. proposed.
Additionally, the publicness condition is not comprehensive, which may lead to
ambiguity or unintended outcomes in practical scenarios. We delve deeper into
these complexities and propose a solution in the next section.
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4 Implications of MEV Mitigation Designs

In this section, we suggest switching from Barczentewicz et al.’s focus on trans-
action publicness to respecting users’ intent. We argue that this change better
accommodates the evolving landscape of MEV extraction and mitigation. We
also discuss some of the enforcement challenges, particularly given the decen-
tralized nature of blockchains and issues inherent to the mitigation technologies.

4.1 Issues of Publicness Standard and Proposed Fix

There are two main concerns associated with a standard based on publicness: (1)
the publicness condition does not comprehensively cover all practical scenarios,
and (2) breach of trust is only considered in cases involving non-public infor-
mation, despite the possibility of breaches in public transactions. Given these
issues, applying the publicness standard for analyzing the legal liability of MEV
extraction could lead to either ambiguous or undesired outcomes.

First, the publicness definition does not properly capture all plausible sce-
narios in today’s MEV landscape. On the one hand, the definition is ambiguous
as applied to transactions that are neither fully private nor fully public. Some
transactions are partially visible in practice; mitigation strategies such as MEV-
share and SUAVE allow users to choose only certain transaction information to
disclose to MEV seekers. On the other hand, the definition may lead to undesired
outcomes. In TEE-based blockchains such as Secret Network, private transac-
tions may not be divulged from the original receiving node. Instead, encrypted
transactions are propagated throughout the peer-to-peer network by protocol,
and each registered TEE can access the decrypted transactions in their plain-
text form. An actor may be able to access transaction details by interacting with
their own TEE, either by exploiting design flaws or through side channel attacks
targeting TEEs, but without having any special arrangement with the node that
originally received the transaction.

Second, a trust relationship may exist and be breached at any stage of a
transaction lifecycle, not just the period when the transaction is private. For
instance, in the case of the MEV-boost equivocation attack, the attacker manip-
ulated transaction ordering by first signing a block header to trick the relay
into releasing transaction data, and then subsequently proposing an equivocat-
ing block to extract MEV. In this situation, the transactions initially deemed
private became public before on-chain settlement, and the attacker sandwiched
them after they became public. According to Barczentewicz et al., the attacker
targeted public transactions, so it would be hard to find market manipulation
liability. However, we argue that even after users’ transactions become public,
it is still possible to identify fraud in such a case. In particular, if a relay pro-
vides blocks to validators only if they promise not to equivocate and extract
MEV, that could suffice to establish a trust relationship between the relay and
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validators. Equivocation could be viewed as breach of that trust?. Similarly for
fair ordering protocols, where transactions are publicly visible, validators are
supposed to order transactions according to the pre-determined ordering policy
(such as first-come-first-served) and not extract MEV. Here too it is possible to
argue that there is beach of trust when validators sandwich public transactions.

Given these concerns, we propose a different rule for analyzing market manip-
ulation liability of MEV extraction. Instead of focusing on the actual visibility
of a transaction within the peer-to-peer network, we advocate for a perspective
that respects users’ intent. Specifically, if an actor profits from routing a user’s
transaction in a way contrary to the user’s intentions or orders transactions
using information not designated by the user for such purposes, this could lead
to fraud-based manipulation liability. Since the prosecution bar is lower when
pursuing fraud-based manipulation, the key questions are whether a trust rela-
tionship or duty exists between the sandwicher and the sandwichee, and whether
that duty is breached. The focus of this approach is on the presence and poten-
tial breach of a trust relationship between MEV seekers and users. Our modifi-
cation integrates Barczentewicz et al.’s concept of publicness by aligning it with
the user’s intended transaction routing, while also considering which aspects of
transaction information the user consents to be used for ordering. The proposed
rule not only upholds the liability analysis presented by Barczentewicz in spe-
cific cases they consider, but also extends its applicability to the more complex
scenarios discussed in this paper. We delve into the challenges associated with
proving fraud in the next two subsections.

4.2 Trust in the Decentralized Setting

As outlined by Barczentewicz et al., holding MEV extractors liable under SEA
§9(a)(2) or CFTC Rule 180.2 is a challenging proposition due to the difficulties in
proving both the existence of an artificially manipulated price and the accused’s
specific intent. Fraud-based manipulation liability under SEC Rule 10b-5 and

9 On May 15, 2024, as this article was going to press, the U.S. Department of Jus-
tice unsealed an indictment charging two defendants with wire fraud for the MEV-
boost attack described in Sect. 2.1. Indictment, ECF No. 2, United States v. Peraire-
Bueno, No. 1:24-¢r-00293-UA (S.D.N.Y. filed May 8, 2024). The indictment alleges
that the defendants made “material representations” by advertising lucrative “Lure
Transactions” to attract transactions from MEV bots, and by transmitting a “False
Signature” from a validator that they controlled (i.e., a signature that could not ulti-
mately be validated for inclusion on the blockchain, but which would fool the relay
into revealing private transaction data presented by the MEV bots to the relay).

The indictment’s theories of falsity raise slightly different issues than we discuss.
Lure transactions are best analyzed as a form of spoofing, which is already recognized
as a form of manipulative conduct [91]. If the indictment is correct, the signature
would be straightforwardly false, because it purports to be valid but is not. Our
analysis of fraud-based manipulation applies to more general equivocation attacks.
The indictment itself does not focus on the equivocation in the MEV-boost exploit,
perhaps because these other theories of falsity were readily available.
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CFTC Rule 180.1 emerges as a more feasible alternative, if a trust relationship
between the users and the MEV extractor can be established. However, the
concept of trust in a decentralized setting is complicated.

The trust relationship between users and a private order flow service provider
such as Flashbots Protect is reasonably clear. Flashbots Protect makes spe-
cific claims about confidentiality, and users route transactions to it based on
those representations. Violation of those claims, and misusing or disclosing users’
transaction details other than as promised, could be a breach of trust.

However, it is empirically challenging to establish a trust relationship
between blockchain users and a permissionless decentralized network of valida-
tors. Blockchains are fundamentally designed to inhibit misconduct via protocol
enforcement; this is what makes them “trustless.” For instance, most blockchains
are constructed to be secure against a certain percentage of Byzantine partici-
pants who can deviate from the protocol at will. This design philosophy is fol-
lowed by many new MEV mitigation strategies such as commit-reveal schemes
and fair ordering protocols. Given the decentralized and Byzantine fault-tolerant
nature of the protocol, anyone is theoretically capable of creating their own val-
idator to participate. In the case of Ethereum, for example, there are multiple
recommended implementations for validator software [45], yet only two contain
explicit terms of use in their GitHub repositories [86,88], and none explicitly
make any guarantees about avoiding MEV extraction.!?

Instead of committing to running a specific version of software, an alter-
native may be to require validators, when joining the network or producing a
block, to have a legally binding agreement on their alignment with the proto-
col specification. This requirement is not by itself in violation of decentraliza-
tion, as validators can run any version of software, even one with their own
modifications. However, given the current landscape and design philosophy of
blockchains, establishing a legal commitment to MEV resistance for any valida-
tor may still be a difficult proposition, as shown in Flashbots’ response to the
MEV-boost equivocation attack. They initially added a blacklist of misbehaving
validators, but subsequently removed it in pursuit of technical solutions [16]. This
move could be attributed to concerns of potential censorship from the blockchain
community, a point of contention that was earlier highlighted when Flashbots
decided to comply with OFAC regulations [24].

Although the blockchain community has extensively debated whether to
exclusively pursue technical solutions or to also embrace legal regulation, the
absence of accountability in protocols for MEV resistance undeniably places
extra strain on regulators. Even when fraud liability can be established, enforce-
ment may prove challenging due to the decentralized and permissionless nature
of validators. Hence, the incorporation of accountability within blockchain pro-
tocols is a pressing necessity for the evolution of the technology.

10 There is a separate question of whether a blockchain user can rely on terms of use
in a GitHub repository, but we leave that question for another day.
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4.3 Failure Related to Trusted Execution Environment

Establishing fraud-based manipulation liability within TEE-based systems also
presents challenges. In these systems, the trust relationship is not established
between users and validators, but rather with the software development team and
the underlying hardware it depends on. Thus whether a misbehaving validator
can be held liable becomes questionable.

For instance, the Secret Network [93] promotes its confidential transaction
execution and its resistance to MEV. However, a recent study [68] revealed sub-
stantial design flaws that entirely undermine the privacy assurances the network
claims to provide. An actor operating as a validator, who has registered their
own TEE within the Secret Network, can exploit these privacy vulnerabilities to
access transaction details and subsequently extract MEV. To serve as a validator,
an actor simply needs to download the source code and follow instructions to run
it on suitable hardware with an embedded TEE. A TEE-based project typically
has two types of code: trusted code and untrusted code. Trusted code is designed
to run inside a TEE, providing guarantees of integrity and confidentiality. Addi-
tionally, the network can detect any modification to the trusted code, thanks
to remote attestation. On the other hand, untrusted code operates outside the
TEE and thus lacks such security guarantees. Its execution can be manipulated
and its state can be probed. The Secret Network GitHub repository [92] clearly
states that “the non-enclave code can be modified and ran on mainnet as long as
there are no consensus-breaking changes.” As the attack necessitates only mod-
ification of the untrusted code, the attacker does not breach any pre-existing
trust or duties. In other words, it is a normal operation in the protocol and not
a deceptive device. The standard fraud analysis applied to MEV extraction may
not work in this scenario.

One may ask if bypassing the confidentiality of transactions inside a TEE
using side-channel attacks could, alternatively, be seen as computer trespass
under the Computer Fraud and Abuse Act (CFAA). Specifically, the use of a
TEE establishes a code-based protective barrier, preventing external entities
from accessing transaction details. On this theory, circumventing the protective
function of a TEE might result in liability. However, given the Supreme Court’s
narrow interpretation of “unauthorized access” in Van Buren v. United States [1],
courts are unlikely to find CFAA liability for side-channel attacks. These attacks
rarely involve prohibited access as such; instead they are based on information
inference from available resources.

5 Conclusion

In this paper, we have explored the current MEV landscape and existing miti-
gation strategies. We explored Barczentewicz et al.’s analysis, in which market
manipulation liability for sandwiching transactions depends on those transac-
tions’ publicness, and identified limitations in that classification standard. We
proposed a test for assessing manipulation liability that shifts the focus from
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network conditions to user intent. Our approach provides a more nuanced under-
standing of the dynamic lifecycle of transactions and accommodates the evolving
landscape of MEV extraction strategies and mitigation measures, offering a more
robust foundation for evaluating market manipulation liability.

We also described new enforcement challenges posed by the decentralized
and permissionless nature of blockchain operations. Our research underscores
the significant impact of the blockchain community’s regulatory preferences and
the crucial role of practical in-protocol accountability mechanisms in prosecuting
MEV extraction. The recent equivocation attack incident highlights the inad-
equacy of Ethereum’s incentive mechanisms, emphasizing the urgent need for
accountable protocols and legal frameworks to reinforce the security and fair-
ness of the ecosystem. By aligning technology with legal systems, we anticipate
that MEV mitigation proposals can help illuminate the “dark forest” of the
ecosystem.

Future research should continue to closely monitor the rapidly evolving MEV
landscape. A comprehensive assessment of the harms and benefits of MEV,
informed by well-defined metrics for user welfare, can significantly contribute
to understanding its impact on the ecosystem.

A Technical Background

In this section, we will provide the essential technical background. First, we
will introduce blockchain technology and its security features. Next, we will
discuss smart contracts and demonstrate how they expand the range of potential
applications on blockchains, with a focus on decentralized finance (DeF1i). Finally,
we will explain the concept of Miner/Maximal Extractable Value (MEV) and
provide examples of how MEV can be exploited in practice.

A.1 Blockchain Technology

A blockchain is a public ledger composed of a linear chain of blocks,!! each con-
taining a series of sequentially ordered transactions submitted from users. These
blocks are generated in a decentralized fashion by a group of validators, who are
responsible for maintaining the integrity and security of the ledger. Blockchain
technology offers security from several perspectives: (1) Immutability,!? mean-
ing that once a transaction is approved by validators, it will not be removed or

' There are a few exceptions, such as Avalanche and IOTA, that employ a DAG
structure. The majority of blockchains in deployment today, however, are within the
scope of discussion in this paper.

12 There have been attempts in allowing mutability in history given validators’ consen-
sus on removal of certain illegal contents, but there is no such blockchain prevailing
in the ecosystem yet.
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altered, ensuring a temper-proof record; (2) Transparency,'?® allowing all partic-
ipants in the network to verify if the execution result of all transactions included
in the ledger is correct, promoting trust and accountability; (3) Decentralization,
indicating that no single entity can take control of the system, enabling users
who may not trust each other to transact reliably on the blockchain; and (4)
Censorship-resistance, ensuring that even if a transaction is not favored by some
entities, it will still be executed eventually as long as it is valid. Due to these fea-
tures, blockchain technology offers a secure, transparent, and decentralized way
to record and verify transactions, which fosters trust among users and enables
various applications including asset management [28], supply chain tracking [10],
digital identity management [66], and decentralized applications (dApps) [98].

A simplified depiction of the interactions between blockchain validators and
users is presented in Fig. 2. In order to initiate a transaction, a user needs to send
the transaction details to one or more validators. Validators, in turn, are respon-
sible for disseminating valid transactions they receive to their peers, thereby
creating a shared transaction mempool. A transaction is deemed valid if it sat-
isfies specific criteria.'* For example, the sender possesses an adequate amount
of assets to be transferred to the recipient and the transaction is associated with
a legitimate signature that confirms the asset owner’s authenticity.

Validators/
Miners

Tx:

4 4
Tx: Tx:

Fig. 2. Blockchain workflow.

The mempool serves as a temporary holding area for valid transactions await-
ing execution and inclusion in the next block. In other words, transactions in
the mempool do not have an immediate impact. Rather, they take effect-such
as causing users’ assets to be actually transferred-only after being incorporated
into a block. Blocks are produced at a predetermined frequency, which may
vary depending on the blockchain in question. For instance, the block interval
of Bitcoin is roughly 10 min [18], while that of Ethereum is about 12s [46].

3 Transparency may vary in meaning for different blockchains, not necessarily requiring
transactions to be publicly accessible. For example, there are rollups utilizing zero-
knowledge proofs for public verification of the correct execution of transactions yet
the transaction details are not needed.

14 Another example: In account-based blockchains, users’ sequential nonce also has to
be incremental for preventing double executing the same transaction.
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Valid transactions that enter the mempool during the corresponding interval
have the potential to be included in the upcoming block. However, this inclu-
sion is not guaranteed. Which transactions are selected for the next block can
be impacted by several factors, such as network congestion, transaction fees,
and the specific consensus mechanism at play. For instance, when the mem-
pool holds more transactions than can be accommodated in a single block-due
to each block having a block size limit, either measured by the size of trans-
action messages [17] or the computational resources for transaction execution
as known as gas cost [56] - validators can only choose a subset of the pending
transactions for the next block. The remaining transactions stay in the mempool
until the network congestion subsides or they are eventually dropped. The block
size limit arises from the fundamental trade-off between the scalability, security,
and decentralization of blockchains [8], making it an unavoidable constraint. To
encourage validators to prioritize the inclusion of their transactions, users can
voluntarily offer transaction fees as an incentive [22]. By doing so, they increase
the likelihood that their transactions will be processed more quickly, even during
periods of high network congestion.

Validators rotate to take the responsibility of generating the next block and
proposing it to the network for appendation to the blockchain. The selection
of the block proposer depends on the underlying consensus protocol in use. In
blockchains based on Proof-of-Work (PoW) [85], validators, commonly referred
to as miners, consume substantial computational resources to compete in solving
a cryptographically difficult puzzle. The winning miner who successfully solves
the puzzle first earns the privilege to decide which transactions from the mem-
pool to incorporate into the new block, and in return, is rewarded all the trans-
action fees associated with those transactions. On the other hand, Proof-of-Stake
(PoS) blockchains [23,30] utilize a trustworthy source of randomness to appoint
the validator responsible for proposing the next block [20]. The chosen validator
is a member from a committee, each participant of which has previously com-
mitted a predetermined amount of assets as stake. In other words, a validator
must lock up some native cryptocurrency as collateral and the chance of being
selected to propose a new block is proportional to the validator’s deposited stake.
This approach contrasts with the resource-intensive nature of PoW, emphasiz-
ing the role of staked assets in securing the network, which is more energy effi-
cient and environmentally friendly [67]. However, it is generally perceived as less
secure than PoW [40]. To enhance security and accountability in practice, PoS
blockchains are often facilitated with economic mechanisms to incentivize honest
behavior among validators. For instance, one of the most commonly employed
mechanisms is called slashing [42] - malicious validators are to be published by
losing a portion of their staked assets, the proportion of which is determined by
the type and severity of their misconduct.

As demonstrated above, although blockchains aim to promote decentral-
ization in the long run, the generation of each block in most contemporary
blockchains existing today is actually determined by a single validator. Conse-
quently, decentralization does not have sufficient granularity at the individual



Regulatory Implications of MEV Mitigations 353

block level, even though it is a fundamental aspect of the blockchain system as a
whole. This key observation serves as the foundation for the discussion presented
in this paper.

A.2 Smart Contracts and Decentralized Finance

While the most basic blockchain transactions are usually in the form of send-
ing a specific amount of native cryptocurrency from one user to another,'?
many modern blockchains support more complex, Turing-complete!'® function-
alities through the use of smart contracts. Smart contracts are essentially pro-
grammable scripts that reside on the blockchain and can be triggered by user
transactions. They enable the automatic, atomic execution of functions with
intricate logic, based on various conditions and corresponding actions. For exam-
ple, consider the case of purchasing flight delay insurance [103]. Traditionally,
claiming a refund from the insurance company could be time-consuming and
require extensive paperwork. However, by utilizing a smart contract, the refund
process can be automated, issuing the payout to the customer as soon as the
flight delay is confirmed [105]. This eliminates the need for manual intervention,
streamlining the entire process. Tornado Cash [99] is a more complex example of
a smart contract application, which, although sanctioned by the OFAC, enables
fully anonymous payments on the Ethereum blockchain.!” Such a feature was
not natively available on Ethereum without the use of smart contracts. By lever-
aging the power of smart contracts, Tornado Cash provides users with enhanced
privacy in their transactions, while also raising concerns of being abused for ille-
gal activities. In summary, smart contracts extend the capabilities of blockchains
by incorporating programmable logic and automation, and enable various decen-
tralized applications.

Decentralized Finance (DeFi) has been a rapidly growing sector in the indus-
try largely due to the power of smart contracts. These trustless financial services
circumvent traditional centralized intermediaries and foster transparency and
accessibility, making DeFi increasingly appealing to traders.

Contrasting with traditional financial systems that depend on centralized
operators such as Nasdaq or NYSE, DeFi features decentralized exchanges
(DEXes) that operate using smart contracts. DEX users maintain full control
of their assets at all times, and orders are settled directly and transparently on
the blockchain without needing to trust an exchange operator or broker. In the
early days, DEX users had to manually search for buy/sell orders and submit
the bundled transaction on-chain for settlement [104]. However, modern DEXes,
such as Uniswap v3 [96] - the largest DEX on Ethereum-now incorporate auto-
mated market makers (AMMSs) [27] to streamline on-chain price discovery. This
innovation enables traders to simply send their orders to the blockchain, which

!5 Bitcoin takes a slightly different semantic in the form of UTXO based.

16 Although Turing-complete, the execution is guaranteed to halt due to the limit of
gas.

17 The anonymity comes from the mixer pool.
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will be automatically settled by the exchange smart contract. Uniswap v3 boasts
a 24-hour trading volume of around $290 million as of Sep 20, 2023 [34].

Another prominent application in DeFi is lending and borrowing platforms.
These platforms allow users to lend their assets to earn interest or borrow assets
by providing collateral. The process is managed by smart contracts, eliminating
the need for users to place trust in a third party. Lending services contribute
significantly to the DeFi ecosystem’s efficiency by providing liquidity for all types
of financial activities. The largest lending platforms, Aave [5] and JustLend [71],
hold a combined total liquidity pool of over $9 billion in locked-up assets [39]. A
unique innovation resulting from the atomic execution of smart contracts is the
Flashloan [65], which enables borrowing without collateral. With Flashloans,
a borrower can obtain a loan, utilize it, and return the assets to the lender
all within a single atomic transaction. Since the smart contract guarantees full
repayment (or the transaction reverts as if it never occurred), lenders face no
risk in Flashloans.

Various types of assets can be represented and managed in DeFi with inter-
operability across multiple blockchains. For example, a user can trade Bitcoin
for an equivalent amount of Wrapped Bitcoins (WBTCs) [95] on Ethereum using
cross-chain bridging services, and then participate in diverse DeFi activities on
Ethereum with WBTCs.

Gas tokens [57] serve as a unique example of a derivative contract on
Ethereum, offering additional on-chain utility. Ethereum transaction fees are
determined by computation and storage costs for validators, measured in units
of gas. Each smart contract execution instruction incurs a predetermined gas
cost, and the sender is required to pay a fee proportional to the gas usage by the
transaction. However, gas prices can fluctuate due to network congestion. Stor-
ing data on a blockchain consumes gas, while deleting storage variables refunds
gas. Users can mint gas tokens by storing data on-chain when the gas price is low
(so is the transaction volume), then burning the storage and using the refunded
gas to cover transaction fees when the price is high (usually due to network
congestion or for the purpose of prioritizing an urgent transaction). Gas tokens
can be viewed as futures contracts without expiration dates, and they played a
significant role in the MEV game,'® which we will discuss further in Sect. A.3.

In addition to digital assets and derivatives that are native to blockchains,
smart contracts can tether off-chain assets with on-chain tokens for DeFi activi-
ties. Stablecoins [62], for instance, are backed by a reserve of assets, often in fiat
currencies, at a 1:1 ratio to mitigate the volatility typically associated with cryp-
tocurrencies. Another example is Non-fungible tokens (NFTs) which represent
unique off-chain commodities that are not interchangeable, such as artwork [35],
domain names [44], tickets and coupons [19]. Despite its non-fungible nature, an
NFT can be converted to fungible assets by dividing the token into fractional
shares and granting users partial ownership [58].

Overall, smart contracts facilitate a wide range of financial instruments and
services, playing a crucial role in the expansion and development of the DeFi

18 Gas token is now obsolete due to EIP-1559.
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ecosystem. As the sector continues to evolve, it demonstrates the potential for a
more accessible, transparent, and efficient financial landscape, underscoring the
promising future of DeFi.

A.3 Miner/Maximal Extractable Value

Maximal Extractable Value (MEV), originally known as Miner Extractable
Value, was introduced in a paper entitled “Flash Boys 2.0” by Daian et al.
As previously mentioned, transactions are not settled in real-time but are first
gathered in the mempool, which is publicly accessible. A validator then selects
transactions and orders them in a block for execution. MEV exploitation refers
to the practice of making profit through the strategic censorship, insertion and
reordering of transactions within blocks. Validators used to be in the dominant
position of determining what transactions are included in a block and how they
are ordered, which is why the term was initially called Miner Extractable Value.
This practice can have both positive and negative effects on the ecosystem,
depending on how it is executed and the intentions of the actors involved.

DeFi is a complicated and interoperable ecosystem, so transactions from
different users may have an impact on each other, and their execution results
cannot be determined independently. Instead, they depend on their ordering.
For example, an ordinary user wants to trade 40 WETHs for Example Dummy
Tokens (EDTs) on Uniswap. Uniswap follows the rule  x y = k for a pair of
exchange tokens [7], where x and y represent the amounts of WETH and EDT,
respectively, and k is a predetermined constant. Let us assume k£ = 1600 and
initially x = y = 40. After executing the user’s transaction, we have x = 80 and
y = 20, so the user receives 20 EDTs in return.

However, the execution result of this example transaction is not guaranteed.
Once the transaction is sent to the public mempool, an MEV extractor can
observe it and exploit the change in demand by creating a sandwiching transac-
tion bundle for profit. In particular, the extractor first trades 120 WETHs for
EDTs before the ordinary transaction. Based on the price invariant above, this
frontrun transaction results in £ = 160 and y = 10, with the extractor receiv-
ing 30 EDTs in return. Next, the sandwiched transaction is executed, leading
to x = 200 and y = 8, with the ordinary user only getting 2 EDTs in return.
At last, the extractor inserts a backrun transaction, trading the 30 EDTs for
a profit of 38 WETHSs, resulting in a loss of 18 EDTs for the ordinary user.
As the saying goes in [12], “These two [inserted] transactions are the bread in
the sandwich. [The ordinary user’s| is the meat.” It is worth noting that sand-
wiching attacks are not unique to Uniswap’s price discovery mechanism, which
was designed specifically for gas efficiency on blockchains. Sandwiching can also
occur in traditional exchanges that employ limit order books [75]. In both cases,
the sandwich attack takes advantage of the public nature of pending transactions
to manipulate the order of trades and extract profits, potentially at the expense
of other traders.

Because a transaction with potential MEV opportunity can only be sand-
wiched once, and anyone can create a sandwiching bundle upon an ordinary
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transaction in the public mempool, the MEV game is highly competitive. MEV
extractors vie for the inclusion of their own sandwiching bundles by offering
high transaction fees, incentivizing validators to prioritize their transactions.
This leads to an implicit auction for transaction position within a block, which
can be viewed as a scarce resource on blockchains. To win in the MEV auction,
MEV extractors used to utilize gas tokens to save transaction fees while exploit-
ing MEV, i.e., minting gas tokens when the gas price is low and then burning
them to cover gas cost in transactions when the gas price is high. This was a
common practice before Ethereum incorporated the EIP-1559 update [22], which
introduced changes to the transaction fee mechanism. Nonetheless, the dynam-
ics of MEV extraction has not changed significantly after a series of updates in
Ethereum 2.0. While MEV exploitation has become more decentralized with a
multi-stage, multi-entity MEV supply chain [49] introduced by Flashbots, the
dominant position of validators in the game remains largely unchanged. Recent
estimates suggest that over 90% of extracted MEV ultimately goes to validators,
highlighting their continued influence in the ecosystem [12].

Sandwiching transactions is not the only way to extract MEV, and not all
MEV exploitations are detrimental to the ecosystem. In fact, there exists “good
MEV,” which typically arises from arbitrage opportunities [47]. For instance,
when a legitimate large trade is placed on one DEX, it may cause a significant
price difference between that DEX and other DEXes for the same pair of tokens.
An MEV extractor can take advantage of this price discrepancy by purchasing
tokens at a lower price on one DEX and then selling them at a higher price on
another DEX. In 2020, a savvy trader managed to generate a profit of $40K by
exploiting the price discrepancy between two stable coins, USDC and USDT,
leveraging the power of Flashloans for arbitrage opportunities [25]. This action
does not harm any legitimate traders; instead, it helps to balance prices across
DEXes, ensuring that they more accurately reflect the actual market price. MEV
arbitrage is not considered price manipulation from a legal perspective because
it does not create artificial prices. Instead, it plays a role in stabilizing markets
and promoting price efficiency. Additionally, good MEV can contribute to the
overall health of the ecosystem by reducing price discrepancies, fostering market
equilibrium, and encouraging fair trading conditions for all participants.

Oracle manipulation presents yet another avenue for MEV extraction, offer-
ing potentially higher profits albeit with less frequent opportunities. DEXes and
lending platforms often rely on price oracles to determine spot trading prices
or collateral ratios [41]. Some on-chain oracles aggregate prices from multi-
ple marketplaces and compute an average, which opens the door to arbitrage
opportunities when prices on particular marketplaces are manipulated or do not
accurately represent the actual market price. A notable instance of this strategy
is the Mango Market exploit. Oracle manipulation can often yield higher profits
than transaction sandwiching, as it does not require a counterparty and can be
easily leveraged [11]. However, this form of MEV extraction can technically be
more readily mitigated through improved oracle design [79] and risk monitor-
ing measures implemented by exchanges - a lesson learned from the traditional
financial market [26].
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